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Al Assurance

|s your Al doing what
you think it's doing?




2021 Analysis of 169* Al Incidents

95% were unintentional (i.e. they did not involve an attacker)

Security Breaches & Vulnerabilities
4.7%

Agency and Unauthorized Decisions
5.9%
Algorithmic Discrimination
_ 33.1%
Privacy
17.8%

Faulty Performance & Physical Danger
18.9%

Lack of Transparency or Accountability
19.5%

* Incidents occurred between 1988 & 2021 and were publicly-reported in the public media.
This work was done in collaboration with BNH.AL. B
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2021 WHITE PAPER

When Al Fails :
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“Al Incident”

When Al Fails: An Overview
of Common Failure Modes for
Real-World Deployments

Unintentional Intentional

SPRING 2021
- Unauthorized decisions - Backdoors - - =
- Data drift - Data poisoning
- Discrimination - Model extraction _
- Opaqueness - Membership inference e T I
- User error - Trojans i e
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Al Red-Teaming
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Public reports show how to evaluate Al &
what to expect from an Al audit/red-team

Mona Gogia | mgogia@iqt.org
With input and contributiongfrom BNH.AI
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Al Tabletop Exercises
Serious Play About Al Risks

In an engaging 60-minute role-play
session, participants confront
decision-making challenges
concerning a (fictional) Al system
deployed in a high-stakes scenario.

IQT's Incident Response Tabletop Exercises highlight the
importance of preparing for Al failures before they occur.
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A data scientist uncovers bias in a deepfake detection tool used to
assess the veracity of a video with grave geopolitical consequences....

T

!

IQT's Incident Response Tabletop Exercises highlight the ___—
importance of preparing for Al failures before they occur.
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Al Incident Response
Guidebook

* Few organizations are prepared to respond
to Al failures.

* |QT's Al Incident Response Guidebook helps
organizations bridge the gap between
traditional (InfoSec) incident response and
Al incident response.

We are working with partners across the USG
to promote adoption of best practices for Al

Incident Response.
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What is an Al Incident?

An Al incident is an event caused by undesirable
or unexpected behavior of an Al system that
directly or indirectly causes immediate or
potential harm to people or property.

Al incidents can be intentional
or unintentional.




Prior to deployment, every Al system
needs a Short-Term Containment Plan

Al systems are so complicated that it can
take weeks to understand the cause when

something goes wrong.

A Short-Term Containment Plan describes
what to do with the system during this

time.




9 Topics an Al Incident Response
Policy should address:

1) Who is involved in response activities?
Who is responsible for decision-making during an incident?
Guidance on Al incident triage

SOPs for reproducing and verifying incidents

Guidance on surveillance vs. interdiction

Chain of custody instructions for affected systems and data

Guidance on communications during and after incident
Who is accountable for response activities?

Who will revise policies & procedures over time?
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