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D e b b i e Rey n O I d S Founder, CEO, and Chief Data Privacy Officer, Debbie Reynolds

Consulting, LLC

« A leading voice in Data Privacy and Emerging Technology Hosts
award-winning # 1 “The Data Diva” Talks Privacy Podcast

» Featured by media outlets like PBS, New York Times, Wired, Business

 Insider, Protocol, USA Today, New Statesman, Dark Reading, Morning
Brew, Lifewire, CMSWire, Bloomberg, Digiday

» Recognized as one of the Global Top Eight Privacy Experts by Identity

« Review
« Named one of the Global Top 30 CyberRisk Communicators by The

European Risk Policy Institute in 2020 and 2021
« Appointed to the U.S. Department of Commerce's IoT Advisory Board in

« 2022
» Serves as the IEEE Committee Chair for Cyber Security for Next

Generation Connectivity Systems at IEEE for Human Control & Flow



M a r I a Re re C I C h Senior Director, Product Testing, Consumer Reports

« Joined Consumer Reports in 2013 as Director of
Electronics Testing

« |Leads teams evaluating consumer products in
appliances, home/outdoor products, and consumer
electronics

« Works on privacy, security, and data issues, especially
testing Internet of Things (IoT) devices

« 29-year career in the semiconductor industry at
Standard Microsystems Corporation

« Holds Bachelor's and Master's degrees in Electrical
Engineering from MIT

« Appointed to the U.S. Department of Commerce's IoT
Advisory Board in 2022
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STATISTICS
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95% OF THE PASSENGER CARS SOLD ARE LIKELY TO HAVE
EMBEDDED CONNECTIVITY BY 2030.

Souré‘e: Image generated using DALL-E, OpenAl

Source: Counterpoint Technology Market Research




91.7% OF U.S. HOUSEHOLDS OWNED AT LEAST ONE VEHICLE IN 2022

Source: Forbes Advisor, Car Ownership Statistics 2024



26% OF CAR BUYERS REPORT THE CAR-BUYING PROCESS IN 2022 AS
TRANSPARENT, A DIP OF 14 PERCENTAGE POINTS COMPARED TO 40% IN 2021

Source: 2022 Capital One Car Buying Outlook, Capital One Auto Navigator



39% OF CONSUMERS NOW CONSIDER DATA PRIVACY HIGHLY
IMPORTANT DURING THE VEHICLE SHOPPING AND OWNERSHIP
EXPERIENCE.
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Source: “71% of Drivers Consider Buying Older Cars Due to Data Privacy Concerns”, Security Magazine, January 11, 2024



/1% OF DRIVERS WOULD CONSIDER BUYING AN OLDER CAR OR ONE
WITH LESS TECHNOLOGY TO PROTECT THEIR PRIVACY AND
SECURITY.

[ 71%

Source: “71% of Drivers Consider Buying Older Cars Due to Data Privacy Concerns”, Security Magazine, January 11, 2024



140% INCREASE IN VEHICLE CYBER ATTACKS FROM 2020 TO 2021
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Source: “Driving on the Edge: The Alarming Rise of Automotive Hacking and the Race to Secure Our Vehicles.” The Driz Group,, April 10, 2023
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Source: “Stolen Auto Accounts: The S2 Price Tag on Your Car’s Identity.” Kasada September 12, 2023
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Source: Stalking Victimization in the United States, National Crime Victimization Study
U.S. Department of Justice, Bureau of Justice Statistics Special Report, 2009




DATA PRIVACY

AUTOMOBILE
REPORTS
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J

PERSONAL DATA COLLECTED audio recordings of vehicle occupants
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CARS: A PRIVACY NIGHTMARE

| e It is “impossible for consumers
- 1 ,, o e to try and understand” the

S e legalese-filled policies for car
companies, their connected
services, and their apps. She
called cars “aprivacy
nightmare.”

Researcher Jen Caltrider The Mozilla Foundation

Source: Article, “Automakers Are Sharing Consumers’ Driving Behavior With Insurance Companies”, New York Times, March 13, 2023



Automobile Privacy Report “Privacy Not Included” Mozilla
Foundation - Review of 25 Automobile Brands

100% 847% 687% 0%

100% 84% 92 % Provide 63% 0% of Brands
Collect Share or Sell Little to No Have A Bad Track Follow
Personal Data Personal Control to Record Protecting Voluntary Privacy

Data Consumers about Personal Data Principles
Personal Data

Source: Privacy Not Included. Mozilla, https://foundation.mozilla.org/en/privacynotincluded




MOZILLA'S "PRIVACY NOT INCLUDED" SEPTEMBER 2023

"All of the car brands on this list except for Tesla, Renault, and Dacia sighed on to a
list of Consumer Protection Principles from the US automotive industry group
Alliance For Automotive Innovation, Inc.

The list includes great privacy-preserving principles such as “data minimization,”
“transparency,” and “choice.” But, the number of car brands that follow these
principles? Zero. It’s interesting if only because it means the car companies do

clearly know what they should be doing to respect your privacy even though they

absolutely don’t do it.™

Source: Data from Privacy Not Included. Mozilla, https://foundation.mozilla.org/en/privacynotincluded



DATA BREACHES

Toyota Motor Corporation disclosed a data breach on its cloud
environment that exposed the car-location information of 2,150,000
customers for ten years, between November 6, 2013, and April 17, 2023.

This incident exposed the information of customers who used the
company's T-Connect G-Link, G-Link Lite, or G-BOOK services between
January 2, 2012, and April 17, 2023.

T-Connect is Toyota's in-car smart service for voice assistance,
customer service support, car status and management, and on-road
emergency help.

The information exposed in the misconfigured database includes:
 the in-vehicle GPS navigation terminal number,

* the chassis number, and
* vehicle location information with time data.

While there is no evidence that the data was misused, unauthorized
"f’_' - — users could have accessed the historical data and possibly the real-time
location of 2.15 million Toyota cars.

Source: Image generated using DALL-E, OpenAl

Source: “Toyota: Car Location Data of 2 Million Customers Exposed for Ten Years.” BleepingComputer, May 12, 2023



FINANCIAL AND REPUTATIONAL IMPACT OF AUTOMOTIVE HACKING
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Source: Image generated using DALL-E, OpenAl

The financial and reputational impact of automotive
hacking on automakers and other stakeholders can be
significant. Cybersecurity incidents can result in costly
recalls, legal liabilities, and damage to brand
reputation.

For example, Toyota suffered a data breach in February
[2023], exposing the personal information of 3.1
million customers. Such breaches erode consumer
trust, leading to lost sales and decreased market
share.

Additionally, hackers may use stolen information to
create phishing emails, engage in financial fraud, or
hold the data for ransom, further increasing the
financial burden on affected parties.

Source: “Driving on the Edge: The Alarming Rise of Automotive Hacking and the Race to Secure Our Vehicles.” The Driz Group,, April 10, 2023



140% RISE IN CYBER ATTACKS ON VEHICLES
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Source: “Driving on the Edge: The Alarming Rise of Automotive Hacking and the Race to Secure Our Vehicles.” The Driz Group,, April 10, 2023



AUTOMOTIVE HACKING TO ACCESS SENSITIVE DATA

Automotive hacking refers to the practice of
exploiting vulnerabilities in a vehicle's computer
systems, networks, or digital functions to gain
unauthorized access, manipulate controls, or
extract sensitive data. The phenomenon has
become increasingly prominent as the automotive
industry embraces the Internet of Things (loT) and
connected car technologies.

The prospect of a malicious actor taking control of
a moving vehicle or intercepting sensitive
information is profoundly unsettling and
potentially catastrophic.

Source: Image generated using DALL-E, OpenAl

Source: “Driving on the Edge: The Alarming Rise of Automotive Hacking and the Race to Secure Our Vehicles.” The Driz Group,, April 10, 2023



PRIVACY AND IDENTITY THEFT

“It costs about $1,000 to purchase a person’s identity
on the dark web from stolen financial accounts. Why
pay

$1,000 when it’s only $2 to steal a car’s identity

and still make a hefty profit?”

What could be done with these accounts
after purchasing?

« (Car cloning
* |llegal car registration

« (Car and home theft
 |dentity fraud

— :  Loan fraud
WapSeuice: Image generatedUSing DALLEOpeny] \ N/ . Ma1l and Phone Fraud

Source: “Stolen Auto Accounts: The S2 Price Tag on Your Car’s Identity.” Kasada September 12, 2023



IDENTITY THEFT AND FINANCIAL FRAUD

Automotive hackers can access a vehicle's data
and systems to manipulate controls, steal
sensitive information, and even blackmail
manufacturers. Hackers can exploit vulnerabilities
in a vehicle's software to gain control over its
systems, perform actions such as disabling safety
features, controlling acceleration or braking, and
even causing accidents.

Additionally, the theft of personal information,
such as GPS data, driving patterns, and vehicle
registration details, raises significant privacy
concerns and increases the risk of identity theft
and financial fraud.

Source: Image generated using DALL-E, OpenAl

Source: “Driving on the Edge: The Alarming Rise of Automotive Hacking and the Race to Secure Our Vehicles.” The Driz Group,, April 10, 2023



PRIVACY AND PERSONAL SAFETY

“The inability of consumers to control the
access [in Internet-connected cars] and use of
4 /) P their own personal data poses a threat to

- safety, and in the case of [domestic abuse]
survivors, it can mean life or death,”

California Assembly Privacy and Consumer
Protection Committee staff

Source: Image generated__dé?ihg DALL-E, OpenAl

Source: CalMatters, Khari Johnson for. Car Tracking Can Enable Domestic Abuse. Turning It Off Is Easier Said Than Done - The Markup,. April 30, 2024



PRIVACY AND VEHICLE SAFTEY

. -

“Policymakers and auto manufacturers must
consider the privacy and data protection
implications for all drivers when incorporating
= new technology into vehicles to bolster driver

| —==%® trust and adoption.”
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e Adonne Washington,
“ (> | Policy Counsel of Data, Mobility, and Location
' Future of Privacy Forum

Source: “New Report Explores Privacy Implications of Driver Safety Systems - Future of Privacy Forum”, March 2024



CONSUMER AWARENESS ABOUT PERSONAL DATA COLLECTION PRACTICES

Being informed about the potential risks of
automotive hacking, the methods used by
hackers, and the steps to take in the event of
a suspected cyberattack is crucial.
Consumer awareness empowers individuals
to take proactive measures to protect their
vehicles and data, recognize and respond to
potential threats, and make informed
decisions about the connected features they
choose to use.

Source: Image gene_réted using DALL-E, Ope

Source: “Driving on the Edge: The Alarming Rise of Automotive Hacking and the Race to Secure Our Vehicles.” The Driz Group,, April 10, 2023



AUTOMOBILE

PRIVACY
IN THE NEWS
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NATIONAL SECURITY AND THE PERSONAL PRIVACY

“It doesn’t take a lot of imagination
to think of how foreign government
with access to connected vehicles
could pose a serious risk to both
our national security and the
personal privacy of U.S. citizens,”
said U.S. Secretary of Commerce
Gina Raimondo. “
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Source: Image generated

Source: Citing National Security Concerns, Biden-Harris Administration Announces Inquiry into Connected Vehicles
US Department of Commerce Press Release, February 29, 2024



THREAT TO PRIVACY OF AMERICANS

“But depending on car companies’ practices,
these always-on data connections and the
location data collected by cars and sent back
to the automaker can seriously threaten
Americans’ privacy.

Vehicle location data can be used to identify
N7 cc';[?éé‘%N - Americans who have traveled to seek an

TiE /| abortion in another state, attended protests,
support groups for alcohol, drug, and other
types of addiction, or identify those of
particular faiths, as revealed through trips to
a (®) places of worship.”
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Source: Letter to Lisa Khan at the Federal Trade Commission from Senator Ron Wyden and Senator Edward Markey, April 30, 2024



INSURANCE AND AUTOMAKER DATA SALES

= &)

L  “Automakers have been selling data
i about the driving behavior of millions of
people to the insurance industry.

In the case of General Motors, affected

. drivers weren’t informed, and the

< = SRy . _ tracking led insurance companies to
SR == B charge some of them more for

S il premiums. I’'m the reporter who broke the
story. | recently discovered that I’'m
among the drivers who was spied on.”
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Source: “How G.M. Tricked Millions of Drivers Into Being Spied On (Including Me)”, Kashmir Hill, New York Times, Kashmir Hill, April 23, 2024



DATA BROKER AND AUTOMAKER PARTNERSHIPS

“Automakers and data brokers that
have partnered to collect detailed
driving data from millions of
Americans say they have drivers’
permission to do so.

=
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i i |

But the existence of these
partnerships is nearly invisible to
drivers, whose consent is obtained in
fine print and murky privacy policies
that few read.”

Fd /8
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Source: “Automakers Are Sharing Consumers’ Driving Behavior With Insurance Companies”, Kashmir Hill, New York Times, March 13, 2024



LACK OF TRANSPARENCY IN PERSONAL DATA COLLECTION

L —/

“The ‘Internet of Things’ is really
intruding into the lives of all Americans,”
Senator Markey said in an interview. “|f
there is now a collusion between
automakers and insurance companies
using data collected from an unknowing
car owner that then raises their insurance
rates, that’s, from my perspective, a
potential per se violation of Section 5 of
the Federal Trade Commission Act.”

Source: Image generé'telc‘ﬁ.; .. s | ey
| - Senator Edward Markey

Source: Article, “Automakers Are Sharing Consumers’ Driving Behavior With Insurance Companies”, New York Times, March 13, 2024



GPS DATA SHARING WITHOUT A WARRANT

= "-: S According to Ron Wyden and Edward Markey,
b > e M nine automakers, Toyota, Hyundai, Kia,
Mercedes-Benz, Mazda, BMW, Volkswagen,
Subaru, and Nissan, admitted to giving up
location data to authorities without a warrant.

They say that these car companies are
breaking their own voluntary promise made in
2014 to require a warrant or court order before
turning over GPS location information. Of the
14 car companies involved in the study only
Ford, General Motors, Stellantis, Honda, and
Tesla require a warrant for this data.

Source: Image generated using DALL-E, OpenAl

Source: Letter to Lisa Khan at the Federal Trade Commission from Senator Ron Wyden and Senator Edward Markey, April 30, 2024



The chairwoman of the Federal
Communications Commission ...
proposed a potential new rule [under
the Safe Connections Act for Survivors
of Domestic Abuse] that would
subject automakers that sell internet-
connected cars to a
telecommunications law intended to
protect domestic violence survivors.

Source: Image generated using DALL-E, OpenAl

Source: US Law on Domestic Abuse Should Cover Carmakers, FCC Chair [Jessica Rosenworcel] Says.” Reuters February 28, 2024



CAR DATA AND DOMESTIC VIOLENCE

“We’ve known for some time that
GPS -tracking technology in cars
is being exploited by domestic
violence abusers, but
unfortunately, car manufacturers
are refusing to act to address this
potentially fatal problem,” said
Senator Dave Min of California.”

Source: Image generated t

Source: Press Release, “Min’s SB 1394 Requires Car Manufacturers to Sever Remote Vehicle Access When It Enables Domestic Violence.”
State Senator Dave Min, Member of the California State Senate, February 28, 2024



RECENT DEVELOPMENTS - PRIVACY FOR CARS

» Toyota and Lexus now grant
all US consumers the right
to delete their personal
data.

* Thanks to public pressure,
GM (which includes
Chevrolet, Buick, GMC, and
Cadillac) said they’ll stop
selling some OnStar data to

data brokers LexisNexis and
Verisk.

Source: Car Company CEOs Answer Tough Questions About Cars and Privacy... Kinda, Privacy Not Included, Mozilla Foundation, April 30, 2024



https://foundation.mozilla.org/privacynotincluded/toyota/
https://foundation.mozilla.org/privacynotincluded/lexus/
https://foundation.mozilla.org/privacynotincluded/chevrolet/
https://foundation.mozilla.org/privacynotincluded/buick/
https://foundation.mozilla.org/privacynotincluded/gmc/
https://foundation.mozilla.org/privacynotincluded/cadillac/

CONSUMER
STORIES

Source: Image generated using DALL-E, OpenAl




The New York Times reports that Christine Dowdall fled her
home in September 2022 after an altercation with her
husband turned violent. She left in a Mercedes-Benz C300
and shortly thereafter started seeing strange messages on
her infotainment system about a service eerily called
“mbrace.”

Part of the “Mercedes me” suite of connected service, the
technology allows owners to control their vehicles remotely.
People with access can track a car’s location and, after
obtaining his internet records, Detective Kelly Downey of the
Bossier Parish Sheriff’s Office eventually found evidence that
Dowdall’s husband had been using it to track her.
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Source: “Connected Cars Are A Scary New Tool Abusive Partners Can Use To Stalk Their Victims.” Carscoops, January 7, 2024



DENIAL OF INSURANCE COVERAGE BASED ON VEHICLE DATA

]

Source:glmage generated using DALL-E, OpenAl

“Despite not subscribing to OnStar, Chicco discovered through
a denial of insurance coverage — attributed to a driver report
from LexisNexis — that his driving behavior had been closely
monitored and recorded. Chicco's report listed 258 driving
events, including trip details, such as start and end date and
time, acceleration events, hard brake events, high-speed events,
distances, and VIN.

The report resulted in Chicco being denied insurance. The
lawsuit criticized the use of the telematics data by insurance
companies, noting that the report provided to the insurance
company lacked any context in regards to the circumstances
surrounding the events, rendering the report inaccurate of the
insured’s actual insurance risk, and unfairly weighing in on and
influencing insurance decisions.

Source: “Dashboard Confessions: Unveiling the Privacy Issues in Connected Cars.” Reuters, April.25, 2024



PRIVACY INVASION

“The worst part is, you cannot purchase a
newer car without the privacy invasion
“features”...

From my research, you literally cannot purchase
a new car (in the US) that has a basic radio, AC,
and heating ... everything has privacy invading
network connected additions sold as “safety
features”.

N

N+ N oy L o™ 2 Reader Pick Commentary to NYT Article, March 11, 2024

Justin From Tennesee,

Source: “Automakers Are Sharing Consumers’ Driving Behavior With Insurance Companies.” The New York Times, Kashmir Hill, March 11, 2024



LACK OF EXPLICIT KNOWLEDGE OR CONSENT IN DATA COLLECTION

Larry Reed and Darnell McCoy, Sr. brought suit against
GM and OnStar in the Eastern District of Michigan,
alleging that GM and OnStar defaulted to automatically
enrolling customers into a data collection scheme
without their explicit knowledge or consent. This
scheme involved collecting and sharing — or selling —
sensitive driving telematics data with third parties,
including insurance companies, likely to create
consumer profiles.

See Reed v. General Motors, LLC, Case No. 2:24-cv-10804
(E.D. Mich. March 28, 2024).

Source: Image gepead g DALL-E, Open
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Source: “Dashboard Confessions: Unveiling the Privacy Issues in Connected Cars.” Reuters, April.25, 2024



“These cars should have the option to make
them less smart. | did not buy a 60K privacy
sharing machine, | bought a car.”

And it is not just electric cars -- it is
everyone.

Leslie from San Francisco, California,
Reader Pick Commentary to NYT Article, March 11, 2024

“Automakers Are Sharing Consumers’ Driving Behavior With Insurance Companies.” The New York Times, Kashmir Hill, March 11, 2024

Source:



CONSUMER CHOICES IN CAR BUYING

“To any automaker reading these comments:

If you share any driver information, | will not
buy your car, period! And, | am going to spread
the word.

It's one thing for a car to have a black box, but
not to be spying on your driving.”

Sunnyside from New Hampshire,
Reader Pick Commentary to NYT Article, March 11, 2024

Source: “Automakers Are Sharing Consumers’ Driving Behavior With Insurance Companies.” The New York Times, Kashmir Hill, March 11, 2024



UNDERSTANDING DATA COLLECTION

Participants also felt that, when it came to
informing drivers about data collection, car
companies were not trying to communicate
effectively:

'l did go looking and apart from reading lots of
user licence agreements for lots of different
systems in the car... But they don’t really talk
about what they’re collecting and why.’

Privacy Preferences in Automotive Data
Collection Study Participant

Source: “Privacy Preferences in Automotive Data Collection.” Transportation Research Interdisciplinary Perspectives, ScienceDirect, vol. 24, March 2024
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DIFFICULT-TO-UNDERSTAND DOCUMENTS

“Unless the automakers state in an overt way,
using easy-to-understand language where the
buyer opts in, this is wrong. Nobody should
need a lawyer to read the fine print on an auto
purchase agreement. Auto dealers should also
be obligated to explain these details clearly to
the buyer so the buyer understands what is
being done. Finally, the automakers probably
profit from selling this information which really
does not belong to them.”

- | Y - Calling It Like It Is from Minnesota,
Source: Imé | Reader Pick Commentary to NYT Article, March 11, 2024

Source: “Automakers Are Sharing Consumers’ Driving Behavior With Insurance Companies.” The New York Times, Kashmir Hill, March 11 ,2024



DATA OPT OUT DIFFICULTIES

< “I wanted to turn off data collection on my car
(MR Y because it’s creepy, and | thought the option
1 would be simple.

It turns out that shutting off data collection
and figuring out what’s been collected is
much more difficult than it would seem.

| kKnow because it took me — a reasonably
informed and technologically savvy person —
a month to finally do so.”

Rani Molla - Technology Journalist, Sherwood News

o

Source: Image generated US|
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Source: “How to Opt out of the Privacy Nightmare That Comes with New Hondas.” Sherwood News, May 6, 2024



STATE VS FEDERAL PRIVACY PROTECTIONS

“Electronic Frontier Foundation’s (EFF) handy

¥ guide sent me to Honda’s online privacy request
page, where | learned we didn’t live in one of
the five states where we could exercise our
consumer rights to view or delete the data our

car tracked.

Two days later, we got an email: “Because you
are not a current resident of a qualifying state,
your request will not be processed.”

Rani Molla - Technology Journalist, Sherwood News

e: I generatedyt

Source: “How to Opt out of the Privacy Nightmare That Comes with New Hondas.” Sherwood News, May 6, 2024



STATE
LEGISLATION

Source: Image generated using DALL-E, OpenAl




CALIFORNIA SENATE BILL 296: PERSONAL DATA TRANSPARENCY FOR CARS

California Senate Bill 296:

« [Effective Date: January 1, 2024.
 In-Vehicle Camera Disclosure: VMlanufacturers

must inform buyers if the vehicle is equipped
with in- vehicle cameras via the owner's manual
and dealer documents.

- Consumer Rights: Buyers/lessees can review
the owner's manual before purchase for in-
vehicle camera information.

- Data Use Limits: Prohibits using recordings for

CALIFORNIA advertising or sale without affirmative consent.

« Consent: Requires affirmative prior consent for
data sharing and provides mechanisms for
consumers to revoke consent.

Source: https://legiscan.com/CA/text/SB296



ILLINOIS DATA LAW (SB0800): DELETE PERSONAL DATA FROM CARS

lllinois Data Law SB0800:

- Effective Date: January 1, 2024.
« Scope: Applies to repossession

agencies handling vehicles.

 Requirement: VMandates deleting
personal data from recovered vehicles
before release using standardized
electronic solutions.

- Definition: Establishes definition for
personal information

* Penalties: Imposes penalties for failure
to protect personal data.

Source: https://www.ilga.gov/legislation/BillStatus.asp?DocNum=800&GAID=17&DocTypelD=SB&Legld=144915&SessionID=112&GA=103



http://www.ilga.gov/legislation/BillStatus.asp?DocNum=800&GAID=17&DocTypeID=SB&LegId=144915&SessionID=112&GA=103

NEW JERSEY SENATE BILL S2740: DELETE PERSONAL DATA FROM CARS

New Jersey Senate Bill S2740:

- Effective Date: January 8, 2024.
« Dealer Obligation: Dealers must delete

personal vehicle data before resale or lease.
« Penalties: Civil penalties of $500 for the
first offense and $1,000 for subsequent
offenses.
« Definition: Defines "motor vehicle" and
"motor vehicle dealer"” to establish the
scope of the regulation

Source: https://www.njleg.state.nj.us/bill-search/2022/52740



http://www.njleg.state.nj.us/bill-search/2022/S2740

HISTORY OF THE
MONRONEY
STICKER
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About Senator Monroney:
« Consumer Advocate focusing on rights and protection

« Legislation sponsor of the Automobile Information Disclosure Act of 1958
« Established the Monroney sticker for transparent vehicle pricing

About the Moroney Sticker:
 Automobile Information Disclosure Act of 1958

« Starting with the 1959 model year, mandatory disclosure
* Vehicle make and model
* Vehicle identification number (VIN)
* Final assembly point

* Dealer Information
« Manufacturer's suggested retail price (MSRP)

Source: Wikimedia Commons @  MSRP of optional equipment
« Transportation charges
Senator Mike Monroney (Oklahoma)  Total MSRP

U.S. Senate from 1951 to 1969



AUTOMOBILE INFORMATION DISCLOSURE ACT OF 1958
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Long Title:
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"An Act to require the
full and fair disclosure
of certain information in
connection with the distribution
of new automobiles in
commerce and for other
purposes’.
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2005

+ SAFETEA-LU (Safe, Accountable,
Flexible, Efficient Transportation
Equity Act)

. Agency: National Highway
Traffic Safety Administration

1959

+ Automobile « “=es

In.formation _— —t 7 ——— (NHTSA)
I1);55céosure Act of et — 4 — e . Incorporated safety ratings from
N _ | | — the New Car Assessment 2007
> bkl ————— Program (NCAP).
manufacturer’s —— + EISA (Energy Independence
suggested retail S - and Security Act of 2007)
price (MSRP). ——— = e — . Environmental Protection
pal , | : (,= Agency (EPA)
= . Redesigned fuel economy
label.
1977

. Energy Policy and 2013
Conservation Act of + Rulemaking

1975 = _ | y— . Agency: National Highway
. Environmental -\peel = . /—\\ r— Traffic Safety Administration

Protection Agency (NHTSA) and Environmental

(EPA) 1994 Protection Agency (EPA)
+ Added fuel economy . _ . Expanded fuel economy and
information. » American Automobile environmental footprint —

Labeling Act
. National Highway Traffic
Safety Administration
(NHTSA)
+ Included the percentage
of domestic and foreign
parts.

/ details. i

_ _/_\ ‘\

Research by Debbie Reynolds - Image generated using DALL-E, OpenAl




REGULATORY
BODIES
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e (Congress: Legislation
« Primary /Consumer Disclosures for
Privacy:
o Federal Trade Commission (FTC)
* Action: Rulemaking

« Others:
o National Highway Traffic Safety

Administration (NHTSA)

o Department of Transportation
(DOT)

o Environmental Protection
Agency (EPA)

o Federal Communications
Commission (FCC)




FTC: CARS & CONSUMER DATA: ON UNLAWFUL COLLECTION & USE - MAY 14, 2024

Car manufacturers—and all businesses—should
take note that the FTC will take action to protect
consumers against the illegal collection, use, and
disclosure of their personal data.

Geolocation data is sensitive and subject to
enhanced protections under the FTC Act.
Surreptitious disclosure of sensitive
information can be an unfair practice.

Using sensitive data for automated decisions
can also be unlawful.

The FTC Office of Technology and the Division of
Privacy and Identity Protection in the Bureau of

Consumer Protection

Source: Cars & Consumer Data: On Unlawful Collection & Use.” Federal Trade Commission May 14, 2024
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MONRONEY STICKER (NEW CARS)
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MONRONEY STICKER (NEW CARS)
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BUYER’S GUIDE (USED CARS)

REMOVE OUTER EDGE TO EXPOSE ADHESIVE

BUYERS GUIDE

IMPORTANT: Spoken pror¥ses are dficut 1o enforce. Ask the dedier 1o Ut a8 promiSes In witting. Kesp s Tormn.

VERCLE MAKE moCTL TEAR

WARRANTIES FOR THIS VEHICLE:

VEIROLE IDERTIFICATION NUMBES (Vi)

AS IS - NO DEALER WARRANTY

THE DEALER DOES NOT PROVIDE A WARRANT Y FOR ANY REPAIRS AFTER SALE.

DEALER WARRANTY

O  Fuil warmANTY,

[0 LMITED WARRANTY, The dealer will pay____ % of the [abor and___ % of the parts for the coversd systems
I3t 138 QUM the WaITanty periad. ASK e 0eaier fof 3 topy o he warranty, and Tor 2y socuments thal
Explain warranty cOverage, ENCusions, and e dealers repar oORgatans. Impled Warmanlles under your
ELNE'S WS T3y Qive DU INI0NA nghts.

SYSTEMS COVERED:

DURATION:

NON-DEALER WARRANTIES FOR THIS VEHICLE:

[0 MANUFACTURER'S WARRANTY STILLAPPUES. The manuraciirers onginal wamanty has not sxpinsd on some
components of ihe vehicdle.

[0 MANUFACTURER'S USED VEHICLE WARRANT Y APPLIES.
[0 OTHER USED VEHICLE WARRANTY APPLIES,

ASE the deaier for 3 copy of the wamranty GOCUmEnt and a0 expianaion of warranty COvErage, EXcIUSIONS; and repak
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ASK THE DEALER IF YOUR MECHANIC CAN INSPECT THE VEHICLE ON OR OFF THE LOT.

OBTAIN A VEHICLE HISTORY REPORT AND CHECK FOR OPEN SAFETY RECALLS, For informalion on
how t0 OD{3En 3 vehicle NEsiony PepOfT, VISR RiC Qov/uSedcars. To ChaC for opes safely racals, VIS S397oargov,
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ihegs siag,

SEE OTHER SIDE for imporiant agditional Information. including a lkat of major defects that may occur n
easd motor venicies.

&1 8 concsslonario gestions 13 venta on sspanal, pidale una copla de is Guls del Comprador an sspanol,

BG-2017-PA - AHE-NL

mane in THE vz IS

JAISIHAY 3S04X3 01 3903 H3LNO IAON3Y

L= I IRV AN

oL x.g

a

#ECZERD

Hete s @ (6 of sofve MEEe dafects that My Saoud I gesd vehiches

Frame & Body
FF v i, o0 T i b o, 27 Pl

iragh
Do bract— o o fovisiens Famee

Engloe
Coriciand Dok o fesaid
B mmsieg] of Fopeabin
. e 7 s Pt o el
1Mars & ol ke
A LT el dehar e
Tra prnalon & Debve Shaly
| el Tud ovel O lodiskje oding
T e
Corinhmd i g Jise whet & ki
Abrora noae of vilaion Sdesed by Buty
TR, G e Sl
Irresfapr shilling of Tuncticning = any gaar
Marwal dutor skps of chaflirs
Do vt
levceresgmes Pul bsenl o mabaapn, eoiding

Pl g
Crinid o damiged housing whah s
PR

Al e noEme o vildatn dausad by Buly
aiferebai

Cinsng Ty ttiss
Linisdgyt iuiiadicgg 1 atior
Py frring wele! fure

Elnc el Spaes
Harnly keakige

gty Rationing wle tilis. genera,

LaMary. o atartal
Fusi Systom
Wi ke
I dbob Actsishic ek
Gauges o warming Sewions
A pare Rt
st & Calroader
Biraha Byslad
Favbure waiming bght trokian
Pozal nit e under P {DOT sped |
Pt amviagh pedal resarva (0O @ |
Ergn ol slog weinicse In srasghs lire
FOIT s §
Hirbes e
Dinaam o ol B Thiny | Ml Bpees|
Ll of dad thitrou ke i (%3 dech
Pronwen il el isiees i) o Ik
Eprustaral of Mechanedl pas damaged

Al Bags

ST ey Sy elitn
Tioelr instis e Pliay' G lmsbFing el
(DT tepwc |
Ereee play 0 iriage moie than 14 inch

5““- e b OF AT

(OO mgaivom |
Power cilt Dets crycked of slpping
Piswar ok Sl ol Fefsioes

Tl deal b Thoiari 2033 [mash
Stda el cheed
Vinkie darmage
W il
Wity ok, ARMARR O POgEN.
Wlieinling Dolis A OF Fivisrg
Eshaiust Systasm

-2t
il WEC Soraniiar

DEALER NAME

ADDREZD

TELEPHONE

FOR COMPLAINTS AFTER TALE, CONTACT:

| hetaly soknowibedge reasipt of the Buyers Gulds & the akoeing af inic sade.

WEHICLE BUYER'S SIGNATURE

IMPORTANT: The Infernation on this form is part of any cortract to
CONSUMET pUrchase (excapt for purpose of tesi-driving) violates federal iaw (16 CFR, 455).

ITEM RANED

-FAFTT PEFIMANENT AESIVE BUYESRS HUMIE FORl 185-20 7P

B~ X 1™ - GAGK

bary this velicie. Remdoving this labe| bafore

Source: https://usautosupplies.net/



TOYOTA| @
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Stock: 312167
VIN: JTMBBRFVIMDO038954

Year: 2021 Color: B. PEARL
Make: Toyota Trim: XLEAWD
Model: RAV4 Hybrid

Manufacturer Retail Price: $39,303.00

Dealer Installed Options

FUSION SECURITY SYSTEM $695.00
CAREFREE PAINT PROTECTION $499.00

Subtotal: $1,194.00

$40,497.00

Toyota Chula Vista
650 Main St

Chula Vista CA 91911
(619) 591-0900

THIS ADDENDLUM HAS BEEN ADDED BY THE
DEALER, NOT THE MANUFACTURER, TO REFLECT
ANY ADDITIONAL CHARGES FOR ITEMS ADDED
OR SERVICES PERFORMED.

THIS IS NOT AN AUTHORIZED FACTORY STICKER.

NLITHIA

OF SANTA ROSA

Stock: NG134057
VIN: 3C83RRGL4NG 134057

Year; 2022 Model: 3500
Make: Ram Trim: Tradesman

Manufacturer Retail Price: $67.,150.00

Dealer Installed Options

$995.00
5 PErRMAPLATE:

PermaPiale’
Scraich/ Peel/ Fade Warranty

Off Road Running Boards $1,500.00
Ofif Road Running Boards

Market Adjustment $1,995.00
Market Adjusiment

RS (Wl $71,640.00

(Not the Manufacturer's Suggested Retail Price)

Lithia of Santa Rosa
2727 Dowd Dr

Santa Rosa CA 95407
(888) 855-3761

SCAN FOR INFO

Wy L]

ERlTEes and taxes, any finance charge, any
ment processing charge, any electronic filing
d any emmissions testing charge,
THIS 15 NOT AN AUTHORIZED FACTORY STICKER

INDEPENDENCE

VAisire:

Stock: 4592
VIMN: JMITCBEYOHO1 27287

Year: 2017 ; ;
Make: Mazda Coler: White

Model: CX-8 Trim: Signature
Suggested Retail Price: 546,285.00

Dealer Installed Options

Independence Mazda Advantage Included
Litetime Warranty
Exterlor Paint Protection
Interigr Protection Treatment
150,000 Mibe Engine Frolection Program
Headiight Protection
Road Asgistancs
Tira Repair Coverage
Windaw VIN Etch w' Anti-Theft Warranty, Rental
Car Coverage & Deductible Assistance
Nitrogen Filed Tires w' 3 FREE Refills
Windghbeld Treatment wf 2 FREE Re-applies
2 Years of O Changes
Litetime State Inspections
Litetime Loaner Vehicles
Litetime Shutthe Service

(Good only at Independence Mazda)

i) E (- $46,285.00

DEALER:

Independence Mazda
6735 E Independence Blwd
Charlotte NC 28212

(704) 563-1510

EPA _ i . : _
5OT Fuel Economy & Environment

For Smaog, Fuel Economy
& Greenhouse Gas Ratings
visit fueleconomy.ong

Smartphone
QR Code -

{ E s
THIS I5 NOT AN AUTHORIZED FACTORY STICKER.

BRIDGEVIEW

Stock: C22079
VIN: 1G1YB2D46N5109135

Year: 2022 Color: Rapid Blue
Make: Chevrolet Trim: 2LT
Model; Corvette

Manufacturer Retail Price: $84,155.00

Dealer Installed Options

DIAMOND $3,495.00

CERAMIC NAND COATING
Diamond Ceramic Protection:

Interior A rance Protection
Diamond Ceramic Exterior Protection

Market Adjustment $25,000.00

Subtotal: $28,495.00

$112,650.00

Advantage Chevrolet of Bridgeview
8200 S Harlem Ave

Bridgeview IL 60455

708-924-5704

THIS ADDENDUM HAS BEEN ADDED BY THE
DEALER, NOT THE MANUFACTURER, TO REFLECT
ANY ADDITIONAL CHARGES FOR ITEMS ADDED
OR SERVICES PERFORMED.

THIS IS NOT AN AUTHORIZED FACTORY STICKER.

Source: https://www.dealeraddendums.com/
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PRINTING COSTS OF UPDATE OF MONRONEY STICKERS

* Program: New Car Assessment Program
(NCAP); Safety Labeling (National Highway
Traffic Safety Administration,
08/13/2007).

« NHTSA Response:
o Cited a previous agency study,

estimating label costs between $0.09
and $0.16 per vehicle (2006 dollars).

o Concluded that the cost burden would
not have a significant economic impact
on vehicle alterers.

Source: New Car Assessment Program (NCAP) safety labeling rule, published by the National Highway Traffic Safety Administration (NHTSA) on August 13, 2007
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MONRONEY STICKER (NEW CARS)
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MONRONEY STICKER (NEW CARS)

VEHICLE DESCREPTHIR
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BUYER’S GUIDE (USED CARS)

REMOVE OUTER EDGE TO EXPOSE ADHESIVE

BUYERS GUIDE

IMPORTANT: Spoken pror¥ses are dficut 1o enforce. Ask the dedier 1o Ut a8 promiSes In witting. Kesp s Tormn.

VERCLE MAKE moCTL TEAR

WARRANTIES FOR THIS VEHICLE:

VEIROLE IDERTIFICATION NUMBES (Vi)

AS IS - NO DEALER WARRANTY

THE DEALER DOES NOT PROVIDE A WARRANT Y FOR ANY REPAIRS AFTER SALE.

DEALER WARRANTY

O  Fuil warmANTY,
[0 LIMITED WARRANTY. The deslerwill pay___ % of the [@bor and___ % of the pars for the covered systems
I3t 138 QUM the WaITanty periad. ASK e 0eaier fof 3 topy o he warranty, and Tor 2y socuments thal
Explain warranty cOverage, ENCusions, and e dealers repar oORgatans. Impled Warmanlles under your

ELE's WS May Qive You 30Ut0nal nghts.

SYSTEMS COVERED:

Collect Sell

Privacy Universal
. Personal  Personal
Notice Opt-Out
Data Data
g X
X
ErERs

NON-DEALER WARRANTIES FOR THIS V

[0 MANUFACTURER'S WARRANTY STILLAPPUES. The manuraciirers onginal wamanty has not sxpinsd on some
components of ihe vehicdle.

[0 MANUFACTURER'S USED VEHICLE WARRANT Y APPLIES.
[0 OTHER USED VEHICLE WARRANTY APPLIES,

ASE the deaier for 3 copy of the wamranty GOCUmEnt and a0 expianaion of warranty COvErage, EXcIUSIONS; and repak
ohiigations

[] SERVICE CONTRACT. A senvice contrac on ihis vebicie s avalabie for an endfa charpe: Ask Tor getalis sbout
ooverge, deductibie, prios, and sxdusions. If you buy 3 sardce coniract within 50 days of your purchass of this
weshicke, inqpiled waranties under your stale's laws may glve you additiona fghts.

ASK THE DEALER IF YOUR MECHANIC CAN INSPECT THE VEHICLE ON OR OFF THE LOT.

OBTAIN A VEHICLE HISTORY REPORT AND CHECK FOR OPEN SAFETY RECALLS, For informalion on
how t0 OD{3En 3 vehicle NEsiony PepOfT, VISR RiC Qov/uSedcars. To ChaC for opes safely racals, VIS S397oargov,
You wit need Mie vehice dentfication number [VIN) shown above 10 make the besl use of the MREOUTRES ON
ihegs siag,

SEE OTHER SIDE for imporiant agditional Information. including a lkat of major defects that may occur n
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ADDREZD

TELEPHONE

FOR COMPLAINTS AFTER TALE, CONTACT:

I hetaly soknowikedge reasipt of the Buyers Gulds & the akoeing af inic sade.

WEHICLE BUYER'S SIGNATURE

IMPORTANT: The Infernation on this form is part of any cortract to
CONSUMET pUrchace (excapd fof purpose of test-ariving) violates federal faw (1€ C.FR, 458).

ITEM RANED

-FAFT PFEFIMANENT AEFHESIVE BUYERS GUIDE fFORMW 185-2017-PA) « R 1 17 - BACK

bary this velicie. Remdoving this labe| bafore

Source: https://usautosupplies.net/



TOYOTA| @

W 60 T EXRME | TO7O™A

Stock: 312167
VIN: JTMBBRFVIMDO038954

Year: 2021 Color: B. PEARL
Make: Toyota Trim: XLEAWD
Model: RAV4 Hybrid

Manufacturer Retail Price: $39,303.00

Dealer Installed Options

FUSION SECURITY SYSTEM $695.00
CAREFREE PAINT PROTECTION $499.00

Collect Sell
Personal  Personal
Data Data

X||X

Universal
Opt-Out

$40,497.00

Toyota Chula Vista
650 Main St

Chula Vista CA 91911
(619) 591-0900

THIS ADDENDLUM HAS BEEN ADDED BY THE
DEALER, NOT THE MANUFACTURER, TO REFLECT
ANY ADDITIONAL CHARGES FOR ITEMS ADDED
OR SERVICES PERFORMED.

THIS IS NOT AN AUTHORIZED FACTORY STICKER.

NLITHIA

OF SANTA ROSA

Stock: NG134057
VIN: 3C83RRGL4NG 134057

Year; 2022 Model: 3500
Make: Ram Trim: Tradesman

Manufacturer Retail Price: $67,150.00

Dealer Installed Options

5 PErRMAPLATE:

PermaPiale’
Scraich/ Peel/ Fade Warranty

Off Road Running.Roardes—="5=—" 151 500.00
Dif Ruge-ReriTig-destds

.. H F
arketMedjiStment
Market Adjusiment
Collect Sell
v Personal  Personal

Data Data

V)X [X

Universal
Opt-Out

Y e $71,640.00

(Not the Manufacturer's Suggested Retail Price)

Lithia of Santa Rosa
2727 Dowd Dr

Santa Rosa CA 95407
(888) 855-3761

MERLTEes and taxes, any finance charge, any
ment processing charge, any electronic filing
d any emmissions testing charge,
THIS 15 NOT AN AUTHORIZED FACTORY STICKER

INDEPENDENCE

GIAERE

VIMN: JMITCBEYOHO1 27287

Year: 2017 ; ;
Make: Mazda Coler: White

Model: CX-8 Trim: Signature
Suggested Retail Price: 546,285.00

Dealer Installed Options

Independence Mazda Advantage Included
Litetime Warranty
Exterlor Paint Protection
Interiar Protection Treatment
150,000 Mibe Engine Frolection Program
Headlight Protection
R Asgistance
Tira Repair Coverage
Windaw VIN Etch w' Anti-Theft Warranty, Rental
Car Coverage & Deductible Assisiance
Nitrogen Filed Tires w' 3 FREE Refills
Windghbeld Treatment wf 2 FREE Re-applies
2 Years of O Cha
Lifetime State Inspections
Litetime Loanor Vehiclas

Collect Sell
Y Personal  Personal
Data Data

2l (X [X

Universal
Opt-Out

i) E (- $46,285.00

DEALER:

Independence Mazda
6735 E Independence Blwd
Charlotte NC 28212

(704) 563-1510

% Fuel Economy & Environment

For Smaog, Fuel Economy
& Greenhouse Gas Ratings
visit fueleconomy.ong

Smartphone

THIS 15 NOT AN AUTHORIZED FACTORY STICKER.

BRIDGEVIEW
Stock: C22079
VIN: 1G1YB2D46N5109135

Year: 2022 Color: Rapid Blue
Make: Chevrolet Trim: 2LT
Model; Corvette

Manufacturer Retail Price: $84,155.00

Dealer Installed Options

DIAMOND $3,495.00

Diamond Ceramic Frotection:
Interior A rance Protection
Diamond Ceramic Exterior Protection

Market Adjustment. eg=====" $25,000.00

Collect Sell

2 Personal  Personal
Data Data

‘/ x| [%

Universal
Opt-Out

528,495.00

$112,650.00

Advantage Chevrolet of Bridgeview
8200 S Harlem Ave

Bridgeview IL 60455

708-924-5704

THIS ADDENDUM HAS BEEN ADDED BY THE
DEALER, NOT THE MANUFACTURER, TO REFLECT
ANY ADDITIONAL CHARGES FOR ITEMS ADDED
OR SERVICES PERFORMED.

THIS IS NOT AN AUTHORIZED FACTORY STICKER.

Source: https://www.dealeraddendums.com/
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NEGATIVE IMPACT ON AUTOMAKERS
» Stock Price Impact

 Decrease in Auto Sales
 Litigation Costs
Remediation Costs

 Vehicle Recalls

Data Breaches

Reputational Damage

DALL-E, OpenAl =~

Customer Dissatisfaction



NEGATIVE IMPACT ON CONSUMERS
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Loss of Trust

Identity Theft

Financial Fraud

Third Pary Data Sharing

Lack of Transparency
Phishing Attacks

Cyber Stalking

Personal Safety Concems
Insurance rate hikes

| denials



WHY THIS, AND WHY NOW?

* Elevates U.S. Leadership in Vehicle Data Privacy

 Boosts Consumer Confidence in Technology-
Embedded Vehicle Purchases

« Supports Economic Stability by Reducing Auto
Related Cyber Breaches

* Reduces Risks of Identity Theft and Financial
Fraud

 Enhances Public Safety Related to Cyberstalking
Supports Innovation in Privacy and Security
Technologies

 Empowers Consumers to Make Informed Buying
Decisions




Enabling Recommendation ER3.3.6: Require IoT Privacy information on new car automobile "Monroney Stickers”.

Supported by Finding x.x

In the landscape of connected automobiles, where privacy concerns are mounting, a crucial recommendation has been presented to the U.S. government:
including IoT Privacy Information on "Monroney Stickers" for new cars and Buyer’s Guides for used cars. This recommendation aims to leverage the traditional
role of Monroney Stickers — known for detailing fuel efficiency and safety ratings — to now also disclose vital information about IoT privacy. This encompasses
data collection, retention, sale, and the availability of a universal opt-out feature.

This initiative is primarily driven by the need to enhance consumer protection and address growing concerns over personal data use and sharing by IoT devices
in automobiles. The urgency of this issue is highlighted by findings from the Mozilla Foundation's Automobile Privacy Report in 2023, which reveals that all 25
car brands reviewed in this report collect personal data, with most sharing or selling this information. The report further indicates that most brands offer
limited control over drivers' data, and many have concerning records regarding privacy breaches. Notably, the report notes that none of the car brands
reviewed that participate under the Alliance for Automotive Innovation adhere to voluntary consumer protection principles focusing on data privacy.

Implementing this recommendation requires a standardized, straightforward, and concise method to present IoT privacy information, ensuring compliance with
existing privacy laws and adaptability to future technological developments. The U.S. government must also prepare for possible resistance from automakers
concerned about cost implications, the task of educating consumers about the importance of this information, and the complexity of the regulatory landscape
governing IoT and privacy.

A united effort from various U.S. government agencies is imperative to successfully implement this recommendation. Agencies such as the Federal Trade
Commission (FTC), National Highway Traffic Safety Administration (NHTSA), Federal Communications Commission (FCC), Department of Transportation (DOT),

and the Cybersecurity-and- Infrastructure Security Agency(CISA) Environmental Protection Agency (EPA) could play critical roles. Their involvement would

uphold the principles of the Automobile Information Disclosure Act of 1958 and significantly bolster consumer rights in an era increasingly defined by
connected technology.
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16 CFR Part 455 -- Used Motor Vehicle Trade Regulation Rule. 19 Nov. 1984, https://www.ecfr.gov/current/title-16/part-455
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