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57 ABSTRACT

Systems and methods for independently managing wireless
transmission by individual spectrum access systems in a
radio frequency spectrum shared by a plurality of spectrum
access systems. An example method includes: receiving, by
the spectrum access system, an interference budget from a
sensor; determining, by the spectrum access system, sec-
ondary users managed by the spectrum access system in a
radio frequency spectrum shared by a plurality of spectrum
access systems; managing a move list for the spectrum
access system independently of the other spectrum access
systems in an absence of exchange of spectrum grant
information with the other spectrum access systems; and
determining the move list for the spectrum access system
from a first moment and a second moment of an aggregate
interference distribution such that the spectrum access sys-
tem provides grants to its secondary users in a dynamic
protection area of the spectrum access system.

17 Claims, 21 Drawing Sheets
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INDEPENDENTLY MANAGING WIRELESS
TRANSMISSION BY INDIVIDUAL
SPECTRUM ACCESS SYSTEMS IN A
SHARED RADIO FREQUENCY SPECTRUM

CROSS REFERENCE TO RELATED
APPLICATIONS

The application claims priority to U.S. Provisional Patent
Application Ser. No. 63/035,931 filed Jun. 8, 2020, the
disclosure of which is incorporated herein by reference in its
entirety.

STATEMENT REGARDING FEDERALLY
SPONSORED RESEARCH

This invention was made with United States Government
support from the National Institute of Standards and Tech-
nology (NIST), an agency of the United States Department
of Commerce. The Government has certain rights in the
invention. Licensing inquiries may be directed to the Tech-
nology Partnerships Office, NIST, Gaithersburg, Md.,
20899; voice 301-975-2573; email tpo@nist.gov; reference
NIST Docket Number 20-045US1.

BRIEF DESCRIPTION

Disclosed is a method implemented by a system of one or
more processors, the system being included in a spectrum
access system and for independently managing wireless
transmission by individual spectrum access systems in a
radio frequency spectrum shared by a plurality of spectrum
access systems, the method comprising: receiving, by the
spectrum access system, an interference budget tj from a
sensor; determining, by the spectrum access system, sec-
ondary users managed by the spectrum access system in a
radio frequency spectrum shared by a plurality of spectrum
access systems comprising the spectrum access system and
other spectrum access systems; managing, by the spectrum
access system, a move list for the spectrum access system
independently of the other spectrum access systems in an
absence of exchange of spectrum grant information with the
other spectrum access systems; and determining, by the
spectrum access system, the move list for the spectrum
access system from a first moment and a second moment of
an aggregate interference distribution such that the spectrum
access system provides grants to its secondary users in a
dynamic protection area of the spectrum access system
according to

3
o _2F <1,
8(1-p)

wherein | is a mean received power of secondary users
managed by the spectrum access system in the dynamic
protection area, 0].2 is a variance of the received power, and
p is a protection percentile for an incumbent in the dynamic
protection area.

Disclosed is a system, for independently managing wire-
less transmission by an individual spectrum access system in
a radio frequency spectrum shared by a plurality of spectrum
access systems, comprising: a processor; a receiver, coupled
to the processor, that receives an interference budget tj from
a sensor; a management module, stored in memory and
coupled to the processor, that: receives the interference
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2

budget tj from the receiver; manages a move list for the
spectrum access system independently of the other spectrum
access systems in an absence of exchange of spectrum grant
information with the other spectrum access systems; and
determines the move list for the spectrum access system
from a first moment and a second moment of an aggregate
interference distribution such that the spectrum access sys-
tem provides grants to its secondary users in a dynamic
protection area of the spectrum access system according to

3
Tj T TH =1,
8(1-p)

wherein L is a mean received power of secondary users
managed by the spectrum access system in the dynamic
protection area, sz is a variance of the received power, and
p is a protection percentile for an incumbent in the dynamic
protection area; and a determination engine, stored in
memory and coupled to the processor, that: determines
secondary users managed by the spectrum access system in
aradio frequency spectrum shared by a plurality of spectrum
access systems comprising the spectrum access system and
other spectrum access systems; and suspends secondary
users on the move list for the spectrum access system from
emitting radiofrequency signals in the radio frequency spec-
trum shared by the plurality of spectrum access systems.

Disclosed is a non-transitory computer storage media
storing instructions for execution by a system of one or more
processors, the system being included in a spectrum access
system, and the instructions causing the one or more pro-
cessors to perform operations comprising: receiving, by the
spectrum access system, an interference budget tj from a
sensor; determining, by the spectrum access system, sec-
ondary users managed by the spectrum access system in a
radio frequency spectrum shared by a plurality of spectrum
access systems comprising the spectrum access system and
other spectrum access systems; managing, by the spectrum
access system, a move list for the spectrum access system
independently of the other spectrum access systems in an
absence of exchange of spectrum grant information with the
other spectrum access systems; and determining, by the
spectrum access system, the move list for the spectrum
access system from a first moment and a second moment of
an aggregate interference distribution such that the spectrum
access system provides grants to its secondary users in a
dynamic protection area of the spectrum access system
according to

3
T = MR
8(1-p)

wherein ; is a mean received power of secondary users
managed by the spectrum access system in the dynamic
protection area, o,> is a variance of the received power, and
p is a protection percentile for an incumbent in the dynamic
protection area.

BRIEF DESCRIPTION OF THE DRAWINGS

The patent or application file contains at least one drawing
executed in color. Copies of this patent or patent application
publication with color drawings will be provided by the
Office upon request and payment of the necessary fee.
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The following description cannot be considered limiting
in any way. With reference to the accompanying drawings,
like elements are numbered alike.

FIG. 1 shows systems deployed within the neighborhood
of an offshore dynamic protection area (DPA) near New
York;

FIG. 2 shows a ratio of p-th percentile upper bound (2),
X, to the exact p-th percentile, x, for some distributions;

FIG. 3 shows move list size and aggregate interference
results as a function of the number of SASs for DPA East7,

FIG. 4 shows a simulated move list for DPA East7,

FIG. 5 shows a move list size and aggregate interference
in dB relative to 1 mW (dBm) per 10 MHz, as a function of
the number of SASs, for DPAs East1-East13;

FIG. 6 shows a move list size and aggregate interference
in dB relative to 1 mW (dBm) per 10 MHz, as a function of
the number of SASs, for DPAs East14-East26;

FIG. 7 shows a move list size and aggregate interference
in dB relative to 1 mW (dBm) per 10 MHz, as a function of
the number of SASs, for DPAs Westl-West14;

FIG. 8 shows a simulated deployment of CBSDs near
Pensacola;

FIG. 9 shows a path from a Category A CBSD to a single
protection point in Pensacola DPA;

FIG. 10 shows pseudocode for the conventional move list
algorithm;

FIG. 11 shows interference histograms from grants to a
single protection point in Pensacola DPA for (a) Interference
contribution and (b) aggregate interference;

FIG. 12 shows aggregate interference of keep list, Pen-
sacola DPA;

FIG. 13 shows uncertainty in aggregate interference of
keep list, Pensacola DPA;

FIG. 14 shows uncertainty in move list size, Pensacola
DPA;

FIG. 15 shows bounds of aggregate interference distribu-
tion, Pensacola DPA;

FIG. 16 shows move list and keep list sizes, Pensacola
DPA;

FIG. 17 shows a difference between operational and
reference move lists, Pensacola DPA;

FIG. 18 shows 95%-percentile of the aggregate interfer-
ence (dBm/10 MHz) of the keep list by receiver azimuth,
Pensacola DPA;

FIG. 19 shows coastal DPAs East1-East13 results for (a)
reference and operational move list and keep list sizes and
for (b) maximum 95th percentile of the aggregate interfer-
ence (dBm/10 MHz), over all protection points and all
receiver azimuths, of the reference and operational keep
lists;

FIG. 20 shows coastal DPAs East14-East26 results for (a)
reference and operational move list and keep list sizes and
for (b) maximum 95th percentile of the aggregate interfer-
ence (dBm/10 MHz), over all protection points and all
receiver azimuths, of the reference and operational keep
lists; and

FIG. 21 shows coastal DPAs West1-West14 results for (a)
reference and operational move list and keep list sizes and
for (b) maximum 95th percentile of the aggregate interfer-
ence (dBn/10 MHz), over all protection points and all
receiver azimuths, of the reference and operational keep
lists.

DETAILED DESCRIPTION

A detailed description of one or more embodiments is
presented herein by way of exemplification and not limita-
tion.
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Wireless communication systems are widely deployed to
provide various types of communication content such as
voice, video, packet data, messaging, broadcast, and so on.
These systems may be multiple-access systems capable of
supporting communication with multiple users by sharing
the available system resources (e.g., time, frequency, and
power). Examples of such multiple-access systems include
code-division multiple access (CDMA) systems, time-divi-
sion multiple access (TDMA) systems, frequency-division
multiple access (FDMA) systems, single-carrier frequency-
division multiple access (SC-FDMA) systems, and orthogo-
nal frequency-division multiple access (OFDMA) systems.

By way of example, a wireless multiple-access commu-
nication system may include a number of base stations, each
simultaneously supporting communication for multiple
communication devices, otherwise known as user equipment
(UE). A base station may communicate with UEs on down-
link channels (e.g., for transmissions from a base station to
a UE) and uplink channels (e.g., for transmissions from a UE
to a base station).

Some modes of communication may enable communica-
tion between a base station and a UE over a shared radio
frequency spectrum band (e.g., a radio frequency spectrum
band shared with Wi-Fi nodes), or over different radio
frequency spectrum bands (e.g., a dedicated radio frequency
spectrum band and a shared radio frequency spectrum band)
of a cellular network. With increasing data traffic in cellular
networks that use a dedicated (e.g., licensed) radio fre-
quency spectrum band, offloading of at least some data
traffic to a shared radio frequency spectrum band may
provide a cellular operator with opportunities for enhanced
data transmission capacity. A shared radio frequency spec-
trum band may also provide service in areas where access to
a dedicated radio frequency spectrum band is unavailable.

Prior to gaining access to, and communicating over, a
shared radio frequency spectrum band, a base station or UE
may perform a listen before talk (LBT) procedure to contend
for access to the shared radio frequency spectrum band. An
LBT procedure may include performing a clear channel
assessment (CCA) procedure or extended CCA (ECCA)
procedure to determine whether a channel of the shared
radio frequency spectrum band is available. When it is
determined that the channel of the shared radio frequency
spectrum band is available, the base station or UE may
transmit one or more channel reservation signals (e.g., one
or more channel usage beacon signals (CUBS)) over the
channel, to reserve the channel. In some examples, the
channel reservation signal(s) may be transmitted over the
channel until a next subframe boundary, at which time a data
or control transmission may be made over the channel.

With increasing data traffic in cellular networks that use a
dedicated radio frequency spectrum band, offloading of at
least some data traffic to a shared radio frequency spectrum
band may provide a cellular operator (e.g., an operator of a
public land mobile network (PLMN) or a coordinated set of
base stations defining a cellular network, such as an LTE/
LTE-A network) with opportunities for enhanced data trans-
mission capacity. Use of a shared radio frequency spectrum
band may also provide service in areas where access to a
dedicated radio frequency spectrum band is unavailable. As
noted above, before communicating over a shared radio
frequency spectrum band, transmitting apparatuses may
perform an LBT procedure to gain access to the medium.
Such an LBT procedure may include performing a CCA
procedure (or ECCA procedure) to determine whether a
channel of the shared radio frequency spectrum band is
available. When it is determined that the channel of the
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shared radio frequency spectrum band is available, a CUBS
may be transmitted to reserve the channel. When it is
determined that a channel is not available, a CCA procedure
(or ECCA procedure) may be performed for the channel
again at a later time.

Such usage of a shared radiofrequency spectrum can
cause congestion and interference with high priority incum-
bents that can be detrimental to public safety. Managing use
of the shared radiofrequency spectrum is necessary. Con-
ventional methods provide each Spectrum Access System
(SAS) to exchange detailed information on the emitters it
manages with every other SAS on aregular, e.g., daily basis.
With a global picture of all emitters, each SAS then uses a
conventional algorithm to determine which emissions would
have to be suspended to protect a geographic area from
excessive aggregate interference.

A method for independently managing wireless transmis-
sion has been discovered for more effectively protecting an
incumbent in shared radio frequency spectrum from aggre-
gate interference exceeding a specified threshold from emit-
ters managed by multiple Spectrum Access Systems (SASs).
Independently managing wireless transmission allows each
SAS to calculate its own list of emitters to suspend without
detailed knowledge of the other SAS’s emitters, with a
guarantee that a specified percentile of the aggregate of all
SASs’ managed emissions will not exceed a threshold. It
represents a significant simplification over the conventional
method and offers flexibility to each SAS to independently
manage its emitters. Independently managing wireless trans-
mission uses a bound on the cumulative distribution function
of the stochastic aggregate interference and a partitioning of
the overall interference budget among the SASs. Accord-
ingly, independently managing wireless transmission guar-
antees that a specified percentile of the aggregate of all
SASs’ managed emissions will not exceed a threshold and
does so without requiring each SAS to share potentially
sensitive information on its customers with other SASs,
without requiring that SASs to use a conventional algorithm,
and provides flexibility to each SAS to independently man-
age its emitters without exceeding individual SAS allotted
interference budget.

In an embodiment, with reference to FIG. 1, a method
implemented by a system of one or more processors, the
system being included in a spectrum access system 202 and
for independently managing wireless transmission by indi-
vidual spectrum access systems in a radio frequency spec-
trum shared by a plurality of spectrum access systems,
includes: determining, by the spectrum access system 202,
an interference budget tj given the number of secondary
users managed by the spectrum access system 202 and by
other spectrum access systems; determining, by the spec-
trum access system 202, secondary users 204 managed by
the spectrum access system 202 in a radio frequency spec-
trum shared by a plurality of spectrum access systems 202
including the spectrum access system 202 and other spec-
trum access systems; managing, by the spectrum access
system 202, a move list for the spectrum access system 202
independently of the other spectrum access systems in an
absence of exchange of spectrum grant information with the
other spectrum access systems; and determining, by the
spectrum access system 202, the move list for the spectrum
access system 202 from a first moment and a second moment
of an aggregate interference distribution such that the spec-
trum access system 202 provides grants to its secondary
users 204 in the neighborhood of a dynamic protection area
207 of the spectrum access system 202 according to
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o +u; <ty
ji 81— p) Hj=1j

wherein p; is a mean received power of secondary users
managed by the spectrum access system 202 in the dynamic
protection area 207, sz is a variance of the received power,
and p is a protection percentile for an incumbent 203 in the
dynamic protection area 207.

In an embodiment, the method includes suspending, by
the spectrum access system 202, secondary users 204 on the
move list for the spectrum access system 202.

According to an embodiment, the method includes pro-
tecting the incumbent 203 in the shared radio frequency
spectrum of the dynamic protection area 207 from aggregate
interference exceeding a protection threshold from second-
ary users 204 managed by the plurality of spectrum access
systems.

In an embodiment, a system, for independently managing
wireless transmission by an individual spectrum access
system in a radio frequency spectrum shared by a plurality
of spectrum access systems, includes: a processor that
determines an interference budget tj; a management module,
stored in memory and coupled to the processor, that:
receives the interference budget tj from the processor;
manages a move list for the spectrum access system 202
independently of the other spectrum access systems in an
absence of exchange of spectrum grant information with the
other spectrum access systems; and determines the move list
for the spectrum access system 202 from a first moment and
a second moment of an aggregate interference distribution
such that the spectrum access system 202 provides grants to
its secondary users 204 in the neighborhood of a dynamic
protection area 207 of the spectrum access system 202
according to

3
T =L <ty
3(1-p)

wherein p; is a mean received power of secondary users
managed by the spectrum access system 202 in the dynamic
protection area 207, sz is a variance of the received power,
and p is a protection percentile for an incumbent 203 in the
dynamic protection area 207; and a determination engine,
stored in memory and coupled to the processor, that: deter-
mines secondary users 204 managed by the spectrum access
system 202 in a radio frequency spectrum shared by a
plurality of spectrum access systems 202 comprising the
spectrum access system 202 and other spectrum access
systems; and suspends secondary users 204 on the move list
for the spectrum access system 202 from emitting radiofre-
quency signals in the radio frequency spectrum shared by
the plurality of spectrum access systems. The system can
include protecting the incumbent 203 in the shared radio
frequency spectrum of the dynamic protection area 207 from
aggregate interference exceeding a protection threshold
from secondary users 204 managed by the plurality of
spectrum access systems.

In an embodiment, a non-transitory computer storage
media storing instructions for execution by a system of one
or more processors, the system being included in a spectrum
access system 202, and the instructions causing the one or
more processors to perform operations comprising: deter-
mining, by the spectrum access system 202, an interference
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budget t;; determining, by the spectrum access system 202,
secondary users 204 managed by the spectrum access sys-
tem 202 in a radio frequency spectrum shared by a plurality
of spectrum access systems 202 comprising the spectrum
access system 202 and other spectrum access systems;
managing, by the spectrum access system 202, a move list
for the spectrum access system 202 independently of the
other spectrum access systems in an absence of exchange of
spectrum grant information with the other spectrum access
systems; and determining, by the spectrum access system
202, the move list for the spectrum access system 202 from
a first moment and a second moment of an aggregate
interference distribution such that the spectrum access sys-
tem 202 provides grants to its secondary users 204 in the
neighborhood of a dynamic protection area 207 of the
spectrum access system 202 according to

3
P T
8(1-p

wherein 1, is a mean received power of secondary users
managed by the spectrum access system 202 in the dynamic
protection area 207, sz is a variance of the received power,
and p is a protection percentile for an incumbent 203 in the
dynamic protection area 207. The computer storage media
further can include suspending, by the spectrum access
system 202, secondary users 204 on the move list for the
spectrum access system 202. The computer storage media
further can include protecting the incumbent 203 in the
shared radio frequency spectrum of the dynamic protection
area 207 from aggregate interference exceeding a protection
threshold from secondary users 204 managed by the plural-
ity of spectrum access systems.

It is contemplated that the total protection percentile is
greater than or equal to 0.95 although other total percentiles
that are less than 0.95 are contemplated. Further, percentile
pis equal to 0.95 although other percentiles p that are greater
or less than 0.95 are contemplated.

The radio frequency spectrum shared by the plurality of
spectrum access systems can include the 3.5 GHz Citizens
Broadband Radio Service in the United States although any
shared radio frequency spectrum can be managed by inde-
pendently managing wireless transmission.

The above embodiments of independently managing
wireless transmission, systems, and other embodiments are
described in more detail by the following Examples, which
are non-limiting.

Example Independent Calculation of Move Lists for
Incumbent Protection in a Multi-SAS Shared Spectrum
Environment

In the 3.5 GHz Citizens Broadband Radio Service
(CBRS), secondary users are managed by spectrum access
systems (SASs) to protect incumbents from interference.
Conventional practice requires each SAS to exchange
detailed user information with other SASs, and to use a
conventional algorithm to suspend transmissions so that an
aggregate interference percentile is below a predefined
threshold. Independently managing wireless transmission
described here includes a tight bound on the aggregate
interference distribution. Simulation results show that inde-
pendently managing wireless transmission trades off a mar-
ginal reduction in spectral efficiency to greatly simplify
incumbent protection procedure, allowing each SAS to
independently manage its users.
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In shared spectrum bands with prioritized users, an
incumbent is protected from harmful interference from
lower priority users. Depending on the type of incumbent,
the protection criterion can be defined in terms of mean,
median, or a certain percentile of the aggregate interference.
The Citizens Broadband Radio Service (CBRS) in the U.S.
includes federal incumbents such as military radar systems.
A spectrum access system (SAS), which is a centralized
spectrum resource allocation service, ensures that the 95th
percentile of the aggregate interference from lower tier users
stays below a predefined threshold at the receiver of a
federal radar system.

Computing the aggregate interference percentile is fea-
sible if the probability distribution has a known closed form.
However, in the federal incumbent protection case, the
probability distribution has no known closed form and
determination of the probability distribution involves esti-
mation of the percentile. The challenge is compounded in
scenarios where multiple SASs manage user transmissions
in the same geographic area. In such scenarios, the SASs
coordinate to ensure that the percentile protection require-
ment is met. This coordination involves each SAS exchang-
ing information of its user population (e.g., cell locations,
transmission powers, antenna configurations) with every
other SAS on a regular basis, so that, together, they meet the
aggregate interference limits of incumbents from their col-
lective user population. It also requires that all SASs use a
conventional algorithm for choosing which of their users to
suspend or move to a different channel—known as the
“move list” in CBRS standards—when a dynamic incum-
bent is active on the channel.

To advance development of this band, both SAS admin-
istrators and regulators have called for a simplified incum-
bent protection method to facilitate operation, testing, and
certification of individual SASs. There is a need for a
solution to this problem, which is provided by embodiments
described herein.

This Example describes a method where each SAS in a
multi-SAS environment independently manages its user
population without detailed knowledge of other SASs’ users
while guaranteeing that the aggregate interference percentile
from all users does not exceed a predefined threshold at the
incumbent receiver. Furthermore, the method does not
require all SASs to use a conventional algorithm for deter-
mining which users to suspend. Advantageously, each SAS
is allocated an interference budget and has the flexibility to
manage its user population as it sees fit to meet that budget.
This Example describes modeling the superposition of sig-
nals having non-identical or even unknown distributions.
The method leverages a bound on the statistical interference
to ensure that the aggregate percentile threshold is met.

Federal Incumbent Protection in CBRS

The National Telecommunications and Information
Administration (NTIA), which regulates U.S. federal use of
spectrum, defined geographic areas where military radars
may operate and require protection from harmful interfer-
ence. With reference to FIG. 1, the defined geographic areas
include dynamic protection area 207 (DPA) that is defined
offshore for shipborne radars as well as on land for ground-
based radars. DPA 207 may or may not be active (i.e.,
needing protection) at any given time, depending on whether
a radar of incumbent 203 is active in area 207. A designated
sensor 208 detects a radar signal from incumbent 203 and
informs SASs (e.g., first spectrum access system 202 and
second spectrum access system 202) of activated dynamic
protection area 207 on certain channels. SASs are collec-
tively required to manage the usage of spectrum resources
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such that the 95th percentile of the aggregate interference
power of all co-channel users within the “neighborhood”
(i.e., a DPA-specific distance) of an active DPA is below a
DPA-specific threshold power level, e.g., —144 decibels (dB)
relative to 1 mW (dBm) per 10 MHz, anywhere within the
DPA. FIG. 1 shows an incumbent 203 in an offshore DPA 20
near New York, a radar sensor 208, and users (secondary
user 204.1, secondary user 204.2) managed by two SASs
deployed near dynamic protection area 207.

Conventionally, to mitigate interference to an active DPA,
each SAS exchanges its user information and uses a con-
ventional “move list” algorithm to move users off the
protected channel in the vicinity of the DPA. The conven-
tional algorithm considers all protection points in the pro-
tected area. For any protection point and channel, it deter-
mines all the users within neighborhood and sorts them
based on their median interference contribution from small-
est to largest. The conventional algorithm finds a subset of
the sorted list of users to be removed such that the 95th
percentile of the aggregate interference from the remaining
users is below the required threshold for all possible receiver
azimuths of radar antenna. The overall move list for the DPA
is the union of the move lists of all protection points. Due to
its complexity, the move list is computed offline on a daily
basis and only utilized when the DPA becomes active.

The conventional move list algorithm uses the irregular
terrain model (ITM) in point-to-point mode with time vari-
ability to compute the path loss from each transmitter to the
incumbent receiver. The time variability results in a piece-
wise lognormal probability distribution of the path loss. The
effective isotropic radiated power (EIRP) of each transmitter
is assumed fixed, therefore the received power at the incum-
bent from a transmitter is also piecewise lognormal.

The aggregate interference at the incumbent is taken as
the power sum of all co-channel transmissions. Given the
nature of the propagation model, the probability distribution
of the aggregate interference power has no closed form
expression and varies in each calculation. Since the conven-
tional move list algorithm uses a Monte Carlo method to
estimate the 95th percentile of the aggregate interference,
the conventional move list algorithm causes uncertainty in
move list results.

In view of a tight bound on the aggregate interference
distribution, a simplification can remove both requirements.
If a given p-th percentile upper bound of each interference
contribution is below its allocated interference budget, then
the p-th percentile of the aggregate interference is guaran-
teed to be below the sum of the allocated interference
budgets.

Simplification

A tight bound on the distribution of aggregate interference
is described and as well as interference criterion for each
SAS based on that bound.

Bound on Interference Distribution

In general, the aggregate interference from multiple trans-
missions on a wireless channel at a receiver will have a
probability distribution which may or may not be known.
Even if the distribution of each individual contribution to the
aggregate is known, the distribution of the aggregate may
not have a closed form, e.g., as with the sum of lognormally
distributed variates. In such cases, bounds on the distribution
are useful.

Several concentration inequalities, e.g., Markov, Cheby-
chev, Camp-Meidell, and Van Dantzig, are examined for
potential bounds on the distribution of aggregate interfer-
ence. The Van Dantzig inequality provides the tightest lower
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bound on the cumulative distribution of the aggregate inter-
ference as a function of just its first two moments:

8(x— pu)? e

Prilsx)z ——tL
t } 3%+ 8(x — ur)?

where I is the aggregate interference power, |, is its mean,
and 6,7 is its variance. The bound is valid if the probability
distribution of I has a second derivative, and its density
function is convex at the tail. In fact, the bound can be
applied to all unimodal continuous probability density func-
tions in their convex part.

Solving (1) for x, we obtain an upper bound on the p-th
percentile above the mean as

3
X=0; _p + U, X > .
81 -p

For example, the 95th percentile (p=0.95) is no more than

@

While the upper bound (2) only depends on the first two
moments of a distribution, it is instructive to observe how
loose or tight the bound is at different p values. FIG. 2 shows
a graph for the ratio in decibels (dB) of the upper bound to
the exact p-th percentile value as a function of p for four
different distributions. They include a standard normal ran-
dom distribution, motivated by the central limit theorem; a
lognormal distribution, which has been used to approximate
the sum of lognormal variates; a Gamma distribution, rep-
resenting the power sum of signals that are independent and
exponentially distributed in power (or Rayleigh distributed
in amplitude); and finally, an unknown distribution (labelled
as “simulation”) that was computed as a sum of piecewise
lognormal variates. While the bound can be loose near the
median and extreme upper tail, it is quite reasonable around
p=0.95, where it ranges from 0.8 dB for the gamma variate
to 2.1 dB for the standard normal variate.

Individual SAS Interference Criterion

In CBRS, interference protection requirements for federal
incumbents are stringent. SASs need to consider the worst
case scenario, in which the incumbent is active and must be
protected at a predefined interference threshold.

Let the incumbent protection requirement be that the p-th
percentile of the aggregate interference power of all co-
channel users does not exceed a threshold t. Furthermore,
assume that the co-channel users are managed by M inde-
pendent SASs, and that the j-th SAS is allocated an inter-
ference budget of t;, such that Zj:,M t=t. Now, let N; be the
number of users managed by the jth SAS. Let pj=2n=,Nfujﬂ
and 6,'=X,_,Vo;,” be the total mean power and the vari-
ance, respectively, at the incumbent receiver of the N; users
managed by the jth SAS. Note that, p, , and ij are the
mean and variance, respectively, of the received power of
the nth user of the jth SAS. Also, we assume the received
powers are uncorrelated. Accordingly, Theorem 1 holds for
this set of conditions.
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Theorem 1: If each SAS manages its users such that

3
o 27 =t =i M,
31-p

then the cumulative distribution of the overall aggregate
interference, I, at the threshold t satisfies

(©)

Pr{I<t}zp. )

In other words, the pth percentile of the aggregate interfer-
ence from all users managed by all M SASs does not exceed
t.

From (3) and Zj:IM t=t, we can show that

©)

3p
81-p

Srs Surt,

=1 J=1

By induction that, we get

M

M=

M
2
o3 sZa'j.
=1

~
i

Substituting (7) into (6) gives

3 ®

8(1-p)

ar +ur <t,

where p,:Ej:IM L and G,2=Ej:]M sz are the total mean
power and variance, respectively, of all M SASs’ users at the
incumbent receiver, assuming they are uncorrelated. Finally,
(8) together with (2) guarantees that the exact pth percentile
of I (i.e., X in (2)) does not exceed t.

The implication of the theorem is that, provided each SAS
knows its interference budget t; and satisfies the simple rule
in (3), the overall aggregate interference protection require-
ment of the incumbent (4) is guaranteed to be met. This
method that involves the protection criterion is a vast
simplification over the conventional procedure used for
federal incumbent protection in CBRS. The method here
removes both the need for global knowledge and the need to
use the conventional move list algorithm that would apply to
all SASs for a particular DPA. The tradeoff of using an upper
bound for the percentile is that each SAS might be overly
conservative in the interference management of its users.
The analysis below sheds light on the extent of this spectral
reuse tradeoff.

Numerical results are presented here for using the inter-
ference protection criterion in context of CBRS in the U.S.
After describing the modeling assumptions, we present the
results in terms of two metrics, including the total number of
users moved from the channel in order to protect the
incumbent (i.e., the size of the move list) and the realized
aggregate interference of all co-channel users at the incum-
bent.
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Modeling Assumptions

For this analysis, we use models for propagation, deploy-
ment, and interference management that have either been
codified in CBRS standards, implemented in test certifica-
tion software, or used in the CBRS community for similar
analyses.

Given M SASs manage a total of N co-channel users in
the neighborhood of a DPA, we assume a non-uniform
assignment whereby approximately

Nxj

2

users are assigned to the jth SAS. We also considered
another scenario, by which the users are divided uniformly
among the M SASs, approximately

x|=

users per SAS. However, since the results in both scenarios
are similar, we present results of the non-uniform assign-
ment scenario. The number, locations, antenna heights, and
EIRP of transmitters are modeled.

We set the interference budget of the jth SAS, t;. in
proportion to the number of co-channel users, N;, that the jth
SAS manages in the neighborhood of the DPA protection
point as

®

where t is the protection level of the DPA in watts. We use
a deterministic operational move list method for calculating
the local move list of a SAS, though in practice, an SAS is
free to use any method to satisfy criterion (3).

Numerical Results

We first examine the results for a single DPA, i.e., DPA
East7, in detail. Then we summarize the results for all DPAs
along the U.S. coasts. The 95th percentile of aggregate
interference threshold for all co-channel offshore DPAs is
very stringent, i.e., —144 dBm/10 MHz, at every point in the
DPA. The interference protection criterion is applied to
Me{1, 2, 3, 4, 5, 10} SASs. Note that the case of M=1 (a
single SAS) is equivalent to the conventional CBRS pro-
tection procedure, wherein each SAS has a global picture of
the users and applies a conventional algorithm for determin-
ing the move list. The M=1 case serves as a baseline for
comparison with the protection criterion applied to multiple
SASs.

For DPA East7, we deployed N=59120 users in the
neighborhood of the DPA. FIG. 3 lists results for move list
size (second column) and maximum 95th percentile aggre-
gate interference (dBm/10 MHz) (fourth column), as a
function of the number of SASs. The maximum 95th per-
centile aggregate interference is computed over all protec-
tion points in the DPA and over all radar receiver azimuths.
As the number of SASs increases, the number of users on
move lists also increases, meaning the protection criterion is
increasingly conservative. On the other hand, as the number
of SASs increases, the number of remaining users (i.e., users
not on move lists) decreases, resulting in a lower realized
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aggregate interference percentile, and always below the
-144 dBm/10 MHz protection threshold.

FIG. 3 also shows the increase in move list size (third
column) and the decrease in aggregate interference percen-
tile (fifth column), from a single SAS to multiple SASs
ME{2, 3, 4, 5, 10}. Note that, we computed the increase in
move list size as a percentage of the total number of
co-channel users in the DPA neighborhood, N. For DPA
East7, changes for both move list size and aggregate inter-
ference percentile are insignificant.

FIG. 4 shows a geographic view of the move list in the
case of a single SAS for DPA East7. Red and blue markers
represent users on and off the move list, respectively. Green
markers represent the protection points in the DPA that were
used to compute the move list.

FIG. 5, FIG. 6, and FIG. 7 show results for the 26 DPAs
off the east and Gulf coasts (including DPA East7) and the
14 DPAs off the west coast of the continental U.S., for
M€E{1,2,3,4, 5, 10} SASs. There are five independent SAS
providers certified to provide commercial CBRS service.

Bar charts on the left in FIG. 5, FIG. 6, and FIG. 7 show
both the total number of co-channel users in the neighbor-
hood of the DPA and the number who are on move lists.
Similar to the DPA East7 results, as the number of SASs
increases, the number of users on move lists also increases.
The increase in move list size, from one SAS to five SASs,
varies in the range of [0.09, 24.05] % across all offshore
DPAs. The high values are driven by a few DPAs (e.g.,
East13 and East25), in which independently managing wire-
less transmission is cautiously adding more users to the
move lists to protect the incumbent. For all 40 DPAs, the
median increase in move list size is only 2.69%, which is
relatively small.

The line charts on the right in FIG. 5, FIG. 6, and FIG. 7
show the maximum realized 95th percentile of the aggregate
interference in each case. As the number of SASs increases,
the realized aggregate interference percentile decreases. The
decrease in the aggregate interference percentile, from one
SAS to five SASs for all DPAs, changes within the range of
[0.74, 5.36] dB with a median of 2.36 dB. For most DPAs,
the maximum realized 95th percentile is just below the —144
dBm/10 MHz threshold for a single SAS and gradually
decreases as the number of SASs increases. However, a
special case can be observed for the DPA Eastl7, which has
the max 95th percentile of aggregate interference much
lower than —-144 dBm/10 MHz for all values of M. This is
because most users in the neighborhood of DPA East17 were
put on the move list, regardless of the number of SASs.

It should be appreciated that independently managing
wireless transmission provides advantages over conven-
tional practice while ensuring interference protection to the
federal incumbents in CBRS. Independently managing wire-
less transmission provides flexibility and innovation by SAS
administrators. In independently managing wireless trans-
mission, each SAS can manage its move list independently
of others without the need to exchange detailed users
information. Furthermore, each SAS independently can
apply its own method for determining its move list without
using the conventional move list algorithm.

Independently managing wireless transmission can
involve spectral reuse that tends to grow with the number of
SASs managing users in the same area. It may put more
users on the move list than a more complex, precise solution.
This causes the aggregate interference of all SASs’ co-
channel users to be lower than necessary to protect the
incumbent. For future work, a tighter bound than the Van
Dantzig’s on the aggregate interference distribution could
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improve the spectral efficiency. While this work was moti-
vated by federal incumbent protection in the 3.5 GHz band,
independently managing wireless transmission is applicable
to similar sharing arrangements in other bands, as well.

Example Deterministic Move Lists for Incumbent Pro-
tection in a Shared Spectrum Band

The 3.5 GHz citizens broadband radio service (CBRS)
band in the U.S. is a portion of mid-band spectrum shared
between commercial operators and existing federal and
non-federal incumbents. To protect the federal incumbents
from harmful interference, a spectrum access system (SAS)
can use a conventional move list algorithm to suspend
transmissions of some CBRS devices (CBSDs) on channels
in which the incumbent becomes active. However, the
conventional reference move list implementation used for
SAS testing is non-deterministic in that it uses a Monte
Carlo estimate of the 957 percentile of the aggregate inter-
ference from CBSDs to the incumbent. This leads to uncer-
tainty in move list results and in the aggregate interference
check of the test.

In contrast in independently managing wireless transmis-
sion, upper and lower bounds can be placed on the aggregate
interference distribution to compute deterministic move
lists. These include the reference move list used by the
testing system and an operational move list used by the SAS
itself. In this Example, independently managing wireless
transmission makes deterministic move lists using reference
implementations of the standards and simulated CBSD
deployments in the vicinity of federal incumbent dynamic
protection areas.

The 3.5 GHz citizens broadband radio service (CBRS) is
known as an innovation band since it was the first mid-band
spectrum opened up by the Federal Communications Com-
mission (FCC) to commercial operators on a shared basis
with existing federal and non-federal incumbents. This band
provides 150 MHz of spectrum (from 3550 MHz to 3700
MHz) to new users and proves that spectrum sharing in the
mid-band is feasible, and its model can be applied to other,
similar bands.

In the CBRS architecture, the band is governed by a
three-tiered spectrum authorization framework. The first tier
includes the federal incumbents (e.g., Navy shipborne
radars), existing fixed satellite service (FSS) earth stations,
and grandfathered wireless broadband licensees. These users
will be protected from harmful interference from lower tiers.
The second tier consists of priority access licensees (PAL)
within the first 100 MHz portion of the band. The third tier
is general authorized access (GAA), which allows open and
flexible access to all 150 MHz of the band. The GAA users
are permitted to operate on unused channels by higher tiers
without causing interference to those tiers.

In the ecosystem of the CBRS band, the CBRS devices
(CBSDs) are fixed base stations/access points operating as
PALs and GAA users to provide mobile broadband services
to end user devices. The spectrum access system (SAS) is
responsible for allocating spectrum resources (i.e., frequen-
cies, power, etc.) to CBSDs as well as managing interference
of lower tiers to higher tiers. The environmental sensing
capability (ESC) is a sensor network that monitors the
CBRS band for federal incumbent signals and notifies the
SAS upon detecting an incumbent signal. The SAS then
re-configures CBSDs to mitigate potential interference to the
incumbent within 300 s.

The National Telecommunications and Information
Administration (NTIA) has defined ESC-monitored
dynamic protection areas (DPAs) that must be protected
from harmful interference when an incumbent signal is
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detected within their limits. Most of the DPAs are coastal
and typically begin 10 km offshore. However, there are some
smaller, inland or port DPAs and even single-point DPAs at
some sites. The DPA database for both the contiguous U.S.
(CONUS) and outside of CONUS can be found in.

The Wireless Innovation Forum (WInnForum), an indus-
try driven forum, has been developing CBRS standards and
test software to foster successful deployment in the CBRS
band. The standards specify a move list algorithm to pre-
compute a list of CBSD transmissions that must be moved
off a protected channel in the vicinity of a given DPA when
an incumbent signal is detected in the DPA on the channel.
The move list is designed to meet the required interference
protection level, such that the 95 percentile of the aggre-
gate interference into the incumbent radar receiver antenna
does not exceed a predefined protection threshold at every
point in the DPA.

The current WInnForum test harness reference implemen-
tation of the conventional move list algorithm calculates a
Monte Carlo estimate of the 957 percentile of the aggregate
interference. The problem with this conventional approach
is that the result is non-deterministic, leading to uncertain-
ties in move list size and in the aggregate interference check
of the keep list. To mitigate this problem, uncertainty
margins have been used in the WinnForum SAS test code
for DPA protection pass/fail criteria. However, these mar-
gins were pre-computed based on a predetermined deploy-
ment and, hence, do not apply, in general, to other deploy-
ment scenarios. Another issue with this conventional
approach is the high computational complexity of Monte
Carlo estimation, especially for large deployments.

Independently managing wireless transmission provides
benefits over conventional move list reference implementa-
tions. Specifically, instead of relying on a Monte Carlo
estimate of the aggregate interference, independently man-
aging wireless transmission can use upper and lower bounds
on the aggregate interference distribution to obtain deter-
ministic move lists. One of them is a reference move list,
which can be used for testing the SAS. The other is an
operational move list that the SAS can use. This Example
compares performance of independently managing wireless
transmission in terms of move list size and aggregate
interference to the federal incumbent against the conven-
tional non-deterministic implementation. The results are
discussed for a single point DPA near Pensacola first, and in
compact form for all coastal DPAs along the CONUS.

Calculation of aggregate interference, or co-channel inter-
ference, in wireless communications, wherein the aggregate
interference is the accumulation of interference power from
several sources. Since the attenuation due to shadowing in
wireless channels is often modeled by the lognormal distri-
bution, assume that the interference contribution from a
single source is lognormally distributed. Therefore, some
conventional technology focuses on computing the aggre-
gate interference as a sum of lognormal random variables.
Since there is no closed-form expression for the lognormal
sum probability density function (PDF), several analytical
approximations have been derived. Most of these
approaches approximate the sum of lognormal random vari-
ables by another lognormal random variable. However, the
distribution of the interference from an individual CBSD is
not a lognormal distribution, and approximating the aggre-
gate interference with another lognormal distribution may
not be the best option in applications.

Another technique computes the PDF of a sum of two
random variables on a logarithmic scale. The method can be
applied recursively for more than two random variables, and
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it will give exact results for arbitrary distributions. A prac-
tical drawback of this method is that the results are not in
closed form and extensive numerical integration is required.
Given that thousands or millions of CBSDs may be
deployed in the CBRS band in the near future, using this
technique for aggregate interference calculation can be a
burden for the SAS operators.

Recognizing the limitations of conventional methods, we
estimate strict upper and lower bounds on the cumulative
distribution function (CDF) of the sums. Interference con-
tributions are independent but non-identically distributed so
upper and lower bounds are suitable. Because these random
variables are not lognormally distributed, generalizations
applicable to non-lognormal distributions are used. The
upper bound is tight especially for random variables with
large standard deviations. The lower bound is loose.

To search for tighter lower bounds on the CDF, classic
concentration inequalities are considered. The concentration
inequalities relate the tail area probabilities of a random
variable to its moments. Among these inequalities, the
inequalities, which were derived by Markov, Chebyshev,
Camp-Meidel, and Van Dantzig, are appropriate for this
application.

Commercial Deployment Model

The simulated deployments used were derived from a
model used by the NTIA. The NTIA model generates the
locations, antenna heights, and transmission powers of a
simulated deployment of CBSDs around a given DPA. The
numbers of CBSDs and their locations are a function of
population, land classification, and many other factors
including daytime traveling factor, market penetration fac-
tor, and channel scaling factor.

There are two categories of CBSDs in the CBRS band.
Category A CBSDs are lower power devices with a maxi-
mum effective isotropic radiated power (EIRP) of 30 dBm/
10 MHz (i.e., 30 dB relative to 1 mW (dBm) in a 10 MHz
channel) and are typically installed indoors. Whereas, Cat-
egory B CBSDs are higher power devices (47 dBm/10 MHz
maximum EIRP) and are professionally installed outdoors.
For this study, Category A CBSDs and Category B CBSDs
were placed as far as 250 km and 600 km, respectively, from
the DPA boundary. Furthermore, all CBSD antennas were
configured to be omnidirectional. Sample deployments gen-
erated with the NTIA model are available.

FIG. 8 shows an example of a simulated deployment of
CBSDs near Pensacola DPA, which is a single point pro-
tection area. The yellow pin indicates the protection point,
markers without dots represent Category A CBSDs, and
markers with dots represent Category B CBSDs. Even
though there are 14409 CBSDs (in white markers) deployed
around the protection point, only a subset of these CBSDs
within the “neighborhood” of the protection entity will be
included in the aggregate interference calculation, per CBRS
SAS standards. In this example, given the neighborhood
distances of 150 km and 304 km for Category A and
Category B CBSDs, respectively, only 5161 CBSDs (in red
markers) are counted to be within the neighborhood. DPA-
specific neighborhood distances and protection criteria can
be found in DPA keyhole markup language (KML) files
provided by NTIA.

Propagation Model

CBRS standards require a SAS to use the irregular terrain
model (ITM) (also known as the Longley-Rice model) in
point-to-point mode for the calculation of aggregate inter-
ference to federal incumbents. The ITM model does not
include clutter loss, hence, it is regarded as a conservative
model for interference protection. However, to account for
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building attenuation, which is also absent in the ITM model,
15 dB is added to the loss if the CBSD is located indoors.
Other parameters used in the ITM model are provided in the
WinnForum requirements document. An open-source refer-
ence implementation of the ITM model is available, as are
the terrain and other data used by the model.

The output of the ITM model is a quantile

if 420 (8]

A,
A= 29-47 and

P .
A29-104" | otherwise

A = Arof = Vpoa — Yr = Yy = Ys @)

where A, is a reference attenuation, V., is an adjustment
from the reference attenuation to the all-year median, and
Y, Y,. Y, are deviations due to time, location, and situation
variables, respectively.

While A, .and V,,, are deterministic for a specific path,
the values of Y., Y,, Y vary and depend on three standard
normal deviates, z,, z,, Zs. These deviates are defined as

©)

where g;, q,, and qg are the desired fractions of time,
locations, and situations, respectively, and z(q)=Q~'(q) is
the inverse function of the complementary normal distribu-
tion.

In the ITM point-to-point mode, since there is no location
variability, g, is set equal to 0.5, and thus, z,=0 and Y,=0.
Because broadcast mode is used in the model (mode of
variability (MDVAR)=13), time variability and situation
variability are measured by reliability and confidence,
respectively. Fixing the confidence parameter to 0.5 results
in qg=0.5, and thus, z=0 and Y =0. Therefore, the time
deviation Y is the only remaining non-zero variate in (2).

Time deviation Y is piece-wise linear in z, as follows

=447, 2,=2q,), zs=2qs)

O Tppinus 27> zr <0 [CO]
Yr =4 01,77 O=zp=<zp
O s 2D T 0100 —ZD), Zp <z

plus

where 67 and Or,, are the slopes and can be computed.
The constants z,, and G, are related to ducting effects, and
their values depend on the climate. Given Y is piece-wise
linear in z,, which is the inverse function of the comple-
mentary normal distribution of q, it is clear that Y, is not
simply a normal distribution of q,. Hence, the path loss
quantile output from the ITM model as a function of the
reliability parameter, q,, does not follow a normal distribu-
tion.

To illustrate the quantiles of the attenuation distribution in
the ITM model, we compute the path loss from a Category
A CBSD to the protection point in Pensacola. The CBSD is
located indoors and is about 99 km away from the protection
point. The climate value is maritime temperate overland. We
use 10000 reliability values, evenly spaced in the interval
[0.001, 0.999].

FIG. 9 shows the path loss variation of the selected path.
The first subplot shows the path loss versus reliability, and
the second subplot shows the path loss histogram. Although
it is not apparent in the first subplot, the second subplot
clearly shows that the path loss distribution has three distinct
regions with transitions at reliability values of 0.1 (green
dotted line) and 0.5 (red dashed line) directly associated with
the three quantile regions in (4). This can be explained by the
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fact that reliability values of 0.1 and 0.5 are associated with
the deviate values z, of 1.282 and 0, respectively, and
because z,, for maritime temperate overland climate is equal
to 1.282.

Conventional Move List Algorithm

Regulatory rules include the SAS operators to manage
their CBSD transmissions (tier 2 and tier 3) to protect the
operations of existing incumbents (tier 1) in the band. To
fulfill the requirement, CBRS standards specify a conven-
tional move list algorithm to be executed by all SASs.

Given a set of CBSD transmissions that overlap in fre-
quency with a protected frequency range, the move list
algorithm identifies which transmissions must be suspended
(and possibly relocated to a different channel) to avoid
excessive interference in a protected federal incumbent area.
In the CBRS specifications, an authorization to transmit is
called a “grant.” Hence, a move list is a list of grants that
must be suspended when a federal incumbent protection area
becomes active. Reasons for activation of a protection area
on a given channel include detection of a federal incumbent
signal within the protection area on that channel.

To obtain the move list, the algorithm computes the path
loss from each CBSD to a point in the protected area and,
using a stochastic model for the loss on each link, computes
the 95" percentile of the aggregate interference at that point.
The algorithm then chooses a subset of the grants that must
be suspended (relocated) such that the 95 percentile of the
aggregate interference is below a threshold at any point in
the protected area.

Pseudocode for the conventional move list algorithm is
shown in FIG. 10. For any protection point p within a given
protection area DPA and for any protected frequency range
ch, the conventional move list algorithm first determines a
set of N, grants that are within a neighborhood of the
protection point p and having or requesting a grant that
includes any portion of the protected frequency range ch
(Line 2). It then sorts the grants by their median interference
contribution to the protection point from smallest to largest
(Line 3). The median interference contribution,
L snedian asm(P-ch), of the i grant to the protection point p
on frequency range ch (dBm) can be computed as follows:

L pediancapm D, CW=PLChAG . AP)~L; pnedian®) 5

where P,(ch) is the conducted power of the i grant on
frequency range ch in dB relative to 1 mW (dBm), G, (p)
is the transmit antenna gain in the direction of point p in dB
relative to isotropic (dBi), and L, ,,,.4i.(P) is the median path
loss from the transmitter to point p (dB). It is important to
note that I, ,..iancsm (P.ch) does not include the receive
antenna gain, which might lead to a sub-optimality of the
conventional algorithm; but the advantage is that the sort
need only be done once per protection point and all the
subsequent calculations can be parallelized.

However, when computing the statistical interference
contribution of an individual grant, and then, the aggregate
interference, the algorithm takes into account all possible
azimuth directions of the incumbent receiver antenna. The
azimuth angles are computed by using increments of half
beamwidth over the azimuth range of the given DPA, where
the beamwidth and azimuth range are defined for each DPA.
For each possible receive antenna azimuth, it must apply the
gains of the transmit and receive antennas accordingly,
depending on the bearing of each transmitter relative to the
protection point to compute the interference contribution
Licapm(P:ch) (dBm) as:

Licasmy(P,C h)=Pci h’)+Gt)c,i(p)_Lz(p )+er, {p,a) ©)
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where L,(p) is a sample of the random path loss from the
transmitter to point p (dB) computed using Monte Carlo
simulation with a minimum of 2000 trials, and G, (p,a) is
the receive antenna gain given the azimuth direction, a.
For the sake of notational simplicity, let I, 4, represent
Liasmy (P-ch). Then, we define {I; 4z, - - - » Liapmy - - - »
In.aem} as a set of N, independent, but not necessarily
identical, random variables, each representing the interfer-
ence contribution from a CBSD to protection point p on
frequency range ch. The associated interference contribution
in linear scale (mW) can be computed as =101 for
1<i<N.. Consequently, the aggregate interference I (mW) of
a subset of n sorted grants, n<N_, is the sum of the inter-

ference contribution of grants I, ..., I, ... I, In as follows
i 2 liasm @
=3 = Y0

and I (mW) can be converted to log scale by [ 45,,,=10log,,
L

For all potential receiver azimuths, the algorithm finds the
largest keep list (portion of the sorted list that can be kept),
i.e., largest n, so that the 95” percentile of the aggregate
interference, L, of these grants does not exceed the protection
threshold (Line 5). This step is analogous to that of finding
the largest keep list for each receiver azimuth, and then,
taking the intersection of these keep lists. Note that the
reference implementation of the algorithm uses Monte Carlo
techniques to compute the 95" percentile of the aggregate
interference. The grants that must be removed to meet the
protection threshold are placed on the move list (Line 7).
This process is repeated for every protection point in the
protection area, and the move list for the protection area is
the union of the move lists of the points (Line 9).

To better understand the algorithm, let us reconsider the
example of the Pensacola DPA. Recall that this is a single
point DPA and there are 5161 CBSDs within the neighbor-
hood of the protection point.

FIG. 11(a) shows histograms of 2000 Monte Carlo
samples of the individual interference contribution, I 4z,
computed using (6), at the receiver azimuth of 261°. To
avoid overcrowding the figure, we only show representative
histograms at grant indices i=[1, 200, 400, . . ., 4800, 5000,
5161]. Because grants are sorted by their median interfer-
ence contributions (without considering the receive antenna
gain), most of the histograms are shown to be gradually
shifted to the right as the grant index i increases. Some of the
histograms are out of order indicating that these grants are
inside the main beam of the receive antenna. This is because
the grants are ordered based on the median interference
without the receive gain, but the plotted histograms do
incorporate the receive gain. Furthermore, it can be seen
from the figure that not only the median but also the variance
can vary considerably from one grant to another.

FIG. 11(b) depicts the histogram of the aggregate inter-
ference, I 4z, of the first n sorted grants at the protection
point. To be consistent with FIG. 11(a), n is selected to be
in [1, 200, 400, . . . , 4800, 5000, 5161]. As the number of
grants n increases, the median increases. Although the
variance in linear scale (mW) also increases with the
increase of n, the variance in log scale (dB) (as shown in the
figure) does not necessarily increase. However, it is clear
that the aggregate interference distribution depends heavily
on the distribution of the largest interference contribution
among these grants.
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Next, we executed the conventional move list algorithm
to obtain the move list for the Pensacola DPA. Note that the
Pensacola DPA has only one protection point with a protec-
tion threshold of —139 dBm/10 MHz. Out of 5161 grants in
the neighborhood of the protection point, the algorithm
generates a move list of size 2320 grants, leaving 2841
grants on the keep list. To check the performance of the
algorithm, we calculated the aggregate interference at the
protection point at the worst receiver antenna azimuth of
261° at which the incumbent receives the maximum aggre-
gate interference. FIG. 12 shows the normalized histogram
and CDF of the aggregate interference of the keep list. The
95™ percentile of the aggregate interference was computed
to be —138.79 dBm/10 MHz, which is slightly higher than
the required protection threshold but within the uncertainty
margin of the Monte Carlo process.

The uncertainty of the aggregate interference percentile,
inherited from the Monte Carlo process, is the key issue
addressed by this paper. The aggregate interference sample
distribution changes, even with the same keep list size, every
time we repeat the calculation. FIG. 13 shows the aggregate
interference CDFs of the same keep list of size 2841
computed by 100 different Monte Carlo processes. The
uncertainty is especially large at the head and tail portions of
the distributions. We observe that the 95" percentile of
aggregate interference varies in the range of [-139.43,
—138.64] dBm/10 MHz around the protection threshold of
—139 dBm/10 MHz. To deal with this issue, uncertainty
margins are added to the aggregate interference check in the
WinnForum SAS test code for DPA protection pass/fail
criteria.

The uncertainty in the aggregate interference calculation
also affects the move list size. FIG. 14 shows the variation
in move list size for 100 trials, ranging from 2283 to 2344
grants. The inconsistency in move list calculation is unde-
sirable in an operational setting, especially in a multi-SAS
environment.

Deterministic Move List Algorithms

Because of the uncertainty in the current test harness
reference aggregate interference calculation, it is desirable
to develop an alternative that can give deterministic results.
As shown in FIG. 12, the aggregate interference distribution
on a log scale is not a standard normal distribution, and
hence, it is not lognormally distributed on a linear scale.
Therefore, approximating the aggregate interference with a
lognormal random variable does not seem to be a promising
solution. Another alternative is logarithmic convolution to
compute the PDF of a power sum of two random variables.
This method gives exact results for arbitrary distributions,
but numerical integration is needed and it is computationally
expensive. For these reasons, we use strict upper and lower
bounds on the distribution of the aggregate interference.
This method gives deterministic results and is computation-
ally inexpensive. The drawback is that it cannot give exact
results, and the bounds are only applicable to certain types
of distributions.

Bounds on the Distribution of Aggregate Interference

We introduce upper and lower bounds on the distribution
function of the aggregate interference. In other words, we
estimate upper and lower bounds of the CDF of I, which is
a sum of N independent, but not necessarily identical,
random variables I, where 1<i<N, as shown in (7). These
bounds are given in closed form and can be computed easily
without the need for Monte Carlo simulation.

Order Statistics Based Bounds

The upper and lower bounds of the aggregate interference
distribution rely on the order statistics. Let I, ,=max(l,)
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denote the maximum of the N random variables for every
outcome. Then, the upper and lower bounds of the random
variable I can be obtained as:

Ly SISN

xS ®
Upper Bound
From the first inequality in (8), i.e., I
can be shown that

<I, and Vx>0, it

max—

P = x) < P(yax < X) (C)]
where,
Plpax <x)=Phy =%, ... ,Li=x, ..., Iy<x) (10

=Py =x) ... PU; =x)... PUy <x)

N
= ﬂPUi <)
i=1

Let F;(x)=P(X<x) be the CDF of any random variable X.
Then, the upper bound of the CDF of I can be obtained as
follows:

N an
Frw <] [Fw

=1

Lower Bound

Similar to the upper bound, from the second inequality in
(8), I=NL,,,,,,, we can obtain the lower bound for the aggre-
gate interference distribution I as follows:

12)
Fix) = ﬁF,,(ﬁ)
i=1

The upper bound indicates that the sum is dominated by
the maximum of the N random variables whereas the lower
bound is obtained when the N random variables have the
same outcome. Therefore, we would expect a tight upper
bound especially for random variables with large standard
deviations. The lower bound, on the other hand, is expected
to be loose since the occurrence of its event is quite low.

To improve these bounds, tighter bounds were placed on
the distribution by adding the contribution of the minimum
and second maximum values of the N random variables to
the upper bound and lower bound. However, these tighter
bounds require the computation of the joint distribution
functions, which can be inconveniently obtained through
numerical integration. Nevertheless, the tighter upper bound
is similar to the previous upper bound, while the tighter
lower bound is tighter than the previous lower bound but not
significantly. Hence, we only make use of the upper bound
in (11) in our analysis.

Moments Based Lower Bounds

We use concentration inequalities to compute lower
bounds of the CDF. In probability theory, the concentration
inequalities relate the tail probabilities of a random variable
to its statistical moments. Therefore, they provide bounds of
the deviation of a random variable away from a given value
(e.g., mean value). Here, we focus our work only on a few
inequalities that seem to be mostly applicable to our prob-
lems. Specifically, these inequalities were derived by
Markov, Chebychev, Camp-Meidell, and Van Dantzig.
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Let p,=E[I] and G,2=E[(I—pj)2] be the mean and variance
of I, respectively. Since I, are independent random variables,
the mean and variance of the sum can be computed as the
sum of means and variances, respectively. In other words,
B My, and 6°=%,_, Vs, ", where y, and G, are the
mean and variance of each random variable I,.

Markov’s Inequality

The Markov inequality is a fundamental inequality from
which other inequalities, e.g., Chebychev’s inequality, can
be derived. Markov’s inequality depends only on the mean
of the variable. If I is a random variable taking only
non-negative values, then Vx>0,

PU=n=tL a3
X

Chebychev’s Inequality

Since we only need to compute the lower bound of the
CDF, we will only focus on the one-sided Chebyshev
inequality, which is also called Cantelli’s inequality. Let I be
a random variable with finite expected mean and variance,
then Vx>0,

o (14)
ot x?

Plzpu +x)=

Camp-Meidell’s Inequality
The Camp-Meidell inequality shows that, Vx>0:

402 s

402 + 957

Plzpur+x)=

The Camp-Meidell inequality requires unimodality of the
PDF of I, which is possessed by many continuous distribu-
tions such as uniform, Gaussian, lognormal, Weibull, etc. In
its two-sided version, the Camp-Meidell’s inequality justi-
fies the so-called “three-sigma rule,” which states that 95%
of the values are in the interval [u,~36,, u+30,].

Van Dantzig’s Inequality

The Van Dantzig inequality shows that, Vx>0:

3o} (16)

Pl zp+x)s ———r
! 307 + 822

This inequality requires existence of the second derivative
of the probability distribution of I and convexity on the
density of L. It can be applied to all the unimodal continuous
probability laws in their convex part. The tail of most of the
classical PDFs is convex as in our case. Although we have
only shown the equations for the complementary CDFs of I,
i.e., P(I2x), the corresponding CDFs can be easily computed
as F,(x)=P(I=£x)=1-P(I=x).

To evaluate these bounds, we compute their CDFs and
plot them against the aggregate interference distributions of
the keep list in Pensacola DPA. FIG. 15 shows Slimane’s
upper bound (in red), Slimane’s lower bound (in cyan),
Markov’s lower bound (in magenta), Chebyshev’s lower
bound (in green), Camp-Meidell’s lower bound (in yellow),
and Van Dantzig’s lower bound (in blue). Since the protec-
tion requirement is based on the 957 percentile of the
aggregate interference, focus is on this portion of the tail of
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the CDFs. Slimane’s upper bound CDF is very tight to the
Monte Carlo distributions, and it gives a deterministic 95"
percentile aggregate interference of —140.06 dBm/10 MHz.
On the other hand, among all the lower bound CDFs, Van
Dantzig’s CDF has the tightest bound and gives a determin-
istic 95" percentile aggregate interference of —138.07 dBm/
10 MHz.

Besides the Pensacola DPA, we also evaluate these
bounds at some coastal DPAs (e.g. East5 and East7). Van
Dantzig lower bound CDF might not be very tight to the
Monte Carlo distribution as shown in FIG. 15, but it is the
tightest bound among the lower bounds.

Deterministic Move Lists

Since Slimane’s upper bound and Van Dantzig’s lower
bound provide the tightest bounds among the others on the
aggregate interference distribution, we use these bounds to
compute two deterministic move lists. The first is a reference
move list for use by the test harness that is based on the
tightest upper bound of the aggregate CDF. The second is an
operational move list for use by the SAS that is based on the
tightest lower bound of the aggregate CDF.

The former move list would be slightly smaller than the
exact solution (to minimize false positives in testing), and
the latter move list would be slightly larger than the exact
solution (to minimize true positives, i.e., where the SAS
computes a move list that is too small.)

Deterministic Reference Move List

The deterministic reference move list is based on the
upper bound of the aggregate interference distribution. In
computing the largest value ne to obtain the largest keep list
possible, the 957 percentile of the aggregate interference
does not exceed the protection level. Instead of using Monte
Carlo techniques to estimate the 957 percentile of the
aggregate interference, we use the upper bound of the
aggregate interference distribution as follows.

To meet the protection criteria, F,()>0.95 is required.
Since F,(x)<I1,_," F,(x) in (11), we know that the 95"
percentile of the aggregate interference, F,7(0.95) is lower
bounded by F, ,,;~'(0.95), where F,)UB(X)=HN:]NFII_(X) and
F, (x) is the CDF of the interference contribution of the i
grant. As a result, the deterministic reference move list is
obtained by calculating the 95 percentile in Line 5 of
Algorithm 1 with F, ,;7'(0.95, S,,, a):

n«largest n s.t. F, ,57'(0.95.5,,a)st

Recall that Sn is a set of the first n grants sorted by their
median interference contribution to the protection point
from smallest to largest, a is the azimuth direction of the
receive antenna, and t is the protection threshold.

Deterministic Operational Move List

The deterministic operational move list is based on the
lower bound of the aggregate distribution. After some
manipulations with the Van Dantzig’s inequality (16), the
corresponding CDF of the lower bound distribution can be
obtained as:

a7

8(x —pp)? (18)
Fr = — (x —up) _
307 +8(x — )
By setting
8(x — puy)? 19

—_— =095
307 + 80r— pp)?
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F(x)=0.95, and the protection criteria is met. From (19), and
assuming x>y,, the 957 percentile aggregate interference
associated with the lower bound CDF can be computed as

57,
=T o+
x 3 o7+ gy

where 57/8 is a simplified ratio of

3p
8(1-p)

with p=0.95.

Finally, the deterministic operational move list can be
developed by replacing Line 5 in Algorithm 1 with the
following:

Uy, 0% « AggMeanVar(S,, a} @n

57,
n, « largest n s.t. ry g t+ur|st

Note that in (21), the aggregate mean y, and variance 6,7,
are computed as p,=%,_, "y, and G,2=Zi:1"6,x_2, where p, and
6,{2 are the mean and variance of the interference contribu-
tion of the i” grant in the sorted list, S,, at the receive
antenna azimuth, a.

Single Protection Point DPA

We computed the proposed move lists on simulated
deployments of CBSDs around a protection point near
Pensacola, Fla. As mentioned earlier, the Pensacola DPA is
a single point, inland DPA, and it has a protection threshold
of =139 dBm/10 MHz. Out of 14409 CBSDs deployed in the
vicinity of the DPA, there are only 5161 CBSDs in the
neighborhood of the protection point.

Move List and Keep List

The primary output is a deterministic DPA move list,
which is a list of grants that must be suspended and moved
to another channel to protect the incumbent within the DPA
from potential interference. The keep list, on the other hand,
is just the complement of the move list, or the grants that
may remain active on the protected channel.

FIG. 16 shows sizes of the deterministic move lists and
keep lists computed using the proposed formulae as well as
those of the Monte Carlo approach. The left subplot shows
the move list sizes, whereas the right subplot shows the keep
list sizes. The deterministic reference move list, computed
utilizing the upper bound of the aggregate interference
distribution, contains 2275 grants, and, thus, the keep list has
the remaining 2886 grants (indicated in red). On the other
hand, the deterministic operational move list, employing the
lower bound CDF, has a slightly larger size of 2366 and,
therefore, a smaller keep list size of 2795 (in blue). The box
plots with jitters (in green) show the results of 100 trials of
the Monte Carlo approach. As shown in the figure, the
proposed deterministic move lists bound the uncertainty of
the Monte Carlo outcomes. For the Pensacola DPA, since we
could obtain tight upper and lower bounds of the aggregate
interference distribution (as shown in FIG. 15), the bounds
on the move list and keep list sizes are tight, as well.

The deterministic reference move list can be used by the
test harness for testing the SAS. Since the reference move
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list is smaller than the exact solution, false positives in
testing can be avoided. In contrast, the deterministic opera-
tional move list can be used by the SAS under test and in
commercial operations. Because the operational move list is
larger than the exact solution, the 957 percentile of the
aggregate interference of the keep list is smaller than the
protection threshold. Therefore, its use would satisfy the test
requirement and provide an additional margin of protection
of federal incumbents.

A geographic view of the difference between the deter-
ministic operational and reference move lists is shown in
FIG. 17. Markers without dots are Category A CBSDs, and
markers with dots are Category B CBSDs. There are 91
grants in total, accounting for only 1.76% of the total grants
in the neighborhood. These are the grants that have indices
between 2796 and 2886 in the sorted list. All Category A
CBSDs are within 70 km of the protection point, whereas the
Category B CBSDs can be anywhere extending from 115 km
to the neighborhood distance of 304 km from the protection
point.

Aggregate Interference Check

To examine the performance of the proposed bounds in
terms of interference protection, we calculated the 957
percentile of the aggregate interference of each keep list at
the protection point for every possible receiver antenna
azimuth. FIG. 18 depicts the aggregate interference results.
For each keep list, we applied the inequalities used for
computing the upper bound CDF (i.e., Slimane’s inequality)
and lower bound CDF (i.e., Van Dantzig’s inequality) to
obtain the minimum and maximum of the aggregate inter-
ference, respectively.

FIG. 18(a) shows the aggregate interference results of the
keep list using the upper bound CDF. All the values are
below the protection threshold of -139 dBm/10 MHz for all
azimuths. The strongest interference level received near the
azimuth of 261° is —139.10 dBm/10 MHz for the reference
keep list and -141.30 dBm/10 MHz for the operational keep
list. The reference keep list has the largest size, thus creating
the greatest interference at all azimuths (red line). On the
other hand, the operational keep list has the smallest size,
thus generating the smallest aggregate interference (blue
dashed line). As expected, the aggregate interference of the
100 Monte Carlo keep lists (in green) are bounded by the
aggregate interference of the deterministic keep lists.

FIG. 18(b) shows the aggregate results using the lower
bound CDF. Because the lower bound CDF upper-bounds
the 95 percentile, the aggregate interference values in this
plot are higher than those in FIG. 18(a) at every receiver
azimuth. Some of the values for the reference and Monte
Carlo keep lists exceed the threshold near the azimuth of
261°. This is expected because the interference percentile is
overestimated by the lower bound of the CDF.

The results in FIG. 18 help to evaluate the tightness
between the upper and lower bound CDFs. However, for the
interference protection check, we separately can apply the
upper bound CDF to the reference keep list and the lower
bound CDF to the operational keep list. The protection
requirement is met if the 95” percentile of the aggregate
interference in each case does not exceed the threshold of
-139 dBm/10 MHz for all azimuths.

Results for Offshore DPAs

For results for the 40 coastal DPAs surrounding the
CONUS, 26 DPAs stretch along the East and Gulf coasts
(Eastl to East26) and 14 DPAs along the West coast (West1
to West14). Unlike the Pensacola DPA having a protection
threshold of =139 dBm/10 MHz, these coastal DPAs must be
protected at a lower threshold of —144 dBm/10 MHz. Also,
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unlike the Pensacola DPA which consists of only a single
protection point, these DPAs are all protection areas sampled
with multiple protection points. In this analysis, we used the
“default(25, 10, 10, 5)” protection points builder to generate
a total of 50 protection points for each protection area.

FIG. 19(a), F1G. 20(a), and FIG. 21(a) show the reference
move list and keep list sizes (in red and light red) and the
operational move list and keep list sizes (in blue and light
blue). The number of grants within the vicinity of a given
DPA varies from thousands to tens of thousands, depending
on the population data and geographical area surrounding
the DPA. And because of the differences in terrain, some
DPAs have most of their neighbor grants put on the move
lists (e.g., DPAs East16 and East17 near southern Florida),
whereas other DPAs have only a few grants on their move
lists (e.g., DPAs West1 to West8 off the coasts of Washing-
ton, Oregon, and northern California). Regardless, as
expected, the reference move list is always smaller than the
operational move list for all DPAs. The ratio between the
difference in the two move lists and the neighbor list size can
be as small as 0.24% for DPA West3 and as large as 14.18%
for DPA East5.

FIG. 19(5), FIG. 20(b), and FIG. 21(b) shows the maxi-
mum aggregate interference 957 percentile of the keep list
over all protection points and all receiver azimuths. Light
red lines and light blue lines show the aggregate ranges of
the reference keep lists and operational keep lists, respec-
tively. Red squares represent the deterministic aggregate
interference 95” percentiles computed using the upper
bound CDF, and blue triangles represent the deterministic
aggregate interference 957 percentiles computed using the
lower bound CDF. We observe that the difference between
the two limits varies from 2 dB (e.g., for the operational keep
list in DPA West11) to 8 dB (e.g., for the reference keep list
in DPA East5). Large differences reveal that the bounds are
not tight at some protection points within the DPA or the
limits do not occur at the same protection point and azimuth.
Green dots show the random aggregate interference 957
percentiles computed using the conventional Monte Carlo
method. We notice that the green dots stay between the two
limits. But in some cases (e.g., DPAs East17 and West7), the
green dots are very close to the red squares, indicating the
upper bound CDF is too tight to the aggregate interference
distribution and might be sensitive to the accuracy of the
individual interference contribution CDFs.

The maximum aggregate interference 957 percentile
(blue triangle) of the operational keep list (blue line) is
always below the —-144 dBm/10 MHz protection threshold
for all coastal DPAs. Therefore, if all SASs apply the same
operational move list, and if the lower bound CDF is used
to conservatively check the 957 percentile of the aggregate
interference of the remaining keep list, we can ensure that
the incumbent protection criteria are met without the need
for heuristically obtained margins or the use of Monte Carlo
reference move lists. In effect, the margin is built into the
statistical bound used to calculate the operational move list.

Federal incumbent protection requirements in the 3.5
GHz CBRS band include the calculation of a percentile of
the aggregate interference, which has a probability distribu-
tion with no known closed form. As a result, the conven-
tional reference implementation of the federal incumbent
protection (move list) algorithm resorts to the Monte Carlo
method for calculating the 95 percentile of the aggregate
interference. The Monte Carlo method computes the path
loss from each CBSD to a protection point in the protected
area using a stochastic model. This causes uncertainty in the
957 percentile of the aggregate interference, and thus, in the
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calculation of move list (the list of CBRS transmissions that
must be moved off a channel requiring interference protec-
tion).

The inherent uncertainty in the conventional move list
algorithm (which uses the Monte Carlo method) requires
that uncertainty margins be used when testing spectrum
access systems for compliance with federal incumbent pro-
tection requirements. In practice, these margins are calcu-
lated based on assumed deployments of CBRS devices. An
inadequate choice of margin can either lead to underreported
test failures (missed detections) or overreported failures
(false alarms).

Using bounds on the distribution function of the aggregate
interference, independently managing wireless transmission
provides a deterministic alternative to Monte Carlo esti-
mates of the 957 percentile of the aggregate interference.
Two deterministic move lists, a reference move list appro-
priate for testing SAS compliance and an operational move
list for real-time incumbent protection, were presented in
this Example. These move lists inherently build in the
margins needed to avoid false alarms in testing and to
conservatively protect incumbents in operation. These move
lists for all 40 DPAs along the coasts of the continental U.S.
and for one inland point DPA were included.

It is to be understood that not necessarily all objects or
advantages may be achieved in accordance with any par-
ticular embodiment described herein. Thus, for example,
those skilled in the art will recognize that certain embodi-
ments may be configured to operate in a manner that
achieves or optimizes one advantage or group of advantages
as taught herein without necessarily achieving other objects
or advantages as may be taught or suggested herein.

All of the processes described herein may be embodied in,
and fully automated via, software code modules executed by
a computing system that includes one or more general
purpose computers or processors. The code modules may be
stored in any type of non-transitory computer-readable
medium or other computer storage device. Some or all the
methods may alternatively be embodied in specialized com-
puter hardware. In addition, the components referred to
herein may be implemented in hardware, software, firm-
ware, or a combination thereof.

Many other variations than those described herein will be
apparent from this disclosure. For example, depending on
the embodiment, certain acts, events, or functions of any of
the algorithms described herein can be performed in a
different sequence, can be added, merged, or left out alto-
gether (e.g., not all described acts or events are necessary for
the practice of the algorithms). Moreover, in certain embodi-
ments, acts or events can be performed concurrently, e.g.,
through multi-threaded processing, interrupt processing, or
multiple processors or processor cores or on other parallel
architectures, rather than sequentially. In addition, different
tasks or processes can be performed by different machines
and/or computing systems that can function together.

Any illustrative logical blocks, modules, and algorithm
elements described in connection with the embodiments
disclosed herein can be implemented as electronic hardware,
computer software, or combinations of both. To clearly
illustrate this interchangeability of hardware and software,
various illustrative components, blocks, modules, and ele-
ments have been described above generally in terms of their
functionality. Whether such functionality is implemented as
hardware or software depends upon the particular applica-
tion and design constraints imposed on the overall system.
The described functionality can be implemented in varying
ways for each particular application, but such implementa-
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tion decisions should not be interpreted as causing a depar-
ture from the scope of the disclosure.

The various illustrative logical blocks and modules
described in connection with the embodiments disclosed
herein can be implemented or performed by a machine, such
as a processing unit or processor, a digital signal processor
(DSP), an application specific integrated circuit (ASIC), a
field programmable gate array (FPGA) or other program-
mable logic device, discrete gate or transistor logic, discrete
hardware components, or any combination thereof designed
to perform the functions described herein. A processor can
be a microprocessor, but in the alternative, the processor can
be a controller, microcontroller, or state machine, combina-
tions of the same, or the like. A processor can include
electrical circuitry configured to process computer-execut-
able instructions. In another embodiment, a processor
includes an FPGA or other programmable device that per-
forms logic operations without processing computer-execut-
able instructions. A processor can also be implemented as a
combination of computing devices, e.g., a combination of a
DSP and a microprocessor, a plurality of microprocessors,
one or more microprocessors in conjunction with a DSP
core, or any other such configuration. Although described
herein primarily with respect to digital technology, a pro-
cessor may also include primarily analog components. For
example, some or all of the signal processing algorithms
described herein may be implemented in analog circuitry or
mixed analog and digital circuitry. A computing environ-
ment can include any type of computer system, including,
but not limited to, a computer system based on a micropro-
cessor, a mainframe computer, a digital signal processor, a
portable computing device, a device controller, or a com-
putational engine within an appliance, to name a few.

The elements of a method, process, or algorithm
described in connection with the embodiments disclosed
herein can be embodied directly in hardware, in a software
module stored in one or more memory devices and executed
by one or more processors, or in a combination of the two.
A software module can reside in RAM memory, flash
memory, ROM memory, EPROM memory, EEPROM
memory, registers, hard disk, a removable disk, a CD-ROM,
or any other form of non-transitory computer-readable stor-
age medium, media, or physical computer storage known in
the art. An example storage medium can be coupled to the
processor such that the processor can read information from,
and write information to, the storage medium. In the alter-
native, the storage medium can be integral to the processor.
The storage medium can be volatile or nonvolatile.

Conditional language such as, among others, “can,”
“could,” “might” or “may,” unless specifically stated other-
wise, are otherwise understood within the context as used in
general to convey that certain embodiments include, while
other embodiments do not include, certain features, elements
and/or steps. Thus, such conditional language is not gener-
ally intended to imply that features, elements and/or steps
are in any way required for one or more embodiments or that
one or more embodiments necessarily include logic for
deciding, with or without user input or prompting, whether
these features, elements and/or steps are included or are to
be performed in any particular embodiment.

The process descriptions, elements or blocks in flow
diagrams described herein or depicted in the attached figures
should be understood as potentially representing modules,
segments, or portions of code which include one or more
executable instructions for implementing specific logical
functions or elements in the process. Alternate implemen-
tations are included within the scope of the embodiments
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described herein in which elements or functions may be
deleted, executed out of order from that shown, or discussed,
including substantially concurrently or in reverse order,
depending on the functionality involved as would be under-
stood by those skilled in the art.

While one or more embodiments have been shown and
described, modifications and substitutions may be made
thereto without departing from the spirit and scope of the
invention. Accordingly, it is to be understood that the present
invention has been described by way of illustrations and not
limitation. Embodiments herein can be used independently
or can be combined.

All ranges disclosed herein are inclusive of the endpoints,
and the endpoints are independently combinable with each
other. The ranges are continuous and thus contain every
value and subset thereof in the range. Unless otherwise
stated or contextually inapplicable, all percentages, when
expressing a quantity, are weight percentages. The suffix (s)
as used herein is intended to include both the singular and
the plural of the term that it modifies, thereby including at
least one of that term (e.g., the colorant(s) includes at least
one colorants). Option, optional, or optionally means that
the subsequently described event or circumstance can or
cannot occur, and that the description includes instances
where the event occurs and instances where it does not. As
used herein, combination is inclusive of blends, mixtures,
alloys, reaction products, collection of elements, and the
like.

As used herein, a combination thereof refers to a combi-
nation comprising at least one of the named constituents,
components, compounds, or elements, optionally together
with one or more of the same class of constituents, compo-
nents, compounds, or elements.

All references are incorporated herein by reference.

The use of the terms “a,” “an,” and “the” and similar
referents in the context of describing the invention (espe-
cially in the context of the following claims) are to be
construed to cover both the singular and the plural, unless
otherwise indicated herein or clearly contradicted by con-
text. It can further be noted that the terms first, second,
primary, secondary, and the like herein do not denote any
order, quantity, or importance, but rather are used to distin-
guish one element from another. It will also be understood
that, although the terms first, second, etc. are, in some
instances, used herein to describe various elements, these
elements should not be limited by these terms. For example,
a first current could be termed a second current, and,
similarly, a second current could be termed a first current,
without departing from the scope of the various described
embodiments. The first current and the second current are
both currents, but they are not the same condition unless
explicitly stated as such.

The conjunction or is used to link objects of a list or
alternatives and is not disjunctive; rather the elements can be
used separately or can be combined together under appro-
priate circumstances. Disjunctive language such as the
phrase “at least one of X, Y, or Z,” unless specifically stated
otherwise, is otherwise understood with the context as used
in general to present that an item, term, etc., may be either
X, Y, or Z, or any combination thereof (e.g., X, Y, and/or Z).
Thus, such disjunctive language is not generally intended to,
and should not, imply that certain embodiments require at
least one of X, at least one of Y, or at least one of Z to each
be present.

The modifier about used in connection with a quantity is
inclusive of the stated value and has the meaning dictated by
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the context (e.g., it includes the degree of error associated
with measurement of the particular quantity).

What is claimed is:
1. A method implemented by a system of one or more
processors, the system being included in a spectrum access
system and for independently managing wireless transmis-
sion by individual spectrum access systems in a radio
frequency spectrum shared by a plurality of spectrum access
systems, the method comprising:
determining, by the spectrum access system, an interfer-
ence budget t;;

determining, by the spectrum access system, secondary
users managed by the spectrum access system in the
radio frequency spectrum shared by the plurality of
spectrum access systems comprising the spectrum
access system and other spectrum access systems;

managing, by the spectrum access system, a move list for
the spectrum access system independently of the other
spectrum access systems in an absence of exchange of
spectrum grant information with the other spectrum
access systems; and

determining, by the spectrum access system, the move list

for the spectrum access system from a first moment and
a second moment of an aggregate interference distri-
bution such that the spectrum access system provides
grants to its secondary users in the neighborhood of a
dynamic protection area of the spectrum access system
according to

3
By T IR,
81-p

wherein p; is a mean of a received power of secondary
users managed by the spectrum access system in the
dynamic protection area, G; is a square root of a
variance of the received power, and p is a protection
percentile for an incumbent in the dynamic protection
area.

2. The method of claim 1, further comprising suspending,
by the spectrum access system, secondary users on the move
list for the spectrum access system.

3. The method of claim 1, further comprising protecting
the incumbent in the shared radio frequency spectrum in the
dynamic protection area from aggregate interference
exceeding a protection threshold from secondary users man-
aged by the plurality of spectrum access systems.

4. The method of claim 3, wherein a total protection
percentile is greater than or equal to 0.95.

5. The method of claim 1, wherein p is equal to 0.95.

6. The method of claim 1, wherein radio frequency
spectrum shared by the plurality of spectrum access systems
comprises a 3.5 GHz Citizens Broadband Radio Service in
the United States.

7. A system, for independently managing wireless trans-
mission by an individual spectrum access system in a radio
frequency spectrum shared by a plurality of spectrum access
systems, comprising:

a processor that determines an interference budget t;;

a management module, stored in memory and coupled to

the processor, that:

receives the interference budget t; from the processor;

manages a move list for the spectrum access system
independently of other spectrum access systems in
an absence of exchange of spectrum grant informa-
tion with the other spectrum access systems; and
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determines the move list for the spectrum access sys-
tem from a first moment and a second moment of an
aggregate interference distribution such that the
spectrum access system provides grants to its sec-
ondary users in the neighborhood of a dynamic
protection area of the spectrum access system accor-
dion to

3p

a; 8(1_—p) +u; =1,

wherein p; is a mean of a received power of secondary
users managed by the spectrum access system in the

dynamic protection area, G; is a square root of a

variance of the received power, and p is a protection
percentile for an incumbent in the dynamic protection
area; and

a determination engine, stored in memory and coupled to

the processor, that:

determines secondary users managed by the spectrum
access system in the radio frequency spectrum
shared by the plurality of spectrum access systems
comprising the spectrum access system and the other
spectrum access systems; and

suspends secondary users on the move list for the
spectrum access system from emitting radio fre-
quency signals in the radio frequency spectrum
shared by the plurality of spectrum access systems.

8. The system of claim 7, further comprising protecting
the incumbent in the shared radio frequency spectrum in the
dynamic protection area from aggregate interference
exceeding a protection threshold from secondary users man-
aged by the plurality of spectrum access systems.

9. The system of claim 8, wherein a total protection
percentile is greater than or equal to 0.95.

10. The system of claim 7, wherein p is equal to 0.95.

11. The system of claim 7, wherein radio frequency
spectrum shared by a plurality of spectrum access systems
comprises a 3.5 GHz Citizens Broadband Radio Service in
the United States.

12. Non-transitory computer storage media storing
instructions for execution by a system of one or more
processors, the system being included in a spectrum access
system, and the instructions causing the one or more pro-
cessors to perform operations comprising: determining, by
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the spectrum access system, an interference budget t;; deter-
mining, by the spectrum access system, secondary users
managed by the spectrum access system in a radio frequency
spectrum shared by a plurality of spectrum access systems
comprising the spectrum access system and other spectrum
access systems; managing, by the spectrum access system, a
move list for the spectrum access system independently of
the other spectrum access systems in an absence of exchange
of spectrum grant information with the other spectrum
access systems; and determining, by the spectrum access
system, the move list for the spectrum access system from
a first moment and a second moment of an aggregate
interference distribution such that the spectrum access sys-
tem provides grants to its secondary users in the neighbor-
hood of a dynamic protection area of the spectrum access
system according to

3
Tj —=r +pj <1,
8(1-p)

wherein 1; is a mean of a received power of secondary
users managed by the spectrum access system in the
dynamic protection area, G; is a square root of a
variance of the received power, and p is a protection
percentile for an incumbent in the dynamic protection
area.

13. The non-transitory computer storage media of claim
12, the operations further comprising suspending, by the
spectrum access system, secondary users on the move list for
the spectrum access system.

14. The non-transitory computer storage media of claim
12, the operations further comprising protecting the incum-
bent in the shared radio frequency spectrum in the dynamic
protection area from aggregate interference exceeding a total
protection threshold from secondary users managed by the
plurality of spectrum access systems.

15. The non-transitory computer storage media of claim
14, wherein a total protection percentile is greater than or
equal to 0.95.

16. The non-transitory computer storage media of claim
12, wherein p is equal to 0.95.

17. The non-transitory computer storage media of claim
12, wherein radio frequency spectrum shared by a plurality
of spectrum access systems comprises a 3.5 GHz Citizens
Broadband Radio Service in the United States.
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