
Usability	Evalua-on	of	Biometric	
Recogni-on	Systems	

	
Ramon	Blanco-Gonzalo,	U.	Carlos	III	Madrid	
Belen	Fernandez-Saavedra,	Cirrus	Logic	
rbgonzal@ing.uc3m.es	
hBp://guF.uc3m.es/ramon_blanco-gonzalo	



1.  	The	need	to	evaluate	HCI	in	biometrics	

2.  	Usability	and	HCI	influence	on	performance	

3.  	The	need	of	a	proper	methodology	

4.  	H-B	interacCon	tesCng	of	biometric	systems	

5.  	Conclusions	

Contents	



	

	-Performance	tes-ng	

	-Conformance	tes-ng	

	-Security	tes-ng	

	-Privacy	tes-ng	

	-Usability	tes-ng	
	-…	

Biometric	Evalua-ons	1.	The	need	to	evaluate	HCI	in	biometrics	

Technical	performance:	error	throughput	rates	

Determine	if	specific	requirements	are	fulfilled	

Security	requirements,	vulnerabili-es,	etc.	

Privacy	regula-ons	about	personal	informa-on	

Users	–	Biometric	system	interac-on	



Usability	Tes-ng	1.	The	need	to	evaluate	HCI	in	biometrics	

What	is	Usability?	
				“The	extent	to	which	a	product	can	be	used	by	specified	users	to	achieve	specific	

goals	with	effecCveness,	efficiency,	and	saCsfacCon	in	a	specified	context	of	
use."	(ISO	9241-11:1998)	

Users	use	final	products.	Overlook	usability	may	cause	misuses	and	
rejec<on	of	the	technology	

	
Usability	tes<ng	and	Influence	of	Usability	(or	HCI)	on	Biometrics	

performance	is	not	the	same…	



Differences	2.	Usability	and	HCI	influence	on	Performance	

Usability	Tes<ng	 HCI	influence	on	
Performance	

•  Focused	on	the	user	
•  User	sa-sfac-on	as	main	goal	

•  Widely	applied	

•  Standardized	defini-ons	and	methodologies:	

•  ISO	9241	mul--part	standard	

•  SQuaRE	–	CIF	

•  Not	Biometrics-specific	
	
	
	
	

•  Focused	on	the	system	performance	

•  Improve	results	as	main	goal	

•  Not	widely	applied	(?)	

•  Non	standardized	defini-ons	or	
methodologies:	

•  Applica-on	of	defini-on	(ISO	9241)	

•  Biometrics-specific	
	
	
	
	



Main	Works	2.	Usability	and	HCI	influence	on	Performance	

HBSI 
-First	Works	in	usability-biometrics	
-Several	studies	based	on	the	ISO	9241	
-Huge	contribu-on	to	standards	

-SQuaRE	–	CIF	(25062,	63,	64,	66,	etc.)	
-ISO	9241	mul-part	
-SC	37-TR	29156:	Usability	Considera-ons	
-Not	a	proper	methodology…	

-Usability	model	based	on	ISO	9241	
-Focused	on	the	FTA	
-Great	contribu-on	
-Not	standardized	

-NIST	and	HBSI	as	references	
-Usability-Performance	Methodology	
-SC	37	–	PNWI	in	Biometrics	-	Usability	

Usability	
Tes<ng	

Usability	
Tes<ng	

HCI	influence	on	
Performance	

HCI	influence	on	
Performance	

Usability	
Tes<ng	

HCI	influence	on	
Performance	



How	to	Evaluate	3.	The	need	of	a	proper	methodology	

I	want	to	measure	the	HCI	influence	on	the	
Biometric	system	performance…BUT…	

•  Applying	tradi-onal	usability	tes-ng?	Then…what	about	the	
influence	on	performance?	

•  There	are	several	metrics	to	measure…but	how	to	proceed?	

•  Several	different	approaches…How	should	I	start?	

•  Applying	the	ISO/IEC	19795?	Then…what	about	the	usability?	



Defini-on	4.	H-B	interac-on	tes-ng	of	biometric	systems	

H-B	interacFon	tesFng	is	a	kind	of	funcFonal	test	in	which	a	set	of	users	interact	
with	a	biometric	system(s)	with	the	objecFve	to	calculate	the	accuracy	and	
speed	of	the	recogniFon	algorithms	when	one	or	more	of	the	following	
circumstances	occur:	

HB-i	

CharacterisFcs	related	to	the	Biometric	Capture	Device	
have	been	modified	

Human	beings	or	their	biometric	characterisFc	
have	certain	aBributes	

Other	factors	related	to	the	H-B	interacFon	process	
itself	have	been	modified.	

1

2

3



Defini-on	4.	H-B	interac-on	tes-ng	of	biometric	systems	

•  Factors	(NIST,	19795-3,	HBSI)	
•  Human,	Biometric	system,	H-B	interacFon	

•  Metrics	(9241,	HBSI,	19795)	
•  EvaluaCon	Model	->	Target	vs	Reference	
	
•  EvaluaCon	CondiCons	SpecificaCon	

•  DefiniFon	of	CondiFons	
•  SelecFon	of	CondiFons	
•  Reference	and	Target	EvaluaFon	CondiFons	
•  GeneraFon	and	Control	of	CondiFons	

•  Fundamental	Requirements	for:		
•  Planning	a	HB-i	tesFng	
•  ExecuFng	a	HB-i	tesFng	
•  ReporFng	a	HB-i	tesFng	

	
	

HB-i	

ISO/IEC	19795	

-Scenario	Evalua-on	
-Online	Tes-ng	



Factors	4.	H-B	interac-on	tes-ng	of	biometric	systems	 HB-i	

Human	

System	

Interac-on	

Physical	

Behavioura
l	

Condi-on	
Experience	

Demographics	

Accessibility	
…	

…	

Sofware	

Hardware	

Interface	

Process	
…	

Ergonomics	

Loca-on	
…	

H-B	capture	
H-B	system	
Environment	

Presenta-on	

Guidance	

Training	
Condi-ons	

…	

Type,	varia-ons	and	examples.	
Many	posible	changes	

Need	of	constant	update	



Factors	
(ex.)	

4.	H-B	interac-on	tes-ng	of	biometric	systems	 HB-i	

Type	 Possible	variations	 Examples	

Behavioural	

Speech	
Language	 	 Dialect,	accent	

Voice	 	 Expression,	intonation,	volume,	
pitch	

Condition	 Temporal	 Emotions	
Stress,	tension,	mood,	fear,	
euphoria,	motivation,	social	
influence,	acceptation,	trust	

Permanent	 	 Patience,	intelligence	

Movements	or	
changes	

Voice	 	 Misspelling,	talk	loud	

Physical	 	 Facial	expressions,	poses,	
positioning	

Experience	

Habituated	 	 Use	of	biometrics	

Non-Habituated	

With	
technical	
knowledge	

Engineers,	technical	experts	

Without	
technical	
knowledge	

Non	technology	users	

Physical	

Anthropometric	
data	

Body	dimensions	 	 Tall,	thin	

Physical	features	 	
Eyes	color,	hair	color,	language	

accent,	human	laterality	

Demographics	

Age	 	 Children,	seniors	

Gender	 	 Men,	women	

Ethnic	origins	 	
Caucasian,	Afro-Americans,	

mongoloid	

Occupation	 	 Hand-works,	under	stress	

Interaction-
influential	

Fixed	

Natural	

Hair	(beard,	head,	eyebrows,	
moustache),	nails,	birth	marks,	
loss	of	voice,	bruises,	sties,	

allergies,	reflex	

Artificial	
Tattoos,	piercings,	clothes,	
contact	lens,	surgeries	

Non-fixed	

Artificial	 Piercings,	glasses,	handkerchiefs	

Natural	 Sweeting	

Accessibility	
concerns	

Temporal	

Long	term	 Pregnancy,	ictus	

Short	term	 Dizziness,	vertigo,	tiredness	

Type	 Possible	variations	 Examples	

	



Metrics	4.	H-B	interac-on	tes-ng	of	biometric	systems	 HB-i	

HBSI 

ISO	9241	

ISO/IEC	19795	

Interac-on	metrics	

Performance	
related	metrics	

HBSI 

Tradi-onal	metrics.	Error	rates	and	Throughput	rates	

HBSI	interac-on	metrics*	
Erroneous	presenta-on:	DI,	CI,	FI	
Correct	presenta-on:	FTD,	FTP,	SPS	

*Con-nuously	updated	



Defini-ons	4.	H-B	interac-on	tes-ng	of	biometric	systems	 HB-i	

HB-i Factor “any	characterisFc,	feature,	property	or	condiFon	of	human	beings,	
biometric	systems	or	their	interacFon	processes	that	may	influence	
on	biometric	system	performance”	

Factor 
specification 

“detailed	descripFon	of	the	design,	feature,	property	or	condiFon	
of	a	specific	H-B	interacFon	factor”	

This	descrip-on	defines	the	factor	and	its	possible	varia-on	unequivocally.	Depending	on	the	type	
of	evalua-on	condi-on	the	specifica-on	can	be:	
	
•  A	reference	specifica<on.	This	is	the	factor	specifica-on	established	for	reference	evalua-on	

condi-ons.	
•  A	target	specifica<on.	This	is	the	factor	specifica-on	defined	for	target	evalua-on	condi-ons.	



Defini-ons	4.	H-B	interac-on	tes-ng	of	biometric	systems	 HB-i	

Evaluation 
conditions 

“each	of	the	condiFons	which	involve	a	different	H-B	interacFon	
circumstance	and	which	are	tested	for	analysing	their	influence	on	
biometric	system	performance”	

•  Reference	evalua<on	condi<ons	(REC).	These	evalua-on	condi-ons	entail	the	analysis	of	a	
reference	specifica-on	for	the	H-B	interac-on	factor(s)	under	test.	For	these	condi-ons	the	
biometric	system	is	analysed	to	obtain	baseline	performance	metrics	for	making	comparisons.	

	
•  Target	evalua<on	condi<ons	(TEC).	These	evalua-on	condi-ons	involve	the	analysis	of	the	

target	specifica-on	for	the	H-B	interac-on	factor	under	test.	For	these	condi-ons	the	
biometric	system	is	analysed	to	obtain	performance	metrics	for	studying	the	influence	of	one	
or	more	H-B	interac-on	factor(s),	by	comparing	with	the	results	obtained	at	the	REC.	

Parties 
involved 

“enFFes	or	organizaFons	(the	test	laboratory	conducFng	the	evaluaFon	
and	the	developer	or	customer	who	requests	the	evaluaFon)	interested	in	
the	evaluaFon	and	have	responsibiliFes	in	the	evaluaFon	process.”	



Model	4.	H-B	interac-on	tes-ng	of	biometric	systems	 HB-i	

1.	Test	subjects	interact	with	the	biometric	system.	
2.	Biometric	system	recogni-on	outcomes	and	the	test	subjects'	interac-ons	are	recorded.		
3.	Then,	it	is	possible	to	determine	the	biometric	system	performance	in	addi-on	to	HCI	metrics	for	
the	specific	evalua-on	condi-ons.		

4.	The	comparison	between	results	of	REC	and	TEC	shows	whether	the	biometric	system	is	
influenced	by	the	analysed	H-B	interac-on	factor,	as	well	as	quan-fies	this	influence.	



Evalua-on	Condi-ons	
Specifica-on	

4.	H-B	interac-on	tes-ng	of	biometric	systems	 HB-i	

Defini<on	of	the	evalua<on	condi<ons:	determining	which	H-B	interac-on	factors	will	be	
assessed	during	the	experiments			

Factors	depending	on	the	biometric	capture	device	
Factors	depending	on	human	beings	

Factors	depending	on	human-system	interac-on	

Factor	
Defini<on	
Possible	varia<ons	

Selec<on	of	the	evalua<on	condi<ons:	determining	which	H-B	interac-on	factors	will	be	
assessed	during	the	experiments			

•  Shall	be	done	by	the	par-es	involved	in	the	evalua-on.		
•  This	decision	should	be	based	on	several	parameters:	the	biometric	modality	of	the	system	

under	test,	the	type	of	technology	used	by	its	capture	device,	the	target	applica-on,	as	well	as	
the	target	popula-on	(refer	to	ISO/IEC	TR	19795-3	which	lists	factors	that	can	impact	biometric	
performance	for	the	most	relevant	modali-es).	



Evalua-on	Condi-ons	
Specifica-on	

4.	H-B	interac-on	tes-ng	of	biometric	systems	 HB-i	

Reference	Evalua-on	Condi-ons	(REC)	

Target	Evalua-on	Condi-ons	(TEC)	

Conven-onal	 condi-ons	 when	 the	 opera-onal	 condi-ons	 are	 similar	 for	 enrolment	 and	
recogni-on	 processes,	 or	 values	 according	 to	 the	 real	 enrolment	 condi-ons	 when	 the	
enrolment	is	executed	in	par-cular	controlled	condi-ons.	Not	Always	covered	by	HB-i.	

Enrollment	

The	reference	specifica-on	for	recogni-on	evalua-on	condi-ons	shall	be	iden<cal	to	the	
enrolment	 evalua<on	 condi<ons	 except	 when	 enrolment	 is	 carried	 out	 in	 par-cular	
controlled	condi-ons.	

Recogni-on	

When	the	purpose	of	the	evalua-on	includes	the	comparison	of	the	enrolment	process	for	a	
specifica-on	of	factors	different	from	the	reference	specifica<on.		

Enrollment	

Shall	be	selected	by	par<es	involved	in	the	evalua-on	according	to	the	par-cular	factors	and	
their	possible	varia-ons	that	are	going	to	be	tested	Recogni-on	



Evalua-on	Condi-ons	
Specifica-on	

4.	H-B	interac-on	tes-ng	of	biometric	systems	 HB-i	

Genera<on	of	the	evalua<on	condi<ons:	For	conduc-ng	the	scenario	
evalua-on	in	each	evalua-on	condi-on,	the	specifica-on	of	the	relevant	factors	shall	be	sa-sfied.	

•  For	factors	that	depend	on	the	biometric	capture	device	it	is	essen-al	to	prepare	the	system	as	
indicated.	It	may	require	the	usage	of	a	proper	structure	which	models	the	desired	loca-ons.	

	
•  For	factors	that	depend	on	the	human	beings	it	is	necessary	to	provide	the	test	subjects	with	

the	corresponding	physical	element	or	chemical	product	and	explain	them	how	to	proceed.	In	
some	cases	it	is	not	possible	to	provide	a	par-cular	element	(e.g.	piercings),	so	test	subjects	
composing	the	test	crew	shall	be	selected	according	to	the	defined	characteris-cs.		

	
•  For	factors	that	depend	on	the	interac<on	process	it	is	necessary	to	develop	guidelines	for	

instruc-ng	test	subjects	about	how	they	must	present	their	biometric	characteris-cs	to	the	
biometric	capture	device	in	compliance	with	the	evalua-on	condi-ons	specifica-ons.	



Evalua-on	Condi-ons	
Specifica-on	

4.	H-B	interac-on	tes-ng	of	biometric	systems	 HB-i	

Control	of	the	evalua<on	condi<ons:	it	is	required	to	control	exhaus-vely	
that	test	subjects	proceed	according	to	the	evalua-on	condi-ons.	

•  For	factors	that	depend	on	the	biometric	capture	device	test	operators	shall	check	that	the	
biometric	capture	device	is	placed	as	it	has	been	specified	for	the	evalua-on	condi-ons	which	
have	being	tested	at	that	moment.	

	
•  For	factors	that	depend	on	the	human	beings	operators	shall	check	that	users	are	proceeding	

properly.	It	depends	on	the	exact	evalua-on	condi-ons	to	test.	
	
•  For	factors	that	depend	on	the	interac<on	process	it	is	necessary	to	develop	guidelines	for	

instruc-ng	test	subjects	on	how	to	present	their	biometric	characteris-cs	to	the	biometric	
capture	device	in	compliance	with	the	evalua-on	condi-ons	specifica-ons.	



Requirements	4.	H-B	interac-on	tes-ng	of	biometric	systems	 HB-i	

Fundamental	
Requirements	for	

PLANNING	

EXECUTING	

REPORTING	

•  Define	evalua-on	objec-ves	
•  Opera-onal	environment	
•  Test	crew	
•  Level	of	effort	
•  Test	procedures	and	

execu-on	sequence	
•  Error	protocols	
•  Data	to	record	and	results	

•  Pre-test	ac-vi-es	
•  Test	ac-vi-es	(visit	1,	2,…)	
•  Post-test	ac-vi-es	

•  Test	plan	
•  Modifica-ons		
•  Final	test	crew	
•  Descrip-on	of	par-cular	factors	
specifica-on	that	has	been	tested.	

•  Specific	evalua-on	configura-ons	
for	each	evalua-on	(e.g.	diagrams)	

•  Test	results	
•  Errors	during	the	experiments.	
•  Any	relevant	comment	on	error	logs.	
•  The	baseline	performance	results.	
•  General	results	and	analysis	
•  Final	conclusions	

per	condi-on	



Conclusions	5.	H-B	interac-on	tes-ng	of	biometric	systems	 HB-i	

A	new	proposal	for	assessing	HCI	influence	on	
biometric	systems	performance	

Currently	in	PNWI	state	within	the	ISO/IEC/JTC1/SC37/
WG5	

Open	for	comments	and	contribu-ons	

Further	inputs	from	Usability	Tes-ng	may	be	
considered	
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Common	Criteria	and	H-B-i	

Common	Criteria	provides	assurance	that	the	process	of	specificaFon,	implementaFon	
and	evaluaFon	of	a	computer	security	product	has	been	conducted	in	a	rigorous	and	
standard	and	repeatable	manner	at	a	level	that	is	commensurate	with	the	target	
environment	for	use	

H-B-i	
Isolate	usability	factors	to	
properly	measuring	their	
influence	in	biometrics	

performance	

Target	Of	Evalua<on	(TOE):	The	TOE	is	the	IT	product,	or	the	part	of	an	IT	
product,	or	the	set	of	IT	products	that	is	going	to	be	assessed	considering	only	
the	selected	configura-on/s	to	be	tested.	

Targe<ng	factors	
TOEs	



Usability/UX/HCI	



Usability	standards	 Non	biometrics-related	
Performance	influences!	

ISO/IEC	25062:2006:	Sofware	engineering	--	Sofware	product	Quality	Requirements	
and	Evalua-on	(SQuaRE)	--	Common	Industry	Format	(CIF)	for	usability	test	reports	
ISO/IEC	TR	25060:2010:	Systems	and	sofware	engineering	--	Systems	and	sofware	
product	Quality	Requirements	and	Evalua-on	(SQuaRE)	--	Common	Industry	Format	
(CIF)	for	usability:	General	framework	for	usability-related	informa-on	
ISO/IEC	 25063:2014:	 Systems	 and	 sofware	 engineering	 --	 Systems	 and	 sofware	
product	Quality	Requirements	and	Evalua-on	(SQuaRE)	--	Common	Industry	Format	
(CIF)	for	usability:	Context	of	use	descrip-on	
ISO/IEC	25064:2013:	Systems	and	sofware	engineering	--	Sofware	product	Quality	
Requirements	 and	 Evalua-on	 (SQuaRE)	 --	 Common	 Industry	 Format	 (CIF)	 for	
usability:	User	needs	report	
	


