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Introduction
Background
In 1986, Congress enacted the Uniformed and Overseas Citizens Absentee Voting Act (UOCAVA), requiring that states and territories allow certain groups of citizens to register and vote absentee in Federal elections: members of the U.S. Uniformed Services and merchant marine, their families, and U.S. citizens residing outside the U.S.

The National Defense Authorization Act (NDAA) for Fiscal Year 2002 tasked the Secretary of Defense with conducting a demonstration project to allow absent uniformed services voters to cast ballots through an electronic voting system. Although this demonstration project was originally intended for use in the 2002 general election for Federal office, the NDAA also granted the Secretary of Defense authority to delay implementation of the demonstration project until the 2004 election. The 2005 NDAA further extended the authority to delay project implementation until the election following the EAC’s establishment of electronic absentee voting guidelines.  

In 2009, Congress passed the Military and Overseas Voter Empowerment (MOVE) Act, allowing the Federal Voting Assistance Program (FVAP) to conduct pilot programs using new and emerging technology to improve the UOCAVA voting process. The MOVE Act also instructed the EAC and NIST to support FVAP’s efforts by providing standards or best practices, and directed the EAC to create a detailed timeline for the development of said guidelines. 

The EAC addressed this request for a timeline in its 2010 “Report to Congress on EAC’s Efforts to Establish Guidelines for Remote Electronic Absentee Voting Systems,” which detailed a roadmap (created in collaboration with FVAP and NIST) for the development of said guidelines. 
Purpose
The purpose of this white paper is two-fold:

1) Respond to the request (page 7) in the “Report to Congress on EAC’s Efforts to Establish Guidelines for Remote Electronic Absentee Voting Systems” that “the EAC and the TGDC, with technical support from NIST, and input from FVAP, will identify high-level, non-testable guidelines for remote electronic absentee voting systems. This effort will focus on the desirable characteristics of such systems and serve as a needs analysis for future pilots and research; and for the purposes of driving industry to implement solutions.” The aforementioned Report to Congress contains the EAC/FVAP/NIST Roadmap for the Development of Remote Electronic Absentee Voting Guidelines, which posits a Spring 2011 date for completion of the high-level UOCAVA Guidelines. 

2) Provide a basic framework of aspirational, high-level guidelines that will lead into requirements for the remote electronic absentee voting demonstration project for military voters. These high-level guidelines are intentionally broad in scope, and should be extensible for future use with a wider segment of the UOCAVA voting population. In the context of the demonstration project, the term “remote electronic absentee voting systems” refers to systems that permit UOCAVA voters to receive, complete, and submit absentee ballots electronically.  

Task
Develop approximately twenty-five high-level guidelines for UOCAVA voting systems in the following areas: voting functions, auditability, quality assurance and configuration management, reliability and availability, usability and accessibility, security, and interoperability. These guidelines shall define overarching principles intended to inform future development of low-level testable requirements for remote electronic absentee voting systems. 

In the context of these high-level guidelines for remote electronic absentee voting systems, “system” is intended to encompass the election process in its entirety, including both administrative procedures and properties of technical equipment.

Guidelines
1 Voting Functions

1) The UOCAVA voting system shall initially allow military voters to vote in the jurisdictions in which they are registered or eligible to vote.  Future efforts may extend coverage to spouses and dependents of military personnel and other UOCAVA civilian voters.

2) The UOCAVA voting system shall count at most one ballot from each voter. If the UOCAVA voting system allows a voter to submit multiple ballots, it shall be clear to the voter which cast ballot will constitute a valid ballot. 

3) Every valid vote on every valid ballot deposited in the electronic ballot box shall be counted exactly once.  

4) The counting process shall accurately count the votes. The counting of votes shall be reproducible. 

5) The UOCAVA voting system shall provide each voter with the correct ballot style. 

2 Auditability

1) The UOCAVA voting system shall create and preserve evidence to enable auditors to verify that it has operated correctly in an election, and to identify the cause if it has not.


Note that no agreement has been reached in the UOCAVA Working Group on the inclusion or exclusion of the following two guidelines:

2) The audit system shall provide the ability to compare records and verify the correct operation of the UOCAVA voting system and the accuracy of the result, in an effort to detect fraud, to prove that all counted votes are authentic and that all authentic votes have been counted as cast.
3) The UOCAVA voting system shall make it possible for voters to check whether their vote was cast and recorded as they intended, and shall make it possible for observers to check whether all cast votes have been counted and tallied correctly.
3 Quality Assurance and Configuration Management

1) The UOCAVA voting system and any components on which it depends shall be fit for the intended use.

2) The UOCAVA voting system shall be developed, monitored and maintained in accordance with applicable best practices for quality assurance (e.g., ISO 9000/9001, CMMI).

3) The deployable configuration of the UOCAVA voting system shall be documented, unambiguous, thoroughly tested, and stable.

4 Reliability and Availability

1) The probability of any critical failure during an election cycle, as well as the compound probability of all critical failures during an election cycle, shall not render the UOCAVA voting system unfit for the intended use.  A critical failure is any functional failure the occurrence of which jeopardizes the validity of the election, or casts doubt on the credibility of the election result.
2) The reliability of the UOCAVA voting system shall be assured through the application of best reliability engineering practices and standard reliability analysis procedures such as functional failure analysis, failure modes and effects analysis (FMEA), and/or Reliability-Centered Maintenance (RCM).

3) The UOCAVA voting system shall contain measures to preserve the availability of its services during the voting process and shall maintain a level of availability that is suitable for the intended use.

4) UOCAVA system manufacturers shall provide customers with adequate spare parts or documentation that identifies suitable equipment for operating the UOCAVA voting system. UOCAVA voting system administrators shall keep adequate spare equipment on hand to maintain availability of service throughout the election.

5) The in-service performance of the UOCAVA voting system shall be monitored to ensure that it remains consistent with the required levels of reliability and availability.

5 Usability and Accessibility

1) User-centered design and testing shall be incorporated throughout the UOCAVA voting system development cycle and as part of the certification process to ensure that systems are easy to use by voters, poll workers, and election officials. User testing shall evaluate system usability and accessibility by including test participants who represent the demographic of interest, such as participants with a wide variety of disabilities, etc. Procedures and documentation for system administration shall be evaluated for usability.   

2) UOCAVA voting systems shall be fully accessible to voters with disabilities based on access features built-in to the voting system. UOCAVA voting systems shall provide interoperability with commonly used Personal Assistive Technology (PAT), but PAT shall play a supplemental rather than integral role in ensuring system accessibility. 

3) UOCAVA voting systems shall make full use of any system design features likely to reduce the opportunity for human error, taking advantage of existing functionality inherent to the underlying system technology. For example, electronic form-filling and automatic error-checking are inherent capabilities of web-based systems, and should be supported by UOCAVA voting systems.

4) The ballot design, as formatted for a specific election, shall adhere to human factors best practices and be tested for usability. For example, electronic ballots should be designed to help voters by reducing cognitive load, shortening ballot completion times, and minimizing opportunity for voter error due to poor ballot design. UOCAVA voting systems shall follow relevant ballot design recommendations from the Election Assistance Commission (EAC)’s report, “Effective Designs for the Administration of Federal Elections” (http://www.eac.gov/assets/1/Page/EAC_Effective_Election_Design.pdf), as well as the American Institute of Graphic Arts (AIGA)’s report, “Top 10 Election Design Guidelines” (http://www.aiga.org/content.cfm/election-design-top-ten).

5) Voters, including those with disabilities, shall be able to vote privately and independently throughout all phases of the voting process: ballot marking, verification, and casting. For voters with disabilities, method of verification must offer the same accessibility accommodations as were used to mark the ballot. For example, if blind voters used the auditory modality to complete the ballot, means of verification shall also be accessible via audition. If low-vision voters used increased font size while voting, verification shall make available fonts of equivalent magnification size, etc. 

6) UOCAVA voting systems shall follow human factors best practices and adhere to current standards and guidelines, such as the Voluntary Voting System Guidelines (VVSG), the World Wide Web Consortium (W3C)‘s Web Accessibility Initiative (WAI), specifically the W3C’s Web Content Accessibility Guidelines (WCAG 2.0), and W3C’s WAI for Accessible Rich Internet Applications (WAI-ARIA). 

7) UOCAVA voting systems shall comply with all relevant legal accessibility requirements.

6 Security

1) The UOCAVA voting system shall strongly authenticate system administrators, election officials, and voters before granting access to sensitive functions (e.g., administrative activities, defining election, vote casting).

2) The UOCAVA voting system shall offer voters a level of ballot secrecy comparable to the current mail-in UOCAVA voting process. That is, a combination of technical controls and procedures shall limit the ability for trusted workers to compromise ballot secrecy on a large scale undetected.

3) The UOCAVA voting system and supporting procedures shall be designed to prevent an undetectable change in the outcome of the election. For example, separation of duties and the decentralized nature of elections limit the impact of security breaches in the current UOCAVA voting process. The UOCAVA voting system shall provide similar assurance through technical and procedural means.

4) The UOCAVA voting system shall be free of known of vulnerabilities and weaknesses which would allow a remote attacker to take control of the system or add, modify, or delete election records.

5) The UOCAVA voting system and supporting procedures shall be designed to prevent malicious software on the voting system server or vote casting terminals from having an undetected impact on election integrity.

6) The security evaluation process for UOCAVA voting systems shall include penetration testing from one or more independent parties.
7 Interoperability
1) Consensus-based standards shall be used to integrate the various technical components or services of a UOCAVA voting system. A localized version of OASIS Election Markup Language (EML) for US elections is expected to be ready for use in 2012. 

2) UOCAVA voting systems shall be thoroughly tested to ensure interoperability with those browsers and operating systems most commonly used by overseas voters. UOCAVA systems shall adhere to current W3C web standards to facilitate compatibility with software used by overseas voters.
Next Steps

The preceding high-level guidelines for UOCAVA voting systems were developed by the TGDC UOCAVA Working Group, with input from staff at the EAC, NIST, and FVAP.  These high-level guidelines are aspirational in nature and are intended to provide a broad and expansive starting platform from which lower-level guidelines can be developed.  Over the next coming months, the TGDC, with technical support from NIST, will continue their research efforts and begin developing testable guidelines for a UOCAVA demonstration project for military voters.
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