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Raise Priority for IoMT to Healthcare Facilities’ Executive Leadership Teams

Make IoMT equivalent in priority for 
all healthcare stakeholders as is IT 
infrastructure, cybersecurity posture, 
or applications.

Recommend the notion of a Chief IOT
Officer and a Federal program office
to manage IOTs.

● IoMTs monitor, detect, inform, and
deliver therapies to patients, therefore,
they deserve just as much attention and
call out as cloud services, for example.

● IoMTs are ignored by healthcare IT
organizations, as the responsibility to
make decisions and/or purchase the
devices is owned by the biomedical
engineering department.

● IoMTs may not undergo strict
infrastructure, privacy, and security
guidelines as to large capital equipment
investments such as MRI scanners.
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Promote Data Exchange Interoperability for IoMT

Promote and, if necessary, develop 
a protocol for data exchange 
standards for IoMT for 
interoperability, and promote the 
adoption of these standards.

● Data exchange standards for IoMT
would result in data interoperability,
which would result in efficiencies and
provide safety benefits that would
encourage the adoption of IoT.

● Coordinate with relevant stakeholders,
including product manufacturers and
healthcare organizations, to ensure
widespread adoption.

● Resistance from healthcare
organizations that have already
invested in an IoT solution

● Resistance from industry
manufacturers because of concerns
about their proprietary solutions and
captive user base.

● NIST

● CISA

● HHS

● Procurement: Prioritize solutions which
adhere to the IoMT data exchange
standard in government contracts

● Tax Incentives: Provide tax benefits to
companies that implement the IoMT
data exchange standard

● Promotion: Promote the IoMT data
exchange standard and educate
healthcare organizations about the
benefits.



HIPAA-like Protection for Medical Data in Mobile Apps and IoT Devices

Enact HIPAA-like protection for 
users’ medical data in mobile 
applications and IoT devices. 
Consider medical data as a 
category for defined data 
protections.
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mobile apps collect users’ sensitive
medical data.

● Consumers tend to believe that this
data is protected similarly to medical
data in a healthcare facility, but it is not.
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● Extend HIPAA protections to these
classes of devices and mobile apps,
or enact a similar type of protection
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industry manufacturers to
restricting the sharing of user
data.
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● Regulation: Enact HIPAA-like
regulations to protect user PHI in
consumer IoT devices and
mobile apps


	Internet of Things Advisory Board Healthcare Subgroup
	Raise Priority for IoMT to Healthcare Facilities’ Executive Leadership Teams
	Promote Data Exchange Interoperability for IoMT
	HIPAA-like Protection for Medical Data in Mobile Apps and IoT Devices




Accessibility Report





		Filename: 

		IoT AB Subteam - Healthcare Recommendations_17May2023.pdf









		Report created by: 

		



		Organization: 

		







[Enter personal and organization information through the Preferences > Identity dialog.]



Summary



The checker found no problems in this document.





		Needs manual check: 0



		Passed manually: 2



		Failed manually: 0



		Skipped: 0



		Passed: 30



		Failed: 0







Detailed Report





		Document





		Rule Name		Status		Description



		Accessibility permission flag		Passed		Accessibility permission flag must be set



		Image-only PDF		Passed		Document is not image-only PDF



		Tagged PDF		Passed		Document is tagged PDF



		Logical Reading Order		Passed manually		Document structure provides a logical reading order



		Primary language		Passed		Text language is specified



		Title		Passed		Document title is showing in title bar



		Bookmarks		Passed		Bookmarks are present in large documents



		Color contrast		Passed manually		Document has appropriate color contrast



		Page Content





		Rule Name		Status		Description



		Tagged content		Passed		All page content is tagged



		Tagged annotations		Passed		All annotations are tagged



		Tab order		Passed		Tab order is consistent with structure order



		Character encoding		Passed		Reliable character encoding is provided



		Tagged multimedia		Passed		All multimedia objects are tagged



		Screen flicker		Passed		Page will not cause screen flicker



		Scripts		Passed		No inaccessible scripts



		Timed responses		Passed		Page does not require timed responses



		Navigation links		Passed		Navigation links are not repetitive



		Forms





		Rule Name		Status		Description



		Tagged form fields		Passed		All form fields are tagged



		Field descriptions		Passed		All form fields have description



		Alternate Text





		Rule Name		Status		Description



		Figures alternate text		Passed		Figures require alternate text



		Nested alternate text		Passed		Alternate text that will never be read



		Associated with content		Passed		Alternate text must be associated with some content



		Hides annotation		Passed		Alternate text should not hide annotation



		Other elements alternate text		Passed		Other elements that require alternate text



		Tables





		Rule Name		Status		Description



		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot



		TH and TD		Passed		TH and TD must be children of TR



		Headers		Passed		Tables should have headers



		Regularity		Passed		Tables must contain the same number of columns in each row and rows in each column



		Summary		Passed		Tables must have a summary



		Lists





		Rule Name		Status		Description



		List items		Passed		LI must be a child of L



		Lbl and LBody		Passed		Lbl and LBody must be children of LI



		Headings





		Rule Name		Status		Description



		Appropriate nesting		Passed		Appropriate nesting










Back to Top



