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NVLAP ON-SITE ASSESSMENT SUMMARY

Please complete this summary and attach it to the original On-Site Assessment Report. ((d\ ’ ’\
DO NOT LEAVE THIS SUMMARY WITH THE LABORATORY. QM q/kj
LU

Laboratory Name: SWS QST Lﬁ’ L’)S LWF Wj\@d Lab Code: JA]TIAL M’@ﬁfw
Fields of Accreditation: M@‘“{ NG SY5Em Tﬁ’ﬁ’ﬁé\@'

Assessor Name(s): {Q CWJ} \75 SWM p %@V/ V Wﬁ’iﬁf\/

Date of Pre-assessment Review of Quality Manual: Mﬂ"v L il 1z2d1\3 , 200 éi'

Date(s) of On-Site Assessment: _ & ENEMN L. 20,2 y K 22 % @ o

("7

- O
This report contains changes to the laboratory’s Scope of Accreditation: [ additions; D‘G@letlons, 133
[ modifications. (Please describe in the On-Site Narrative Summary.) p 2
SUMMARY AND RECOMMENDATIONS: i
o

] The laboratory has no nonconformities and no written response to NVLAP is required. §

s

K The laboratory has nonconformities in the following area(s). | have notified the Eborathdy of thee z
nonconformities and the requirement to respond to NVLAP in writing about thef:lesoluﬁon. ;'

09

i
4 Management requirements 5 Technical re u
s d TO B DETEIY \_&% e
® 4.1  Organization & O 51 General
y 42 Management system O 52 Personnel
% 4.3 Document control 0 53 Accommodation and env:ronmental
O 4.4 Review of requests, tenders and conditions
contracts O 354 Testand calibration methods and
% 4.5 Subcontracting of tests and method validation
calibrations 0 55 Equipment
ﬂ' 4.6  Purchasing services and supplies 0 6.6 Measurement traceability
O 4.7 Service to the customer 0 57 Sampling
C 48 Complaints 0 5.8 Handling of test and calibration items
0 4.9 Control of nonconforming testing 0 8.9 Assuring the quality of test and
and/or calibration work /AL calibration results
0 410 Improvement wepomng the results
52 411 Corrective action
O 4.12 Preventive action )( Annex A. Referencing NVLAP accreditation
ﬁ/ 413 Control of records O Annex B. Implementation of traceability
W 414 Internal audits . policy in accredited laboratories )
% 4.15 Management reviews /4. Other (specify) NIST HB 160 ~22-
]

Based on my findings regarding nonconformities, staff competence, and laboratory procedures, |
recommend that another on-site assessment be performed before this laboratory is granted

kot B, L) 24 SEP 200(,

/" Signature of [ ead Asseg&or
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NVLAP LAB CODE: SLI

National Institute of Standards and Technology
National Voluntary Laboratory Accreditation Program (NVLAP)

SIGNATURE SHEET

Laboratory Name: SysTest Labs Incorporated

Field(s) of Accreditation: Voting System Testing

NVLAP Assessor(s):

Name Signaty,
Richard B. Stump, Lead Assessor WW

Steven V. Freeman m 2 Y

On-Site Assessment Dates: 20, 21 & 22 SEP 2006

Type of Assessment (check one): X Initial ] Renewal [] Monitoring  [[] Other
Note: Please list laboratory personnel present at exit briefing on the back of this page.
Instructions for the Laboratory

Respond in writing within 30 days of the date of this report, addressing all nonconformities documented
by the assessor(s). All nonconformities must be satisfactorily resolved before accreditation may be
granted. See page 2 for guidance and instructions on responding to nonconformities.

The On-Site Assessment Report, the information supplied by you, and the results of any required
proficiency testing will be reviewed by NVLAP with the assistance of technical experts as necessary.
NVLAP is solely responsible for the content of this report and reserves the right to change the findings of
the assessor(s), based on the results of this review. The final evaluation of your laboratory, for the
purpose of deciding whether to approve or deny an initial or a renewal accreditation, will be conducted by
NVLAP. ltis the responsibility of the Authorized Representative to understand and respond with sufficient
information within the required timeframe. Failure to respond may result in the suspension of your
laboratory's accreditation or, in the case of a new laboratory, may delay an accreditation decision.
Questions concerning this response should be directed to NVLAP.

Send your response to: NVLAP
National Institute of Standards and Technology
100 Bureau Drive, Stop 2140
Gaithersburg, MD 20899-2140

Signed Statement

The assessor has discussed the contents of this report with members of the laboratory management who
agree to respond in writing to NVLAP, regarding resolution or correction of any nonconformities noted,

within 30 days of the date of this report. O
Signature of Authorized Representative or designee: /)V//L(A ,Xj M %

J

/
Printed Name: James Nilius, Director, Compliance ngéices
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NVLAP LAB CODE: SLI

Guidance and Instructions on Laboratory Responses

objective evidence demonstrating that the nonconformities have, in fact, been resolved according to the
schedule. All responses must be sent directly to the NVLAP office, not to the assessor(s).

Objective evidence: The laboratory may ask for clarification of a nonconformity either during the closing

NVLAP ON-SITE ASSESSMENT REPORT (REV. 2005-10-27) PAGE 2 OF 17



NVLAP LAB CODE: SLI

ON-SITE ASSESSMENT NARRATIVE SUMMARY

CHANGES TO CURRENT OR REQUESTED SCOPE OF ACCREDITATION
(Additions, Deletions, Modifications)

N/A
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NVLAP LAB CODE: SLI

4.1 ORGANIZATION

SysTest Labs Incorporated (STL) is preeminently positioned to deliver voting system testing
laboratory certification. Two organization charts (file dated 13 SEP 2006) show the
“Organization 2006” relationships for the overview of the company and “Organization 2006
Compliance Services” shows the structure for specific functions that will deliver the voting
system testing for the certification body activities.

Leadership for the NVLAP Voting System Testing Laboratory Accreditation Program (VST
LAP) has been outstanding for the progress displayed by STL for this initial NVLAP
assessment. The NVLAP pre-assessment evaluation, conducted in April of this year,
witnessed a strong indicator of STL’s dedication to pursue NVLAP accreditation. This has
continued and there has been additional visible drive to close on this accreditation during this
NVLAP visit.

SysTest has an outstanding compilation of system documents — Quality System Manual
(QSM), SysTest Labs Procedures (SLPs) and other associated items that address the NVLAP
requirements of NIST Handbooks 150 General and 150-22 VST Program-Specific Checklist.
SLI has provided two procedures SLP TR-01 and SLP TR-02 which describe the training
tracking and competency records for all personnel involved with the delivery of certification
body activities.

4.2 MANAGEMENT SYSTEM

Overall STL’s documented management system addresses each of the Section 4.0
Management Requirements for accreditation for NIST Handbook 150. Its current quality
manual was issued on 13 JUN 2006 and is Rev. 0.0.4. : ,

tW 6.0 (7 /L/J%
SysTest Labs has published a Mission Statement and List of Values indicating its
management commitments.

Some improvements are underway with the quality system management documentation
(QSM) as a result of this NVLAP assessment and are documented in the “Comments and
Nonconformities” sections of the individual checklists.

NVLAP ON-SITE ASSESSMENT REPORT (REV. 2005-10-27) PAGE 4 OF 17



NVLAP LAB CODE: SLI

4.3 DOCUMENT CONTROL

SysTest Labs understands the requirements for tight document control and shows evidence
of this in its overall documented program. Some items, such as Master Lists and a few SLPs,
must be given more specific document control. These needs have been discussed and
identified with SysTest management.

This is an area that requires some attention to put SysTest Labs into proper control of its VST
LAP program documentation.

4.4 REVIEW OF REQUESTS, TENDERS AND CONTRACTS

Overall SysTest Labs has properly addressed this part of its initial dealing with customers.
Some fine tuning occurred during the NVLAP assessment putting items needing attention into
proper order.

The two major, controlling documents for SysTest Labs is its QSM Section 4.4 and SysTest
Labs procedure SLPQS-11. SysTest Labs must make sure to conduct proposal reviews for
its subcontractors; deviations; and changes to work after commencement of work.

NVLAP ON-SITE ASSESSMENT REPORT (REV. 2005-10-27) PAGE 5 OF 17



NVLAP LAB CODE: SLI

4.5 SUBCONTRACTING OF TESTS AND CALIBRATIONS

SysTest Labs has challenges in this area of its VSTL program. It has associated with capable
subcontracting test labs to perform special testing needs. But ensuring the capabilities of
these labs will require specific determination of NVLAP needs, especially whether the
subcontracting labs have proper credentials for the testing to be done.

This is a critical area for SysTest Labs as it is heavily dependent on its contractor labs for its
complete array of testing. NVLAP is very interested in the outcome of SysTest Labs’
decisions with the possibilities and final decisions arrived at by STL.

4.6 PURCHASING SERVICES AND SUPPLIES

This area is reported by SysTest Labs as a small part of the total program, considering the
focus on the NIST HDBK 150 document and SysTest Labs’ line of business. Discussion
centered on the paper products used to test customer equipment and movers used to
transport testing equipment.

SLP-QS-10 is the main document describing SysTest Labs’ purchasing of services and
supplies, and will be revised to include the current understanding of this area.

NVLAP ON-SITE ASSESSMENT REPORT (REV. 2005-10-27) PAGE 6 OF 17



NVLAP LAB CODE: SLI

4.7 SERVICE TO THE CUSTOMER

SysTest Labs is on target with its approach to service to its customers. Documents providing
direction for this area include SLP-QS-12 and QSM 4.7.

SysTest Labs is attentive in its involvement with its customers and has two surveys to gather
input to improve its customer relationships. SLP-QS-12 also addresses SysTest Labs’
approach to customer service.

4.8 COMPLAINTS

SysTest Labs has taken a very strong approach to addressing and handling customer
complaints through establishing a program to further enhance its attention, through the
Concerns_Discrepancy Report_Complaints (C_DR_C) Form. This form allows for proper
documentation of complaints and ensures tracking and closure will be handled efficiently.
SLP-QS-08 documents this program to aid in its further implementation.

One key manager was unaware of the existence of the C_DR_C Form, but referred to use of
a SCRDF form that was not included in any other reviews of SysTest Labs’ documentation,
Another key manager was familiar with SysTest Labs initiation of the C_DR_C Form, but was
not totally certain of all of its uses.

NVLAP ON-SITE ASSESSMENT REPORT (REV. 2005-10-27) PAGE 7 OF 17



NVLAP LAB CODE: SLI

4.9 CONTROL OF NONCONFORMING TESTING WORK

SysTest Labs documents nonconforming testing work with Form QS-08 which provides very
effective and complete attention to addressing this essential activity. The nonconformity
program begins with the process described in SLP-QS-08.

4.10 IMPROVEMENT

SysTest Labs’ focus on improvement is contained in SLP-QS-12. During this NVLAP
assessment many improvements were witnessed that show SysTest Labs has given
continuous attention to improvement, when considering such activities as:

* The use of the C_DR_C form

» The system to track personnel competency achievements (SLP-TR-02)

NVLAP ON-SITE ASSESSMENT REPORT (REV. 2005-10-27) PAGE 8 OF 17




NVLAP LAB CODE: SLI

4.11 CORRECTIVE ACTION

SysTest Labs’ corrective action program ties directly with its control of nonconforming testing
work attention. SysTest Labs understands and has applied a strong approach to corrective
action, mainly found in SLP-QS-09.

The current program emphasizes root cause analysis and the establishing of
countermeasures. And, finally the evaluating the effectiveness of corrective action is included
in the list of activities to give closure when the actions have produced the proper effect.

4.12 PREVENTIVE ACTION

SysTest Labs understands the differences and similarities between corrective action and
preventive action. SysTest Labs is poised to properly apply preventive action to the potential
problems that might come along. This activity is still in its infancy as far as application goes.

NVLAP ON-SITE ASSESSMENT REPORT (REV. 2005-10-27) PAGE 8 OF 17



NVLAP LAB CODE: SLI

4.13 CONTROL OF RECORDS

Overall SysTest Labs has a strong control of records program. The program has been
developed in SLP-QS-03. This is an area where several document were found to be out of
the current program either in identification or in a release that was not identified as final.

SysTest Labs understands the details of meeting the document control needs and will correct
this as part of this assessment.

4.14 INTERNAL AUDITS

SysTest Labs must significantly strengthen its program for internal audits, beginning with
comprehensive training it the structured program and attendant training required both from
the outside and for SysTest Labs internal auditors.

SysTest Labs did not conduct an internal audit that met the NVLAP requirements prior to this
assessment and must do so, following the exact details as one input to the corrective actions
for this assessment.

SLP-QS-05 will require upgrading to address the details needed for a proper internal audit as
well.

NVLAP ON-SITE ASSESSMENT REPORT (REV. 2005-10-27) PAGE 10 OF 17




NVLAP LAB CODE: SLI

4.15 MANAGEMENT REVIEWS

SysTest Labs did not conduct a management review prior to this NVLAP assessment and will
need to do so as part of its corrective actions to NVLAP. NIST Handbook 150 requirements
for items to address at SysTest Labs’ management reviews are very detailed, requiring
considerable analysis of data.

SysTest Labs will have to upgrade its documents describing management reviews to stay on
target for this activity.

NVLAP ON-SITE ASSESSMENT REPORT (REV. 2005-10-27) PAGE 11 OF 17



NVLAP LAB CODE: SLI

5.1 GENERAL

There are no technical requirements for SysTest Labs in this section.

5.2 PERSONNEL

SysTest Labs’ main documentation of its programs involving its personnel activities are found
in QSM 5.2 AND SLPs TR-01 and TR-02. Overall, SysTest Labs’ present a strong team to
address the needs of the VST LAP Program. The interviews conducted by NVLAP were very
impressive with respect to the knowledge and involvement of each one in the NVLAP
program,

Interviews of Compliance Services personnel at SysTest Labs included:

 Mr. Jef Knutson, NVLAP Quality Manager

Mr. Darrick Forester, NVLAP Team Leader — Hardware

Ms. Jo Johnson, NVLAP Team Leader — Source Code Review
» Ms. Jenn Garcia, NVLAP Team Leader — Voting Specialists

e Mr. Mike Santos, NVLAP Team Leader — ITA Validations

(As taken from Organization Chart, “Organization 2006 Compliance Services,” dated 13 SEP
2006.)

NVLAP ON-SITE ASSESSMENT REPORT (REV. 2005-1 0-27) PAGE 12 OF 17




NVLAP LAB CODE: SLI

5.3 ACCOMMODATION AND ENVIRONMENTAL CONDITIONS

Under the core requirements, SysTest operations are largely under standard office conditions.
They need and have adequate space for the separation of clients and, under their document
control program, provide separate storage of vendor files under secure conditions.

One core requirement, the Environmental Operating Temperature test, encompasses the
Accuracy, Maintainability, and Reliability tests. The 48 hour operational environmental test
component requires an environmental chamber adequate for SysTest personnel to perform
the test in conditions of changing temperatures and voltages. SysTest subcontracts an
environmental lab for the use of a chamber and technicians qualified to maintain and monitor
the environmental conditions for the test. Within the subcontracting, processes required
under NIST HDBK 150, Section 5.2 and this section need to be established, monitored, and
recorded, and reported to ensure required control of the temperature, humidity, and power
variations of this test the Mil-Std 810 criteria specified for the test.

5.4 TEST AND CALIBRATION METHODS AND METHOD VALIDATION

SysTest has held a prior accreditation for testing to the Voting System Standards — 2002. In
general, test methods and processes are in place for of the 2002 standards and many of them
are well defined but require minor changes to bring them in compliance with NIST HDBK 150
and 150-22. Principle changes are:

a. Provide and document test validation of methods and vendor supplied tests, diagnostics,
and simulations

b. Identifying sampling criteria where needed, especially for vendor test case review

c. Identifying and reporting variations to the approved test methods.

Missing test cases/procedures

Availability (reporting the predicted Ai parameter)

New VVSG 2005 requirements and changes to old tests to meet 2005 criteria.

Operational Status Check procedure/test case
Corrections::

1. The parallel operation of the Accuracy, 48 Environmental, Reliability tests under the
Hardware Environmental Test

2. Confirming accuracy for “This rate applies to the voting functions and supporting
equipment that capture, record, store, consolidate, and report” to include ballot
images and backup memory and consolidated reporting

NVLAP ON-SITE ASSESSMENT REPORT (REV. 2005-10-27) PAGE 13 OF 17




NVLAP LAB CODE: SLI

5.5 EQUIPMENT

Equipment identified, other than the vendor supplied equipment for the test, is limited under
the core requirements. The tests requiring extensive test equipment are under the tests
which are subcontracted to accredited labs. (Note: however, the Environmental Operating
test as an exception where SysTest will be performing the test under contracted services. At
this time, the equipment requirements are expected to be supported by the subcontractor but
additional attention may need to be paid in the subcontracting conditions).

An exception that is being developed is the use of a ‘snifer’ for telecommunications and
security testing. As this and other more sophisticated test tools are adopted in the test
methods and procedures, requirements for monitoring this equipment and its appropriateness
will need to be developed but its use was not well enough defined in the current assessment
to be included at this time.

5.6 MEASUREMENT TRACEABILITY

Measurement traceability is an requirement that is primarily the responsibility of accredited
labs performing tests that are outside the VSTL core requirements. However, we include the
need for the trace cross-references between requirements, test methods, and documents.
SysTest has an extensive use of trace matrices to identify, track, and report test campaign
components. The only significant issue is the need to complete the work to identify and
complete the trace matrix analysis of the VVSG 2005 requirements to ensure completion of
required procedures and test methods and to support test campaign reporting.

NVLAP ON-SITE ASSESSMENT REPORT (REV. 2005-10-27) PAGE 14 OF 17



NVLAP LAB CODE: SLI

5.7 SAMPLING

Sampling has not been recognized in the past. SysTest has already identified that
procedures need to be identified and applied to test cases and the reports but this needs to
be completed. Sampling activity was identified for:

Reviewing and validating vendor tests.
Selecting combinations of voting ballot logic and variations for test cases that provide
adequate coverage of all requirements.

5.8 HANDLING OF TEST AND CALIBRATION ITEMS

SysTest has strong procedures for the check-in, tracking, and configuration management of
the units under test. There are relatively few test equipment and software items not provided
by the client vendors for specific tests but SysTest needs review validation requirements for
those items.

A minor item was noted in the Test Report to identify the condition of the equipment received.

The Operational Status Check is mentioned under Test Methods but this item is important
through out the test campaign for verifying that the equipment used is fully operational and
has not developed defects under the various tests, especially the more physically challenging
hardware tests but also before major system or functional tests.

The configuration of COTS, especially the operating system, drivers, and utilities needed by
the voting applications needs to be developed further. The procedures and test cases were
missing the requirement to review and document the COTS installation choices and updates
required for the installation of the application and that the COTS configuration needs to be
reported in the final report. Growing security issues require that the test environment
represented by the COTS elements be controlled and defined to detect changes and reduce
security vulnerabilities. Although specific procedures in the Test cases were not found, some
of the security items indicated an awareness to this problem is present.

NVLAP ON-SITE ASSESSMENT REPORT (REV. 2005-10-27) PAGE 15 OF 17




NVLAP LAB CODE: SLI

5.9 ASSURING THE QUALITY OF TEST AND CALIBRATION RESULTS

Reviews and procedures are well establish to ensure the tracking. No current calibration is
required under the VSTL core requirements but may become necessary under the
development of the contracting for the environmental chamber for the core Environmental
Operating tests. Also, procedures may need to be developed in the near future for the ‘snifer’
and other new tools being acquired for security and telecommunication testing.

5.10 REPORTING THE RESULTS

The Qualification Test Report Template matches closely with the Voting system standards
(VSS 2002 and VVSG 2005) requirements but needs minor updates to reflect NIST HDBK
150 and 150-22 details requirements for the reporting. The NIST HDBK issues such 5.10.2
are simple administrative formatting guidelines that support better integrity of the reports and
complement current formatting from the voting system requirements. Missing content
identified are:

System capacity,
Identification of other equipment as needed not part of the system definition but providing
support for the use in voting operations.
Required statements on acceptability of the system design and construction and reporting
Availability
Identifying variations or changes to approved test methods used in the testing.
Sampling criteria
Test Data Analysis and raw test data (may require further development or interpretation of
the requirement).
For 2005 VVSG, development of the Trace Requirement matrix identified under Test
Methods section above.

Recognizing branding restrictions (App A of HDBK 150) for variations of reports which may
eteurs

NVLAP ON-SITE ASSESSMENT REPORT (REV. 2005-10-27) PAGE 16 OF 17




NVLAP LAB CODE: SLI

ANNEX A.
REFERENCING NVLAP ACCREDITATION

SysTest Labs will address these NVLAP requirements in references made in NIST Handbook
150-22, paragraph 4.2.2g).

ANNEX B.
IMPLEMENTATION OF TRACEABILITY POLICY IN ACCREDITED LABORATORIES

This Annex is N/A for SysTest Labs.

NVLAP ON-SITE ASSESSMENT REPORT (REV. 2005-10-27) PAGE 17 OF 17




VST LAP Assessment for SysTest Labs, LLC

The Voting System Testing Laboratory Accreditation Program
Certification Assessment Agenda

TIME | LA | TE | NIST
HDBK 150 | Activities for VST LAP Accreditation STL Additional
(Clause)® Contact(s) Support
8:30 X |X Opening Meeting / Introductions Brian Phillips | o SysTest Labs
AM ® SysTest Labs (STL) contact people Team
e SysTest Labs organization (software)
e SysTest Labs scope of VST LAP ® Precept
accreditation Technology
e Establish SysTest Labs documents Representative
‘of record for this assessment (hardware)
e Review agenda for three days
¢ Plans for Closing Meeting
9:30 X X v~ ] Facilities Tour of Denver Operations SysTest Labs Team
10:30 [ X | X [47&427 Organization & Management System Brian Phillips | STL Team
11:00 | _~[ X [5.330v<| Accommodations & Environmental STL Team
X |55 OK_ | Equipment & Software , VevWW 5.5.3 | STL Team Note: Power up
X |54 XL | Testand Method Validation____ STL Team & performance
Attachment ” will be part of
A included these steps'
X 43 Document Control Brian Phillips
11:30 | X 44,7 Review of Requests, tenders &
contracts
NOON | Lunch (prefer sandwiches, on-site)
1:00 X | 5.3,5.4and | Continue on with topics from morning | SysTest Labs
PM . 5.5 (includes 5.2 Personnel — performance) | Team
X\ 4.6 Purchasing services and supplies Brian Phillips
< X J 4.7, 5 Service to the customer Brian Phillips
5.7 Sampling C-DE-C. STL Team
( X 4.8 Complaints (4 ns Repd Brian Phillips
52 o General & Personnel® Brian Phillips | STL Team
(11 »W Records ~{ AL/ G o
4:00 Recap NVLAP Téam )
4:30“ Briefing NVLAP and STL - group meeting to | Brian Phillips & STL Team
PM review the activities of the day.
5:00 PM Conclude the day at SysTest Labs.

>>>>> PLEASE NOTE: All times listed are approximate <<<<<

1. Power up and performance is dependent on a system being available to demonstrate some
basic tests and methods to be used with voting systems. Software source code review is a
specific test of interest.
3. If a clause in NIST Handbook 150 has additional requirements listed in Voting System Testing NIST
Handbook 150-22, the additional requirements will be addressed when applicable, as well.

NVLAP/NIST ASSESSMENT FOR THE VST LAP
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VST LAP

ssment for SvsTest La

LLC

The Voting System Testing Laboratory Accreditation Program - continued

DAY 2 - Thursda
TIME | LA | TE | NIST
HDBK 150 | Activities for VST LAP Accreditation STL Additional
(Clause) 3 Contact(s) Support
8:00 X |X Ut wuf’;l Opening Meeting Brian Phillips | SysTest Labs
AM L{w‘é ¢ Plans for the day Team
Y e Questions / comments
X |X 149 Vv | Control of nonconforming testing work | Brian Phillips
X |X 1410 y | Improvement Brian Phillips
X X | X 1411 v | Corrective Action Brian Phillips
/ 1 X | X 1412 " | Preventive Action Brian Phillips
~ X +4.5 < {588+ Subcontracting of Tests ] Brian Phillips
NOON T Lunch (prefer sandwiches, on-site) o
11);\(31{0 /W Xf ’5§ Assuring the quality of test results Brian Phillips | STL Team
2 s
1:30 X =510 ¥ K| Reporting the results—{ J& | Brian Phillips | STL Team
145 (X)) | 413 Control of Records — Brian Phillips | STL Team
2:00 (X 7#5.6 _NXH#—| Measurement Tracdability F2.]) STL Team
X 4.14 Internal Audits N/ Brian Phillips
2:30 | X%4-5.8 5[e ' | Handling of test items STL Team
2:45 pAX) 4.15 Management Reviews Brian Phillips
3:30 X | X | Recap NVLAP Team
4:30 X | X | Briefing NVLAP and STL - group meeting to | Brian Phillips & STL Team
PM review the activities of the day.
5:30 PM Conclude the day at SysTest Labs.

1S0-22  L.2.4 Glgn< X

6¢2,é7 W C
« Y
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VST LAP Asse ent for SvsTest Labs, LLC

The Voting System Testing Laboratory Accreditation Program - continued

TIME | LA | TE | NIST

HDBK 150 | Activities for VST LAP Accreditation STL Additional
(Clause) 3 Contact(s) Support
8:00 X 11X ﬁ G Opening Meeting Brian Phillips | TBD
AM '. WM{ ¢ STL support/contact people
CWM/\WF e Overall status of NVLAP
Assessment

e Plans for Closing Meeting

8:30 X | X |Al Tie off any open items and begin to | All SysTest participants must be
AM clauses draft the closing meeting materials available
needing
additional
attention
NOON | Lunch (prefer sandwiches, on-site)
1:00 X |X Prepare for closing meeting
PM
3:30 X | X | Closing NVLAP and STL group meeting Brian Phillips & STL Team
PM Meeting
5:00 Close the NVLAP assessment
PM

Note: Clause 5.1 has no requirements to fulfill.

2. Power up & performance is dependent on a system being available to demonstrate some basic
tests and methods to be used with voting systems at one or the other of the two sites. Operational
Readiness Test prior/post non-operating tests is a specific test of interest.

For SysTest Labs, LLC, Denver: For NVLAP:
Dick Stump
Date: Date: 09-16-06
Mr. Brian T. Phillips, , Richard B. Stump
Preg;dent = /zgﬁ/ ol { Lead Assessor

RN
I pelat =87
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NVLAP LAB CODE: quﬁs'f'
g_i??g’,’ L@Ub‘;, TDrcor

NIST HANDBOOK 150 CHECKLIST 5 S&p (;7

Load Asszssorfssa (g ats
Instructions to the Assessor: This checklist addresses the general accreditation criteria
prescribed in NIST Handbook 150, NVLAP Procedures and General Requirements (2006
edition). The checklist items are numbered to correspond to the requirements found in Clauses
4 and 5, and Annexes A and B of the handbook. Items marked with + indicate a change in
requirements from the 2001 edition of NIST Handbook 150.

Place an “X” beside each checklist item that represents a nonconformity. Place a “C” beside
each item on which you are commenting for other reasons. Record the item number and written
nonconformity explanation and/or comment on the comment sheet(s) at the end of the checklist.
Write “OK” beside all other items you observed or verified as compliant at the laboratory.

4 Management requirements for accreditation

4.1 Organization

_Qé 41.1  The laboratory or the organization of which it is part shall be an entity that can
be held legally responsible.

@;J Legal name of laboratory ownership: __&%_ST@ST Lﬂ_l)s MW

QLC‘ 4.1.2 ltis the responsibility of the laboratory to carry out its testing and calibration
activities in such a way as to meet the requirements of this handbook and to
satisfy the needs of the customer, the regulatory authont«es or organizations

EO‘%,’;?é}/gD;-ecogmt:on & ‘:ﬁ/[ P k$/75

_@L 413 The management system shall cover work carried out in the laboratory's
permanent facilities, at sites aw, m its permanent facnmes orin
De"\\l‘f/ associated temporary or mobile facilifies,

@_& 4.1.4 If the laboratory is part of an organizati mg a ivilles other than Jbé
testing and/or calibration, the responsibilitigs of key Qersonne In the
organization that have an involvément or influence on the testing and/or 0
calibration activities of the laboratory shall be defined in order to identify 7 ,—,

potential conflicts of mterest O&W o clorTs 33 er 20'06

NOTE1 Where a laboratory'is part of a larger orgamzatuon the orgamzattonal arrangements

should be such that departments having conflicting interests, such as production, commercial Q@N 17
marketing or financing do not adversely influence the laboratory’s compliance with the

requirements of this handbook.

NOTE 2  If the laboratory wishes to be recognized as a third-party laboratory, it should be
able to demonstrate that it is impartial and that it and its personnel are free from any undue
commercial, financial and other pressures which might influence their technical judgment. The
third-party testing or calibration laboratory should not engage in any activities that may
endanger the trust in its independence of judgment and integrity in relation to its testing or
calibration activities.
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QK a) have managerial and technical personnel who, irrespective of other
- responsibilities, have the authority and resources needed to carry out their
duties, including the implementation, maintenance and improvement of the
management system, and to identify the occurrence of departures from the
management system or from the procedures for performing tests and/or Q,[ So
calibrations, and to initiate actions to prevent or minimize such departures

(see also 5.2): @,g Clasrt 12 SEP 2ool J‘msfl

from any undue internal and external commercial, financial and other

"A:&Q ) have policies and procedures to ensure the protection of its customers’ £>

d‘ %X test and/or calibr tion, and with the ?Ss_sespsment of the( test Yor calibration -~
. results; CA~-TR-O i TR= 17 "Mu:é
* Tr~o| WQS @ (CM/ \Sbf"‘ m-az%

= confidential information and proprietary rights, including procedures for e
Aff’%ﬁﬁ torage and tra

nsmission of results:
g ORISR P a5 S
oK d) ave policies and procedures to avoid invdivement anysa ivities that

would diminish confidence in its competence, impartiality, judgement or

Of— e) define the organization and management structure of the laboratory, its place
in any parent organization, and the relationships between quality
Mmanagement, technicsl operations and support services;

Ms

specify the responsibility, authority and interrelationships of all personnel who
manage, perform or verify work affecting the quality of the tests and/or

calibrations; © . A /DA / ~
J:% DEsert ’Z‘lwz; - QA o Do, cang
atg supervision of tegting and calibration st , inCluding (Gl

-

rovide adegu

Aot

_Qg. h) have technical t which has overall responsibility for the teclz{a?cal M?D
operations and the provision of the resoyrces needed to ensure the required '
quality of laboratory operations; M

. ~ 5 ; ( E ! )
Name of person: 'jZ M N I “WS‘ %
Y ¢
Area of responsibility: Wwww

Repeat as necessary: —

Q_E' i) appoint a member of staff as quality manager (however named) who,
irrespective of other duties and responsibilities, shall have defined
responsibility and authority for ensuring that the management system related
to quality is implemented and followed at all times; the quality manager shall
have direct access to the highest level of management at which decisions
are made on laboratory policy or resources:

Name of person: \T C’/Q KM?PSOW\ / M Wf‘
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" e
O[( j) appoint deputies for key managerial personnel (see Note). 2 W%ﬁéﬁ
2 — Datrgche 2344

1 o o o
Name(s): erE i o AR, ICEr [ Loy) == O Jonnsvr—

Name(s): memed Tegt 3 bo (R4, — %&/z&'
Name(s): QU Seysélm TRet 1/, A—Lvbroyy,

' Les/ 2y H OW ,
O_K_o k) ensure that its personnel are aware of the relevancd and Importance of their
activities and how they contribute to the hieyvement,of the objective ofthe
A<k e ALY N MERSGEHEnt System. ~ S L P —VC ~ P Y s 5 [P VMJO-
e Ay Cp ?f«.jeac— : s s D[ p
WV('I%{W NOTE Individual

may have ﬁore than aone function and it may be impractical to appoint Vl TRM«S

deputies for every function.

Top management shall ensure that the appropriate communication ﬁ/@’
processes are established within the laboratory and that communicatiw_ ®S—L> .
takes place regarding the effectiv‘%ess of the management system.

eas cursue . o s 1D Congarn Descropmn, Repest
4.2  Managethent sys?e%z' O b 2_Q focm 2 or— ¢
4.2.1 — = > ALl ‘g"*}'\@”‘?@/@f
. = ORI s Tine
_@_‘{\ a) The laboratory shall establish, implement and maintain %iégé%’enﬁ"%i B
Mt

system appropriate to the scope of its activities. @\ %ﬁe,k
(3 Jud 2oet

o b) The laboratory shall document its policies, systems, programs, procedures
and instructions to the extent necessary to assure th quality of the test —
and/or calibration results. sT=st Steed

2O SEP Zove

Q& C) The system’s documentation shall be communicated to, understood by, .
W ~ available to, and Implemented by the appropriate personnel. ~ M M 64{
Lasg ‘wfa W 4.2.2 The laboratory’s m agement system policies related to quali¥/, including a M a.
-—-—2’7"—’ quality policy statement, shall be defined in a quality manual (however a’va
W CQ .S\ (. 5 named). The overa objectives shall be established, and shall be reviewed

during management review.

VW s "(——-{i Date of most recent quality manual: QSM @\/- 0.0. “é /\/\/M”o

N , (3 A 2006
The quality policy statement shall be Issued under the authority of top"F*

.management, It shall include at least the following: . \
Wi ssiomn M . \/gnwgg.w%hh -~ mi*
QL a) the laboratory management'’s commitment to good professional pradtice SAd

to the quality of its iesting and calibration in servicing its customers;
4

_0_@ b) the management's statement of the laboratory's standard of service:

QS’VV‘(n ¢
OZf c) the purpose of the m nagement system related to quality; /’ ;)-'
OE d) a requirement that all personnel concerned with testing and calibration W /‘7

activities within the laboratory familiarize themselves with the quality
documentation and implement the policies and procedures in their work; and
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HDBK (So L /5= +

¢ € the laboratory management's commitment to comply with this handbook and ISo~22=

to contjnually improve, {he effectiveness of the management system. P

@5 v %«ﬁz% ASMIHI 4 2.2~
NOTE The quality policylstatement sho Id be concise and may include the requirement that

tests and/or calibrations shall always be carried out in accordance with stated methods and

Customers’ requirements. When the test and/or calibration laboratory is part of a larger
organization, some quality policy elements may be in other documents.

T —— >__<_ ¢ 423 Top management shali provide evidence of commitment to the development
@E} and implementation of the management system i‘lﬁ to continually improve

_its effectiveness. - —_—3 8P ~[2-
SW 2,7 \@-’i&ﬁc’pf c LP-gs-
o 424 Top management shall communicate to the organization the importance of
meeting customer requirements as well as statutory and regulatory
Has bere requiremets. » . oA SCP—-QE-0 [
add reg 2of bqwh&a@% by Fovwne 1 ros‘@ﬁ_ S1.3 &XT Sy
4.2,5 g} &p% 5}\ q/ba [:g [ ; M

K —— Cordrimee
) a) The quality manual shal| include or make reference to the supporting

procedures including technical procedures.

LTS P l"a-ls/g QM

Q_& b) It shall outline the structure of the documentation used in the’management

veem Sel-@S~of %§“M Vhruefur <
] > _& :lj.G The wsoﬁechnica agement and the qualif@

manager, including their responsibility for ensuring compliance with this é

_{D Q , handbook, shall be defined in the qua ity manual. 20 / 75 QS i
Moasdadlo R TS oy pone we
Q& 4,27 Iggmg_n_a_ggmgmshau ensure that the integrity of the man gement system -~
is maintained when changes to the management system are planned and W"‘“@
——— vy N E——-—_. Se’.m%

implemented. :
Mk % o SLp- RS-05 Rovw) Sueet
c ;' f - .q- Q TN | ‘
t'a &S 4. Docung/cigetrol JQ‘C Jw forta Jm -.fo M M %QSM

4.3.1 General

QK The laboratory shal| establish and maintain procedures to control all documents that
form part of its management system (interna Y generated or from external sources),
such as regulations, standards, other normative documents, test and/or calibration

methods, as well as d wings, software Specifications, instructions and manuals.

&S ? léz WTERMAC S’oﬁ.va——oe ver. .0 Exderual —
NOTE 1 in this conte “document” could be policy statements, procedures, specifications, %
calibration tables, charts, text books, posters, notices, memoranda, software, drawings, plans,

etc. These may be on various media, whether hard copy or electronic, and they may be digital, or— éﬂ&\

analog, photographic or written. jT A(g

NOTE 2 The control of data related to testing and calibration s covered in 5.4.7. The contro|
of records is covered in 4.13. y

o u&%ﬁw{m«(&uamﬂ&
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WA aecoptpnc e Gy T cone [T

4.3.2
4.3.21

OK 4
X )

4.3.2.3

B b
oK~ c)

.

Of—q)

4.3.3

O 4334

Q{f: 4.3.3.2

Document approval ang issue .:*132*‘ SEF Q‘G‘Jé
S @s- on 5 22 d Sg«a\én\a
3

So 2" l -_.u
All documents issued to personnel in the laboratory part of the
management system shall be reviewed and approved for use by authorized

personnel prior to lssue<SLFS e MS. — MW

A master list or an equivalent dqcument control procgdure identifying the
current revision status angd distribution of documents in the management
system shall be established and be readily available to preclude the use of

invalid and/or obsolete documents.
Howe (Gt but it coptrotied

performed; @SM 4?4, %‘ 5

documents are periodically reviewed and, where necessary, revised to
ensure continuiig suitabil; nd compliance with applicable requirements;
fy’%ﬁgﬁ W :@Mu& reaa,)

¢ ~ 5 . .
invalid or gbsolete documents are promptly removed from all points of issue

or use, or otheryijse assure against unintended se;
\SCP %S.‘\O &thc ‘-z-‘#
obsolete documents retained for either legal or knowledge preservation

Purposes are suitably marked. eSL p__. & S ~2. g, 2, l(,(/

Management system documents generated by the laboratory shall be
uniquely identified. Such identification shall include: M 43 Q‘CA

the date of issue and/or revision identification,

page numbering, Q SM

the total number of Pages or a mark to signify the end of the document, and 4 ‘é 3 7&
the issuing authority(ies).

Document changes

A~ ~OZ ‘D
Where practicable, the alfered or new text shall be ientified In the document
or the appropriate attachments.

REM
KDW hesbod “Dowobty Table 0

A3 Wwv\Crvwn,
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a) If the laboratory's document control system allows for the amendment of
documents by hand pending the reissue of the documents, the procedures
and authorities for such amendments shall be defined.

% b) Amendments shall be clearly marked, initialed and dated. A revised
document shall be formally reissued as sowacticabl b)

L

OK 4.3.3.4 Procedures'shall be establi g% de:scribe how changes if\loduments
maintained in Computerized systems are made and controlled.

D ele~tv . P 8s 2.
T U Br 4.4  Review of requests, tenders and contracts g / / Cegf/;:zA
Qs (P QS- g
o QK- 4.41 The laboratgry sha esg/glish and maintain procedures for the review of J G~ 2“0t

s ‘(v cLlar—.  requests, tehders and contracts. The policies and procedures for these

reviews le ling contract for testing and/or cali ation shall ensure that: oF
qufcgﬁgc @S~ g(,{; as‘;e{# Y42 QSny
_6#_ a) the requirements, inc equately defined,

uding the methods to be use , are ad

QS ”7 documentecjﬁrzz ‘u‘né:ﬁr toGQ;j &see 5'4'22L Ve ,>

S,
the laboratory has the ca ability and resources to meet the requirements:

aa— —_?'i
Ol o he ap ropria& test an‘(ﬁor calibration Kethod |s/ gggcted and is capable of
' meeting the %'st mers' requireme (see 5.4.2).

4,1 Al vss Waﬁ%{ ml;m- Unelrstooy/
differegices between the request or tender and the con

tract shall be
ved bgfore any work commences. Each contract shall be acceptable

. . oth to the tory and the customer. -
oty Qs “ LR g E, pwins
NOTE 1 The request, tender and contract review should be conducted in a practical and

Q@é)ﬁ efficient manner, and the effect of financial, legal and time schedule aspects should be taken
into account. For internal customers, reviews of requests, tenders and contracts can be
performed in a simplified way.

<

NOTE 2 The review of capability should establish that the laboratory possesses the
nNecessary physical, personnel and information resources, and that the laboratory’s personnel
have the skills and eXpertise necessary for the performance of the tests and/or calibrations in
question. The review may also encompass results of earlier participation in interlaboratory
comparisons or proficiency testing and/or the running of trial test or calibration programs using
samples or items of known value in order to determine uncertainties of measurement, limits of
detection, confidence limits, etc.

NOTE 3 A contract may be any written or oral agreement to provide a customer with testing
and/or calibration services.

4.4.2 of reviews, including any significant changes, shall be maintained.

Records
Records shall also be maintained of pertinent discussions with a customer

A
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Oﬁ 4.4.3 The review shall also cover any work that is subcontracted by the laboratory.
T ———— A 5&

% 4.44  The customers a!l&i orm!;
Qsm 4l (A ACConwT 7
%.4.5 If a contract needs to be amended alter work has commenced, the same

K 4.5.1  When a laboratory subcdnfracts

O 461

Z2 S&P 2ol
NVLAP LAB CODE: Q’z/ ’

NOTE For review of routine and other simple tasks, the date and the identification (e.g., the
initials) of the person in the laboratory responsible for carrying out the contracted work are

unchanged. For new, complex or advanced testing and/or calibration tasks, a more
comprehensive record should be maintained.

SCA-VCn

of any deviation from the contract.

L H5.1
s,

contract review process shall b
communicated to all affected p

Qs ddz

rsonnel. «
P Kovn, Kasland

Subcontracting of tests and calibra fons
(
work whether because of ynforeseen
reasons (e.g., workload, need for further expertise or temporary incapacity)
Oron a continuing basis (e.g., through permanent subcontracting, agency or
franchising arrangements), this work shall be placed with a competent
subcontractor. A competent subcontractor is one that, for example, complies
with this handbook for the work in question. SV ~ |

repeated and any amendments shall be

@K 4.5.2 PWMSA@M Eor B ALT - bas o fOIBLI5D covtrrul

The laboratory shall advise the customer of the arrangement in writing and,
when appropqriate,/gain %e szproval of the customer, preferably in writing.

/LILt/

' <
Zg_ 4.5.3 The !aboratgr% is responsible to the customer for the subcontractor's work,

except in the case where the customer or a regulatory authority specifies

which subcontractor is to be used.
LAY
2 g 454 ThA{gﬁ;w shall maintain a Mghggmms that it uses for

tests and/erealibrations anda r%ﬁ&wdgﬂgigmmme with this

bandbook for the work in question.

Y ™ L ; .
/%f’ém‘“wm N b Mrﬁ
Purchasing services and supplies
The laboratory shall have a policy and procedure(s) for the selection and
purchasing of services and supplies it uses that affect the quality of the tests
and/or calibrations. Procedures shall exist for the purchase, reception and
storage of reagents and laboratory consunzzb!e materials relevant for the

tests and calibrations. QEwy .6 L4244 3
S \Zé oz P 4 Ka

—

P
© K a) The laboratory shall ensure that purchased supplies and reagents and

consumable materials that affect the quality of tests and/or calibrations are
not used until they have been inspected or otherwise verified as complying
with standard specifications or requirements defined in the methods for the

tests and/or calibrations concerned. These sgqvices and supplies used shall
comply with specified requirements. S¢ ¢ - yC - Q R ﬁ é .i&
NIST HANDBOOK 150 CHECKLIST (REV. 2006-03-08)
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NVLAP LAB CODE: I S [

Records of actions taken _t_? check compliance shall be maintained. S¢ ‘0_, vV C—~02-
Purchasing documents for items affecting the un&é}té{y_output 4;;"’&
shall corjltain data describing the sgrvices and supplies ordered. These l
gg;c‘:rhtisggg ad;:uments shall b}(rfitewed and approved for technical cogferéz% % é
NOTE he dee’s riétémmmﬁQMation, specifications,

drawings, inspection instructions, other technical data including approval of test results, the
quality regliired and the management system standard under which they were made.

@

W Cov S ~lO —
——— K b) —» shall maintain records oftvlz\ése evﬁtions and list those approved.

4.7

7 A ! H 1 b

Service to the customer
oK.

@L—4.7.1 The laboratory shall be willigﬂ: Cooperate with customers or their (oY -

répresentatives in clarifying the customer's fequest and in monitoring the
laboratory’s performance in relation to the work performed, pgévided that the
laboratory ensures confidentiality to other customers.

aorertiod T SeP-S-(2

NOTE 1 Such cooperation may include:

a) providing the customer or the customer’s representative reasonable access to
elevant areas of the laboratory for the witnessing of tests and/or calibrations
performed for the customer;

b) preparation, packaging, and dispatch of test and/or calibration items needed by the
customer for verification purposes.

NOTE 2 Customers value the maintenance of good communication, advice and guidance in
technical matters, and opinions and interpretations based on results. Communication with the
customer, especially in large assignments, should be maintained throughout the work. The
laboratory should inform the customer of any delays or major deviations in the performance of
the tests and/or calibrations.

472 The laboratory shall seek feedback, both positive and negative, from its
customers. The feedback shall be used and analyzed to improve the

ma?ﬁmeni{?/ tem, testing and calibration activit&gs and customer service.
A /—’Q&Jb% 0 STL Sty |

NOTE Example!z th %es o# ée back includé customer satisfaction surveys and review
of test or calibration reports with customers. @ -ST’Z.—- 2.

Use ok C-DR_C
SLP~ QRS- 17 gg’fp.@g.z

YS.33 owabyre
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4.8 Complaints

_QE- 4.8.1 The laboratory shall have a policy and procedure for the resolution of

complaints received from customers or other parties. g h
L 2 C.DR.C  OS#iYcomstat

- S ——
Ok 4.8.2 Recor§s shall b maintalined of all complaints and of the investigations and
corrective actions taken by the laboratory (see also 4.11).

JLP - S~12 C-drR.-.C.

4.9 Control of nonconforming testing and/or calibration work

%9.1 The laboratory shall have g policy and procedures that shall be implemented
when any aspect of its testing and/or calibration work, or the results of this
work, do not conform to its own procedures or the agreed requirements of
the customer. The policy and procedures shall j%sure‘ that:

SEL Qs ot oSS d g

_@;ga) the responsibilities and author ies for the management o nonconforming
work are designated and actions (including halting of work and withholding of
test reports and calibration certificates, as necessary) are defined and taken

when nonconforming work is identifi .
% b) an evaluation of the significance of t nonconforming work is made: ‘ g
% ‘ Cﬂ? “Q% ~0 ! RS —C
@K C) Correction is taken immediats , together with any decision ‘aboyt the

acceptability of the nonconforming wark:
% d) where necessary, the cu@r%?isé notified and work is recalled;
i1 “ £ ‘
@[Z; €e) the responsibility for authorizing the resumption of work is defined.
144 174 /(¢ ‘
NQTE ldentiﬁcatior) of nonconforming work or problems with the management system or

_@Z,&Q.Z Where the evaluation indicates that the nonconforming work could recur or
that there is doubt about the compliance of the laboratory's operations with
its own policies and procedures, the corrective action procedures given in
4.11 shall be promptly followed. ’/V%é

Y LO- RS-0y —> &S-0g
4.10 Improvement S(//Qﬁ &«gm O[?

% The laboratory shall continually improve the effectiveness of its management system
through the use of the quality policy, quality objectives, audit results, analysis of data,
corrective and preventive actions and Management review.

QEM G 422 SePms~(=
P
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4.11  Corrective action
4.11.1 General

&)rhe laboratory shall establish a policy and a procedure and shall designate
appropriate authorities for implementing corrective action when nonconforming work
or departures from the policies and procedures in the management system or
technical operations have been identified. SO e~ C}éi’ a2,z

NOTE A problem with the management system or with the technical operations of the
laboratory may be identified through a variety of activities, such as control of nonconforming
work, internal or external audits, management reviews, feedback from customers and from
staff observations.

4.11.2 Cause analysis

%The procedure for corrective action shall start with an investigation to determine the

root cause(s) of the problem. M&gh ()‘7 = L.,/

NOTE Cause analysis is the key and sometimes the most difficult part in the corrective
action procedure. Often the root cause is not obvious and thus a careful analysis of all potential

samples, sample specifications, methods and procedures, staff skills and training,
consumables, or equipment and its calibration.

4.11.3 Selection and implementation of corrective actions

@La) Where corrective action is needed, the laboratory shall identify potential corrective
actions. It shall select and implement the action(s) most likely to eliminate the

problem and to prevent recurrence. ~ "ﬂ/l &gm g?’
%b) Corrective actions shali bm%te to the magnitude and the risk
of the problem. t 1 i/

o K_ c) The laboratory shall document and implement any required changes resulting

from corrective action investigations. ~ >

4.11.4 Monitoring of corrective ctions

% The laboratory shall mongor the results to ensure that the corrective actions taken
e nomm————

have been effective. - . W ,
= N ol SP-gS-0F 915,24
4.11.5 Additional audits JQ/{)/ MW &4 Wig~

X« Where the identification of nonconformities or departures casts doubts on the
laboratory's compliance with its own policies and procedures, or on its compliance
with this handbook, the laboratory shall ensure that the appropriate areas of activity
are auiiltfd in accordance with 4.14 as $S00n as possible.

Ll o SCP— QE—0F
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4.12  Preventive action
4.12.1
&___f/lé—a) Needed improvements and potential sources of nonconformities, either

technigé?gncezning the management system, shall be identified.
, —~S - S, 2, 34 5,32

% b) When imprévemeé toppo?t} itiesﬁe identifidd r if preventive acﬁo%s
required, action plans shall be developed, implemented and monitored to
reduce the likelihood of the occurrence of such nonconformities and to take
advantage of the opportunities for improvement.

_@};(_4112.2 Procedures for preventive gtlons s%l include the initiation of such actions

and ap Iica/t'gn of controls to ensure that they are effective.

NOTE 1 Preventive action iggpr Etive proc/es to identify opportunities for improvement
rather than a reaction to the identification of problems or complaints.

NOTE 2 Apart from the review of the operational procedures, the preventive action might
involve analysis of data, including trend and risk analyses and proficiency-testing results.
4.13 Control of records

4.13.1 General

C%S 4.13.1.1  The laboratory shall establish and maintain procedures for identification,
collection, indexing, access, filing, storage, maintenance and disposal of
quality and technical records. Quality records shall include reports from
internal audits and management reviews as well as records of corrective

and preventive actions. Scp ER-0D Conkl +
4.13.1.2 0 P R conso
M leArnes § 2.2

© K a) All records shall be legible and shall be stored and retalned in such a way that
they are readily retrievable in facilities that provide a sfi#able environment to

prevent damage or deterioration agg to revzllt loss. < -02 R —
. ) 1 g 1"?" v 7 L? %“( ( . . %
é} K—~b) Retz{t/yi)on tip}wes of records shall be established. P &’% o )
S 3L D (&QM\%@ beasgi<
NOTE Records may be ing%gyﬁag such as ﬁa’r%copy orVé(I;étronic media.
/ S.o2.3, j
¢ g 4.13.1.3  All records shall be held sfare and in confidence. " .
' SLP QS O %ﬁ«&« Seme— ( Flew CW
@V/4.13.1.4 The laboratory shall have procédures to protect and back Up records store

electronically and to prevent unauthorized access 1o or amendment of
these records. @SNty 3

7 -
p \/¢6 - ©:4: 1 (naed 4o

(ol Gy g Wil
) HC i,l)@g:[%
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4.13.2 Technical records

4.13.2.1

%a) The laboratory shall retain records of original observations, derived data and
sufficient information to establish an audit trail, calibration records, staff records
and a copy of each test report or calibration certificate issued, for a defined

beriod. SLA &S~ 0B G4 L, 3, 2,6 pib CANN BB Mérj;@%é%
» | PUE T Mdtuor
K b) The records for each test QrLatibration shall contain sufficient informpation to o }f;igg'/ NESS
facilitate, if possible, identification of factors affecting the uncertainty/and to | : =
enable the test or calibration to be repeated under condifions as close as |
possible to the original.

o o0 e SKP &S§-03
Qéc) The records shall incﬁjéé the identity of pefs nf%egons‘le for the G5, r2

sampling, performance of each test apu/orealibration and checking of results.

. : ] ) W -
oSG 2B T AR NS P e 0B
NOTE1  In certain'fields it may'b Impossible’of impracticable tdrétain records of all original #g’l % _
observations. P i%

NOTE2 Technical records are accumulations of data (see 5.4.7) and information which
result from carrying out tests and/or calibrations and which indicate whether specified quality or
process parameters are achieved. They may include forms, contracts, work sheets, work
books, check sheets, work notes, control graphs, external and internal test reports and
calibration certificates, customers’ notes, papers and feedback.

%4.13.2.2 Observations, data and calculations shall be recorded at the time they are
made and shall be identifiable to the specific task.

4.13.2..3Sép &SA@gﬁ g’ A %vﬂ% W @FIMM+(

7& a) When mistakes occur in records, each mistake shall be crossed out, not

the correction. — L
| Aa%re@% = SysTest + Swhenidrmidore
X b) In the case of records stored e ctronically, equivalent measures shall be taken

to avoid loss or chang f original data.
Des nedl gl oss

4.14 Internal audits M %E}D@-’v’[@) - ;E!‘E

4.14.1

@K/a) The laboratory shall periodically, and in accordance with 3 predetermined
W \j—» schedule and procedure, conduct internal audits of its activities to verify that
its operations continue to comply with the requirements of the management
system and this handbook. The internal audit program shall address all
elements of the management system, including the testing and/or calibration
activities. It is the responsibility of the quality Mmanager to plan and organize
audits as required by the schedule and requested by management. 5t Q
; ’}*( Dates of most recent in rnal audit: @@’Iﬂ{/&”/’q’ﬁ S{/ﬁs %ﬂ% 2006

EﬁMA’\@Z Note to assessor: Attach 2 copy of the full internal audit schedule.
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4.15 Management reviews

NVLAP LAB CODE: S LT

Such audits shall be carried out by trained and qualified personnel who are,
wherever resources permit, indepgndent of the activity to be @ud'tted.

U, - RS-0 Fu

The cﬁle for internal auditing should normally be completed in one year.

When audit findings cast doubt on the effectiveness of the operations or on
the correctness or validity of the laboratory’s test or calibration results, the
laboratory shall take timely corrective action, and shall notify customers in
writing if investigations show that the laboratory results may have been
affected.

The area of activity audited, the audit findings and corrective actions that
arise from them shall be recorded. ‘g?(,p,\@ g\@{;’

. F e 5
Follow-up audit activities shall verify ET’:%CS%% implé;)entation and
effectiveness of the corrective action taken.

SCP-88-0¢
%{;’Z; z 'z;,f

i S~ QS —
%—4.15.1 In accof§;nce with a predetermined schedule and procedure, the

K j

laboratory’s top management shall periodically conduct a review of the
laboratory’s management system and testing and/or calibration activities to
ensure their continuing suitability and effectiveness, azz to introduce

necessary changes or improvements. (X Sﬂ/l S g)ié q /) &

X Date(s) of most recent management review: A7~ O CCiL g ED

at is the review schedule? j—-& %@7 = W‘P&(
-4 MAD ¢ goozcmend — LA 30 DTS
S~ QS~0C
The review shall take account of:

the suitability of policies and procedures: 41 L{' ¢l S/ f” M/ 76/

reports from managerial and supervisory personne?‘, : i ‘ 572 , [ -t—ﬁ; 2.2~

the outcome of recent internal audits; ﬁ Cloz—
corrective and preventive actions; %z //,-7

assessments by external bodies;

the regults of interlaboratory comparisons o proficiency tests;
Test & ok Wél b T Cm@fffﬁ/

changes in the volume and type dfthe work;
e

customer feedback; .
48 )

complaints;

recommendations for improvement: SE T’DNQSM o6 4,; c. A /
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O l :k) other relevant factors, such as quality control activities, resources and staff
training. @gm @ L& i -

NOTE 1 A typical period for conducting a management review is once every 12 months.

NOTE 2 Results should feed into the laboratory planning system and should include the
goals, objectives and action plans for the coming year.

NOTE 3 A management review includes consideration of related subjects at regular
management meetings.

4.15.2
ﬁﬂﬂéﬁa) Findings from management reviews and the actions that arise from them
shall be recorded. - )
S p-a5-495, 2,2
W”ﬁ) The management shall ensure that those actions are carried out within an

appropriate and agreed timescale.
SLP-QS- Do S, 2.

5  Technical requirements for accreditation

5.1 General
'5.1.1 Many factors determine the correctness and reliability of the tests and/or
calibrations performed by a laboratory. These factors include contributions

from;
i) human factors (5.2);
ii) accommodation and environmental conditions (56.3);
jiii) test and calibration methods and method validation (5.4);
iv) equipment (5.5);
v) measurement traceability (5.6 and Annex B):
vi) sampling (5.7);
vii) the handling of test and calibration items (5.8).

5.1.2  The extent to which the factors contribute to the total uncertainty of
measurement differs considerably between (types of) tests and between
(types of) calibrations. The laboratory shall take account of these factors in
developing test and calibration methods and procedures, in the training and
qualification of personnel, and in the selection and calibration of the
equipment it uses,
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5.2 Personnel

The laboratory management shall ensure the competence of all who operate

specific equipment, perform tests and/or calibrations, evaluate results, and

sign test reports and calibration certificates. . ) eviere B j
[TA I unG CUeR iCuum [ Skl Levers Faem

@ k b) When using staff who are undergoing training, appropriate supervision shall

be provided. Personnel performing specific tasks shall be qualified on the

basis of appropriate education, training, experiencé and/or demonstrated

skills, as required. @gm 5‘7/,

NOTE 1 In some technical areas (e.g., nondestructive testing) it may be required that the
personnel performing certain tasks hold personnel certification. The laboratory is responsible
for fulfilling specified personnel certification requirements. The requirements for personnel
certification might be regulatory, included in the standards for the specific technical field, or
required by the customer.

NOTE 2 The personnel responsible for the opinions and interpretation included in test reports
should, in addition to the appropriate qualifications, training, experience and satisfactory
knowledge of the testing carried out, also have:

i) relevant knowledge of the technology used for the manufacturing of the items,
materials, products, etc. tested, or the way they are used or intended to be used, and
of the defects or degradations which may occur during or in service;

i) knowledge of the general requirements expressed in the legislation and standards:;
and

iii) an understanding of the significance of deviations found with regard to the normal
use of the items, materials, products, etc. concerned.

Qi a) The management of the laborat ry shall formulate the goals with respect to

¢ b laboratory shall'have a p and procedures for identifying training
needs a?ﬁ providing training of personnel.
\g - ( = €7

The training progrdm shall 5% relevant to the present and ag(?pated tasks of

the laboratory. [+A ‘W%vv% Cotrmenlinm (Ezé%”’(, g%é?f)

c
d The effectiveness of the training actions taken shall be evaluated.

5.2.3 vvff SCP TR-0 2

O AETENV T
a) The‘fébg'g@’lrfghan use personnel who are employed by, or under contract
to, the laboratory. . Y/ M(L - T =
&’% »:”(/{WW’/

)

_, the education, training and skill of the laboratory personnel. ) y s
P 2 O S P RS S i Accand
y = he oli
)

2
Qs
O~
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© K»b) Where contracted and additional technical and key support personnel are
used, the laboratory shall ensure that such personnel are supervised and
competent and that they work in accordance with the laboratory’s

management system. % ~
. SCP = TR-0( f 02— SCofs _
_%/5.2.4 The laboratory shall maintain current job descriptions for managerial, ~
teghnical and key support personnel involved in tests and/or calibrations. - NP
Bovetr &’\%@(n slest Labs U Clurts g (vsiter
NOTE Jc}b descriptions can be defined in anﬁa'y - As a minimum, the following shoul ~b 2o i ot
be deﬁned:w “’/ Z/‘/‘sﬁ% &2‘ . ;
i) the responsibilities with respect to performing tests and/or calibrations:
ii) the responsibilities with regpect to the planning of tests and/or calibrations and
evaluation of results;
iii) the responsibilities for repofting opinions and interpretations;
iv) the responsibilities with respect to method modification and development and
validation of new methods:
v) expertise and experience required:;
vi) qualifications and training pfograms;
vii) managerial duties.
5.2.5
gl_&a) The management shall authorize specific personnel to perform particular

types of sampling, test ani/or calibration, to issue test reports and calibration
certificates, to give opinio@s and interpretations and to operate particular
types of equipment. ——

@2 b} The laboratory shall maintain records of the relevant authorization(s),
competence, educational and professional qualifications, training, skills and
experience of all technical personnel, including contracted personnel. .. -
Yo SCP-T1R02% — 045> SCFs ey
@LZA c) This information shall be readily avaitable and shall include the date on which
authorization and/or competence is confirmed. . Jad.
io - ‘*(79'0,, —O2 1 grdes W iy DAz T v

NVLAP Note: This requirement also applies to Approved Signatories (see 1.5.2). ﬂ/gm

5.3  Accommodation and environmental conditions
TAEBJ
a) Laboratory facilities for testing and/or calibration, including but not limited to

energy sources, lighting and environmental conditions, shall be such as to
facilitate correct performance of the tests and/or calibrations.
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The laboratory shall ensure that the environmental conditions do not
invalidate the results or adversely affect the required quality of any
measurement. Particular care shall be taken when sampling and tests and/or
calibrations are undertaken at sites other than a permanent laboratory
facility.

b) The technical requirements for accommodation and environmental conditions
that can affect the results of tests and calibrations shall be documented.

5.3.2

a) The laboratory shall monitor, control and record environmental conditions as
required by the relevant specifications, methods and procedures or where
they influence the quality of the results. Due attention shall be paid, for
example, to biological sterility, dust, electromagnetic disturbances, radiation,
humidity, electrical supply, temperature, and sound and vibration levels, as
appropriate to the technical activities concerned.

b) Tests and calibrations shall be stopped when the environmental conditions
jeopardize the results of the tests and/or calibrations.

§.3.3  There shall be effective separation between neighboring areas in which there
are incompatible activities. Measures shall be taken to prevent cross-
contamination.

5.3.4  Access to and use of areas affecting the quality of the tests and/or
calibrations shall be controlled. The laboratory shall determine the extent of
control based on its particular circumstances.

535 Measures shall be taken to ensure good housekeeping in the laboratory.
Special procedures shall be prepared where necessary.

S.4_ Test and calibration methods and method validation

pu——"

5.4.1 General

a) The laboratory shall use appropriate methods and procedures for all tests
and/or calibrations within its scope. These include sampling, handling,
transport, storage and preparation of items to be tested and/or calibrated,
and, where appropriate, an estimation of the measurement uncertainty as
well as statistical techniques for analysis of test and/or calibration data.

——

b) The laboratory shall have instructions on the use and operation of all relevant
equipment, and on the handiing and preparation of items for testing and/or
calibration, or both, where the absence of such instructions could jeopardize
the results of tests and/or calibrations.

C) Allinstructions, standards, manuals and reference data relevant to the work
of the laboratory shall be kept up to date and shall be made readily available
to personnel (see 4.3).
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d) Deviation from test and calibration methods shall occur only if the deviation
has been documented, technically justified, authorized, and accepted by the
customer.

NOTE International, regional or national standards or other recognized specifications that
contain sufficient and concise information on how to perform the tests and/or calibrations do
not need to be supplemented or rewritten as internal procedures if these standards are written
in a way that they can be used as published by the operating staff in a laboratory. it may be
necessary to provide additional documentation for optional steps in the method or additional
details.

5.4.2 Selection of methods

a) The laboratory shall use test and/or calibration methods, including methods
for sampling, which meet the needs of the customer and which are
appropriate for the tests and/or calibrations it undertakes. Methods published
in international, regional or national standards shall preferably be used. The
laboratory shall ensure that it uses the latest valid edition of a standard
unless it is not appropriate or possible to do so.

b) When necessary, the standard shall be supplemented with additional details
to ensure consistent application.

c) When the customer does not specify the method to be used, the laboratory
shall select appropriate methods that have been pubiished either in
international, regional or national standards, or by reputable technical
organizations, or in relevant scientific texts or journals, or as specified by the
manufacturer of the equipment. Laboratory-developed methods or methods
adopted by the laboratory may also be used if they are appropriate for the
intended use and if they are validated.

d) The customer shall be informed as to the method chosen.

e) The laboratory shall confirm that it can properly operate standard methods
before introducing the tests or calibrations. If the standard method changes,
the confirmation shall be repeated.

f) The laboratory shall inform the customer when the method proposed by the
customer is considered to be inappropriate or out of date.

5.4.3 Laboratory-developed methods

a) The introduction of test and calibration methods developed by the laboratory
for its own use shall be a planned activity and shall be assigned to qualified
personnel equipped with adequate resources.

b) Plans shall be updated as development proceeds and effective
communication amongst all personnel involved shall be ensured.
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544 Non-standard methods

a) When it is necessary to use methods not covered by standard methods,
these shall be subject to agreement with the customer and shall include a
clear specification of the customer’s requirements and the purpose of the test
and/or calibration.

b) The method developed shall have been validated appropriately before use.

NOTE For new test and/or calibration methods, procedures should be developed prior to
the tests and/or calibrations being performed and should contain at least the following

information:

a) appropriate identification;

b) scope;

c) description of the type of item to be tested or calibrated:

d) parameters or quantities and ranges to be determined;

e) apparatus and equipment, including technical performance requirements;
f) reference standards and reference materials required;

g) environmental conditions required and any stabilization period needed;
h) description of the procedure, including:

i) affixing of identification marks, handling, transporting, storing and preparation of
items,

iy checks to be made before the work is started,

iif) checks that the equipment is working properly and, where required, calibration
and adjustment of the equipment before each use,

iv) the method of recording the observations and resuits,

v) any safety measures to be observed:

i) criteria and/or requirements for approval/rejection;
I} data to be recorded and method of analysis and presentation;
k) the uncertainty or the procedure for estimating uncertainty.

5.4.5 Validation of methods

5.4.5.1 Validation is the confirmation by examination and the provision of objective
evidence that the particular requirements for a specific intended use are
fulfilled.
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5.4.5.2

a) The laboratory shall validate non-standard methods, laboratory-
designed/developed methods, standard methods used outside their intended
scope, and amplifications and modifications of standard methods to confirm
that the methods are fit for the intended use. The validation shall be as
extensive as is necessary to meet the needs of the given application or field
of application.

b) The laboratory shall record the results obtained, the procedure used for the
validation, and a statement as to whether the method is fit for the intended
use.

NOTE 1 Validation may include procedures for sampling, handling and transportation.

NOTE 2 The techniques used for the determination of the performance of a method should be
one of, or a combination of, the following:

i) calibration using reference standards or reference materials;
i) comparison of results achieved with other methods;

iii) interlaboratory comparisons;

iv) systematic assessment of the factors influencing the result;

v) assessment of the uncertainty of the results based on scientific understanding of the
theoretical principles of the method and practical experience.

NOTE 3 When some changes are made in the validated non-standard methods, the influence
of such changes should be documented and, if appropriate, a new validation should be carried
out.

5.4.5.3 The range and accuracy of the values obtainable from validated methods
(e.g., the uncertainty of the resuits, detection limit, selectivity of the method,
linearity, limit of repeatability and/or reproducibility, robustness against
external influences and/or cross-sensitivity against interference from the
matrix of the sample/test object), as assessed for the intended use, shall be
relevant to the customers’ needs.

NOTE 1 Validation includes specification of the requirements, determination of the
characteristics of the methods, a check that the requirements can be fulfilled by using the
method, and a statement on the validity.

NOTE 2 As method-development proceeds, regular review should be carried out to verify that
the needs of the customer are still being fulfilled. Any change in requirements requiring
modifications to the development plan should be approved and authorized.

NOTE 3 Validation is always a balance between costs, risks and technical possibilities. There
are many cases in which the range and uncertainty of the values (e.g., accuracy, detection
limit, selectivity, linearity, repeatability, reproducibility, robustness and cross-sensitivity) can
only be given in a simplified way due to lack of information.
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5.4.6  Estimation of uncertainty of measurement

5.4.6.1 A calibration laboratory, or a testing laboratory performing its own
calibrations, shall have and shall apply a procedure to estimate the
uncertainty of measurement for all calibrations and types of calibrations.

5.4.6.2 Testing laboratories shall have and shall apply procedures for estimating
uncertainty of measurement. In certain cases the nature of the test method
may preclude rigorous, metrologically and statistically valid, calculation of
uncertainty of measurement. In these cases the laboratory shall at least
attempt to identify all the components of uncertainty and make a reasonable
estimation, and shall ensure that the form of reporting of the result does not
give a wrong impression of the uncertainty. Reasonable estimation shall be
based on knowledge of the performance of the method and on the
measurement scope and shall make use of, for example, previous
experience and validation data.

NOTE 1 The degree of rigor needed in an estimation of uncertainty of measurement depends
on factors such as:

i) the requirements of the test method:
i) the requirements of the customer;

iii)  the existence of narrow limits on which decisions on conformity to a specification are
based.

NOTE 2 In those cases where a well recognized test method specifies limits to the values of
the major sources of uncertainty of measurement and specifies the form of presentation of
calculated results, the laboratory is considered to have satisfied this clause by following the
test method and reporting instructions (see 5.10).

5.4.6.3 When estimating the uncertainty of measurement, all uncertainty
components which are of importance in the given situation shall be taken into
account using appropriate methods of analysis.

NOTE 1 Sources contributing to the uncertainty include, but are not necessarily limited to, the
reference standards and reference materials used, methods and equipment used,
environmental conditions, properties and condition of the item being tested or calibrated, and
the operator.

NOTE 2 The predicted long-term behavior of the tested and/or calibrated item is not normally
taken into account when estimating the measurement uncertainty.

NOTE 3 For further information, see 1SO 5725 and the Guide to the Expression of Uncertainty
in Measurement (see 1.4).

NVLAP Note: ANSIINCSL Z540-2-1997 and NIST Technical Note 1297, 1994 edition, are
considered to be equivalent to the Guide to the Expression of Uncertainty in
Measurement (GUM).

54.7 Control of data

5.4.7.1 Calculations and data transfers shall be subject to appropriate checks in a
systematic manner.
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5.4.7.2 When computers or automated equipment are used for the acquisition,

NOTE

processing, recording, reporting, storage or retrieval of test or calibration
data, the laboratory shall ensure that:

computer software developed by the user is documented in sufficient detail
and is suitably validated as being adequate for use;

procedures are established and implemented for protecting the data; such
procedures shall include, but not be limited to, integrity and confidentiality of
data entry or collection, data storage, data transmission and data processing;

computers and automated equipment are maintained to ensure proper
functioning and are provided with the environmental and operating conditions
necessary to maintain the integrity of test and calibration data.

Commercial off-the-shelf software (e.g., word processing, database and statistical

programs) in general use within their designed application range may be considered to be
sufficiently validated. However, laboratory software configuration/modifications should be
validated as in 5.4.7.2 a).

Equipment
e
5.1
a) The laboratory shall be furnished with all items of sampling, measurement

and test equipment required for the correct performance of the tests and/or
calibrations (including sampling, preparation of test and/or calibration items,
processing and analysis of test and/or calibration data).

In those cases where the laboratory needs to use equipment outside its
permanent control, it shall ensure that the requirements of this handbook are
met.

Equipment and its software used for testing, calibration and sampling shall
be capable of achieving the accuracy required and shall comply with
specifications relevant to the tests and/or calibrations concerned.

Calibration programs shall be established for key quantities or values of the
instruments where these properties have a significant effect on the results.

Before being placed into service, equipment (including that used for
sampling) shall be calibrated or checked to establish that it meets the
laboratory’s specification requirements and complies with the relevant
standard specifications. It shall be checked and/or calibrated before use (see
5.8).
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Equipment shall be operated by authorized personnel. Up-to-date
instructions on the use and maintenance of equipment (including any
relevant manuals provided by the manufacturer of the equipment) shall be
readily available for use by the appropriate laboratory personnel.

Each item of equipment and its software used for testing and calibration and
significant to the result shall, when practicable, be uniquely identified.

Records shall be maintained of each item of equipment and its software
significant to the tests and/or calibrations performed. The records shall
include at least the following:

the identity of the item of equipment and its software;

the manufacturer's name, type identification, and serial number or other
unique identification;

checks that equipment complies with the specification (see 5.5.2);
the current location, where appropriate;
the manufacturer’s instructions, if available, or reference to their location:

dates, results and copies of reports and certificates of all calibrations,
adjustments, acceptance criteria, and the due date of next calibration:

the maintenance plan, where appropriate, and maintenance carried out to
date;

any damage, malfunction, modification or repair to the equipment.

The laboratory shall have procedures for safe handling, transport, storage,
use and planned maintenance of measuring equipment to ensure proper
functioning and in order to prevent contamination or deterioration.

Additional procedures may be necessary when measuring equipment is used

outside the permanent laboratory for tests, calibrations or sampling.

5.5.7

a)

Equipment that has been subjected to overloading or mishandling, gives
suspect results, or has been shown to be defective or outside specified limits,
shall be taken out of service. It shall be isolated to prevent its use or clearly
labeled or marked as being out of service until it has been repaired and
shown by calibration or test to perform correctly.

The laboratory shall examine the effect of the defect or departure from
specified limits on previous tests and/or calibrations and shall institute the
“Control of nonconforming work” procedure (see 4.9).
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5.5.8  Whenever practicable, all equipment under the control of the laboratory and
requiring calibration shall be labeled, coded or otherwise identified to indicate
the status of calibration, including the date when last calibrated and the date
or expiration criteria when recalibration is due.

5.5.9  When, for whatever reason, equipment goes outside the direct control of the
laboratory, the laboratory shall ensure that the function and calibration status
of the equipment are checked and shown to be satisfactory before the
equipment is returned to service.

5.5.10 When intermediate checks are needed to maintain confidence in the
calibration status of the equipment, these checks shall be carried out
according to a defined procedure.

5.5.11  Where calibrations give rise to a set of correction factors, the laboratory shall
have procedures to ensure that copies (e.g., in computer software) are
correctly updated.

5.5.12 Test and calibration equipment, including both hardware and software, shall
be safeguarded from adjustments which would invalidate the test and/or
calibration results.

5.6 Measurement traceability

General

a) All equipment used for tests and/or calibrations, including equipment for
subsidiary measurements (e.g., for environmental conditions) having a
significant effect on the accuracy or validity of the result of the test,
calibration or sampling shall be calibrated before being put into service.

b) The laboratory shall have an established program and procedure for the
calibration of its equipment.

NOTE Such a program should include a system for selecting, using, calibrating, checking,
controlling and maintaining measurement standards, reference materials used as
measurement standards, and measuring and test equipment used to perform tests and
calibrations.

NVLAP Note: See Annex B for requirements for the implementation of traceability policy
in NVLAP-accredited laboratories.

5.6.2  Specific requirements

5.6.2.1 Calibration

5.6.2.1.1

a) For calibration laboratories, the program for calibration of equipment shall be
designed and operated so as to ensure that calibrations and measurements

made by the laboratory are traceable to the International System of Units (SI)
(Systéme international d'unités).

e
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A calibration laboratory establishes traceability of its own measurement
standards and measuring instruments to the SI by means of an unbroken
chain of calibrations or comparisons linking them to relevant primary
standards of the Sl units of measurement. The link to S! units may be
achieved by reference to national measurement standards. National
measurement standards may be primary standards, which are primary
realizations of the SI units or agreed representations of S units based on
fundamental physical constants, or they may be secondary standards which
are standards calibrated by another national metrology institute.

b) When using external calibration services, traceability of measurement shall
be assured by the use of calibration services from laboratories that can
demonstrate competence, measurement capability and traceability.

c) The calibration certificates issued by these laboratories shall contain the
measurement results, including the measurement uncertainty and/or a
statement of compliance with an identified metrological specification (see
also 5.10.4.2).

NOTE 1 Calibration laboratories fulfilling the requirements of this handbook are considered
to be competent. A calibration certificate bearing an accreditation body logo from a calibration
laboratory accredited to this handbook, for the calibration concerned, is sufficient evidence of
traceability of the calibration data reported.

NOTE 2 Traceability to SI units of measurement may be achieved by reference to an
appropriate primary standard (see VIM: 1993, 6.4) or by reference to a natural constant, the
value of which in terms of the relevant SI unit is known and recommended by the General
Conference of Weights and Measures (CGPM) and the International Committee for Weights
and Measures (CIPM).

NOTE 3 Calibration laboratories that maintain their own primary standard or representation
of Si units based on fundamental physical constants can claim traceability to the SI system
only after these standards have been compared, directly or indirectly, with other similar
standards of a national metrology institute.

NOTE 4 The term “identified metrological specification” means that it must be clear from
the calibration certificate which specification the measurements have been compared with, by
including the specification or by giving an unambiguous reference to the specification.

NOTE 5 When the terms “international standard” or “national standard” are used in
connection with traceability, it is assumed that these standards fulfill the properties of primary
standards for the realization of Si units.

NOTE 6 Traceability to national measurement standards does not necessarily require the
use of the national metrology institute of the country in which the laboratory is located.

NOTE 7 If a calibration laboratory wishes or needs to obtain traceability from a national
metrology institute other than in its own country, this laboratory shouid select a national
metrology institute that actively participates in the activities of BIPM either directly or through
regional groups.

NOTE 8 The unbroken chain of calibrations or comparisons may be achieved in several
steps carried out by different laboratories that can demonstrate traceability.
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5.6.2.1.2  There are certain calibrations that currently cannot be strictly made in S
units. In these cases calibration shall provide confidence in measurements
by establishing traceability to appropriate measurement standards such
as:

a) the use of certified reference materials provided by a competent supplier to give
a reliable physical or chemical characterization of a material;

b) the use of specified methods and/or consensus standards that are clearly
described and agreed by all parties concerned.

c) Participation in a suitable program of interlaboratory comparisons is required
where possible.

5.6.2.2 Testing

5.6.2.2.1 For testing laboratories, the requirements given in 5.6.2.1 apply for
measuring and test equipment with measuring functions used, unless it
has been established that the associated contribution from the calibration
contributes little to the total uncertainty of the test result. When this
situation arises, the laboratory shall ensure that the equipment used can
provide the uncertainty of measurement needed.

NOTE The extent to which the requirements in 5.6.2.1 should be followed depends on
the relative contribution of the calibration uncertainty to the total uncertainty. If calibration is the
dominant factor, the requirements should be strictly followed.

5.6.2.2.2 Where traceability of measurements to Sl units is not possible and/or not
relevant, the same requirements for traceability to, for example, certified
reference materials, agreed methods and/or consensus standards, are
required as for calibration laboratories (see 5.6.2.1.2).

5.6.3 Reference standards and reference materials
5.6.3.1 Reference standards

a) The laboratory shall have a program and procedure for the calibration of its
reference standards.

b) Reference standards shall be calibrated by a body that can provide
traceability as described in 5.6.2.1.

c) Such reference standards of measurement held by the laboratory shall be
used for calibration only and for no other purpose, unless it can be shown
that their performance as reference standards would not be invalidated.
Reference standards shall be calibrated before and after any adjustment.

5.6.3.2 Reference materials
Reference materials shall, where possible, be traceable to SI units of measurement, or

to certified reference materials. Internal reference materials shall be checked as far as
is technically and economically practicable.
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5.6.3.3 Intermediate checks

Checks needed to maintain confidence in the calibration status of reference, primary,
transfer or working standards and reference materials shall be carried out according to
defined procedures and schedules.

5.6.3.4 Transport and storage

The laboratory shall have procedures for safe handling, transport, storage and use of
reference standards and reference materials in order to prevent contamination or
deterioration and in order to protect their integrity.

NOTE  Additional procedures may be necessary when reference standards and reference
materials are used outside the permanent laboratory for tests, calibrations or sampling.

5.7  Sampling
TA —1E&
5.7.1
a) The laboratory shall have a sampling plan and procedures for sampling when

it carries out sampling of substances, materials or products for subsequent
testing or calibration.

b) The sampling plan as well as the sampling procedure shall be available at
the location where sampling is undertaken. Sampling plans shall, whenever
reasonable, be based on appropriate statistical methods. The sampling
process shall address the factors to be controlled to ensure the validity of the
test and calibration results.

NOTE 1 Sampling is a defined procedure whereby a part of a substance, material or product
is taken to provide for testing or calibration of a representative sample of the whole. Sampling
may also be required by the appropriate specification for which the substance, material or
product is to be tested or calibrated. In certain cases (e.g., forensic analysis), the sample may
not be representative but is determined by availability.

NOTE 2 Sampling procedures should describe the selection, sampling plan, withdrawal and
preparation of a sample or samples from a substance, material or product to yield the required
information.

5.7.2  Where the customer requires deviations, additions or exclusions from the
documented sampling procedure, these shall be recorded in detail with the
appropriate sampling data and shall be included in all documents containing
test and/or calibration results, and shall be communicated to the appropriate
personnel.

5.7.3  The laboratory shall have procedures for recording relevant data and
operations relating to sampling that forms part of the testing or calibration
that is undertaken. These records shall include the sampling procedure used,
the identification of the sampler, environmental conditions (if relevant) and
diagrams or other equivalent means to identify the sampling location as
necessary and, if appropriate, the statistics the sampling procedures are
based upon.
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5.8 Handling of test and calibration items

A

——

5.8.2

b)

<)

d)

5.8.3
b)
5.8.4

a)

b)

c)

d)

The laboratory shall have procedures for the transportation, receipt, handling,
protection, storage, retention and/or disposal of test and/or calibration items,
including all provisions necessary to protect the integrity of the test or
calibration item, and to protect the interests of the laboratory and the
customer.

The laboratory shall have a system for identifying test and/or calibration
items.

The identification shall be retained throughout the life of the item in the
laboratory.

The system shall be designed and operated so as to ensure that items
cannot be confused physically or when referred to in records or other
documents.

The system shall, if appropriate, accommodate a sub-division of groups of
items and the transfer of items within and from the laboratory.

Upon receipt of the test or calibration item, abnormalities or departures from
normal or specified conditions, as described in the test or calibration method,
shall be recorded.

When there is doubt as to the suitability of an item for test or calibration, or
when an item does not conform to the description provided, or the test or
calibration required is not specified in sufficient detail, the laboratory shall
consult the customer for further instructions before proceeding and shall
record the discussion.

The laboratory shall have procedures and appropriate facilities for avoiding
deterioration, loss or damage to the test or calibration item during storage,
handling and preparation.

Handling instructions provided with the item shall be followed.

When items have to be stored or conditioned under specified environmental
conditions, these conditions shall be maintained, monitored and recorded.

Where a test or calibration item or a portion of an item is to be held secure,
the laboratory shall have arrangements for storage and security that protect
the condition and integrity of the secured items or portions concerned.
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NOTE1 Where test items are to be returned into service after testing, special care is
required to ensure that they are not damaged or injured during the handiing, testing or
storing/waiting processes.

NOTE 2 A sampling procedure and information on storage and transport of samples,
including information on sampling factors influencing the test or calibration result, should be
provided to those responsible for taking and transporting the samples.

NOTE 3 Reasons for keeping a test or calibration item secure can be for reasons of record,
safety or value, or to enable complementary tests and/or calibrations to be performed later.

Assuring the quality of test and calibration results

PRI

5.9.1

a) The laboratory shall have quality control procedures for monitoring the
validity of tests and calibrations undertaken.

b) The resulting data shall be recorded in such a way that trends are detectable
and, where practicable, statistical techniques shall be applied to the
reviewing of the results.

C) This monitoring shall be planned and reviewed and may include, but not be

limited to, the following:

1) regular use of certified reference materials and/or internal quality control
using secondary reference materials;

2) participation in interlaboratory comparison or proficiency-testing
programs;

3) replicate tests or calibrations using the same or different methods;
4) retesting or recalibration of retained items;
5) correlation of results for different characteristics of an item.

NOTE The selected methods should be appropriate for the type and volume of the work
undertaken.

5.9.2  Quality control data shall be analyzed and, where they are found to be
outside pre-defined criteria, planned action shall be taken to correct the
problem and to prevent incorrect results from being reported.

510 Ceportin_gi_tfhe results

se—

5.10.1 Genéral

a) The results of each test, calibration, or series of tests or calibrations carried
out by the laboratory shall be reported accurately, clearly, unambiguously
and objectively, and in accordance with any specific instructions in the test or
calibration methods.
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b) The results shall be reported, usually in a test report or a calibration
certificate (see Note 1), and shall include all the information requested by the
customer and necessary for the interpretation of the test or calibration results
and all information required by the method used. This information is normally
that required by 5.10.2, and 5.10.3 or 5.10.4.

c) In the case of tests or calibrations performed for internal customers, or in the
case of a written agreement with the customer, the results may be reported
in a simplified way. Any information listed in 5.10.2 to 5.10.4 which is not
reported to the customer shall be readily available in the laboratory which
carried out the tests and/or calibrations.

NOTE 1 Test reports and calibration certificates are sometimes called test certificates and
calibration reports, respectively.

NOTE 2 The test reports or calibration certificates may be issued as hard copy or by
electronic data transfer provided that the requirements of this handbook are met.

5.10.2 Test reports and calibration certificates

Each test report or calibration certificate shall include at least the following information,
unless the laboratory has valid reasons for not doing so:

a) a title (e.g., “Test Report” or “Calibration Certificate”);

b) the name and address of the laboratory, and the location where the tests
and/or calibrations were carried out, if different from the address of the
laboratory;

C) unique identification of the test report or calibration certificate (such as the

serial number), and on each page an identification in order to ensure that the
page is recognized as a part of the test report or calibration certificate, and a
clear identification of the end of the test report or calibration certificate;

d) the name and address of the customer,;
e) identification of the method used;
f) a description of, the condition of, and unambiguous identification of the

item(s) tested or calibrated;

g) the date of receipt of the test or calibration item(s) where this is critical to the
validity and application of the results, and the date(s) of performance of the
test or calibration;

h) reference to the sampling plan and procedures used by the laboratory or
other bodies where these are relevant to the validity or application of the
results;

i) the test or calibration results with, where appropriate, the units of
measurement;
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i the name(s), function(s) and signature(s) or equivalent identification of
person(s) authorizing the test report or calibration certificate;

k) where relevant, a statement to the effect that the results relate only to the
items tested or calibrated.

NVLAP Note: NVLAP defines the person(s) who authorizes the test report or calibration
certificate as the Approved Signatory (see 1.5.2).

NOTE 1 Hard copies of test reports and calibration certificates should also include the page
number and total number of pages.

NOTE 2 Itis recommended that laboratories include a statement specifying that the test
report or calibration certificate shall not be reproduced except in full, without written approval of
the laboratory.

5.10.3 Testreports

5.10.3.1 In addition to the requirements listed in 5.10.2, test reports shall, where
necessary for the interpretation of the test results, include the following:

a) deviations from, additions to, or exclusions from the test method, and
information on specific test conditions, such as environmental conditions;

b) where relevant, a statement of compliance/non-compliance with
requirements and/or specifications;

c) where applicable, a statement on the estimated uncertainty of measurement;
information on uncertainty is needed in test reports when it is relevant to the
validity or application of the test results, when a customer's instruction so
requires, or when the uncertainty affects compliance to a specification limit;

d) where appropriate and needed, opinions and interpretations (see 5.10.5);

e) additional information which may be required by specific methods, customers
or groups of customers.

5.10.3.2 In addition to the requirements listed in 5.10.2 and 5.10.3.1, test reports
containing the results of sampling shall include the following, where
necessary for the interpretation of test results:

a) the date of sampling;
b) unambiguous identification of the substance, material or product sampled

(including the name of the manufacturer, the model or type of designation
and serial numbers as appropriate);

C) the location of sampling, including any diagrams, sketches or photographs;
d) a reference to the sampling plan and procedures used:
e) details of any environmental conditions during sampling that may affect the

interpretation of the test results;
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f) any standard or other specification for the sampling method or procedure,
and deviations, additions to or exclusions from the specification concerned.

5.10.4 Calibration certificates

5.10.4.1 In addition to the requirements listed in 5.10.2, calibration certificates shall
include the following, where necessary for the interpretation of calibration
results:

a) the conditions (e.g., environmental) under which the calibrations were made
that have an influence on the measurement results;

b) the uncertainty of measurement and/or a statement of compliance with an
identified metrological specification or clauses thereof:

c) evidence that the measurements are traceable (see Note 2 in 5.6.2.1 ).
5.10.4.2
a) The calibration certificate shall relate only to quantities and the results of

functional tests.

b) If a statement of compliance with a specification is made, this shall identify
which clauses of the specification are met or not met.

c) When a statement of compliance with a specification is made omitting the
measurement results and associated uncertainties, the laboratory shall
record those results and maintain them for possible future reference.

d) When statements of compliance are made, the uncertainty of measurement
shall be taken into account.

5.10.4.3 When an instrument for calibration has been adjusted or repaired, the
calibration results before and after adjustment or repair, if available, shall
be reported.

5.10.4.4 A calibration certificate (or calibration label) shall not contain any
recommendation on the calibration interval except where this has been
agreed with the customer. This requirement may be superseded by legal
regulations.

§.10.5 Opinions and interpretations

When opinions and interpretations are included, the laboratory shall document the
basis upon which the opinions and interpretations have been made. Opinions and
interpretations shall be clearly marked as such in a test report.

NOTE 1 Opinions and interpretations should not be confused with inspections and product
certifications as intended in ISO/IEC 17020 and ISO/IEC Guide 65.
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NOTE 2 Opinions and interpretations included in a test report may comprise, but not be
limited to, the following:

i) an opinion on the statement of compliance/noncompliance of the results with
requirements;

i) fulfillment of contractual requirements;
iii) recommendations on how to use the results;
iv) guidance to be used for improvements.

NOTE 3 In many cases it might be appropriate to communicate the opinions and
interpretations by direct dialogue with the customer. Such dialogue should be written down.

5.10.6 Testing and calibration results obtained from subcontractors

a) When the test report contains results of tests performed by subcontractors,
these results shall be clearly identified.

b) The subcontractor shall report the results in writing or electronically.

C) When a calibration has been subcontracted, the laboratory performing the

work shall issue the calibration certificate to the contracting laboratory.
5.10.7 Electronic transmission of results
In the case of transmission of test or calibration results by telephone, telex, facsimile
or other electronic or electromagnetic means, the requirements of this handbook shall
be met (see also 5.4.7).

5.10.8 Format of reports and certificates

The format shall be designed to accommodate each type of test or calibration carried
out and to minimize the possibility of misunderstanding or misuse.

NOTE 1 Attention should be given to the layout of the test report or calibration certificate,
especially with regard to the presentation of the test or calibration data and ease of assimilation
by the reader.

NOTE 2 The headings should be standardized as far as possible.

5.10.9 Amendments to test reports and calibration certificates

a) Material amendments to a test report or calibration certificate after issue shall
be made only in the form of a further document, or data transfer, which

includes the statement;

“Supplement to Test Report [or Calibration Certificate], serial number . . . [or
as otherwise identified],” or an equivalent form of wording.

b) Such amendments shall meet all the requirements of this handbook.
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c) When it is necessary to issue a complete new test report or calibration

certificate, this shall be uniquely identified and shall contain a reference to the
original that it replaces.
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Annex A (normative)

Referencing NVLAP accreditation <
SysTestwill adoess with pederenes e €S0y,

A1 Conditions for referencing the NVLAP term, logo, and symbol

The term NVLAP and the NVLAP logo are registered marks of the Federal
Government, which retains exclusive rights to control the use thereof. Permission to
use the term and symbol (NVLAP logo with approved caption) is granted to NVLAP-
accredited laboratories for the limited purpose of announcing their accredited status,
and for use on reports that describe only testing or calibration within the scope of
accreditation. NVLAP reserves the right to control the quality of the use of the NVLAP
term, logo, and symbol.

In order to become and remain accredited, laboratories shall comply with the
following conditions pertaining to the use of the term NVLAP, the NVLAP logo, and
NVLAP symbol. Failure to comply with these conditions may result in suspension or
revocation of a laboratory’s accreditation.

a) An applicant laboratory that has not yet achieved accreditation may make
reference to its applicant status. If the NVLAP Lab Code is used, it shall be
accompanied by a statement accurately reflecting the laboratory’s status. An
applicant laboratory shall not use the NVLAP term, logo or symbol in a
manner that implies accreditation.

b) The laboratory shall have a policy and procedure for controlling the use of
the term NVLAP and the NVLAP symbol.

c) The term and/or symbol shall not be used in a manner that brings NVLAP
into disrepute or misrepresents a laboratory’s scope of accreditation or
accredited status.

d) When the term NVLAP is used to reference a laboratory’s accredited status,
it shall be accompanied by the NVLAP Lab Code.

e) When the NVLAP symbol used to reference a laboratory’s accredited status,
it shall be comprised of the NVLAP logo and the NVLAP Lab Code in an
approved caption. The caption shall appear below and in close proximity to
the logo. The following captions have been approved by NVLAP:

* “For the scope of accreditation under NVLAP Lab Code 000000-0"
s “NVLAP Lab Code 000000-0".

See Annex A of NIST Handbook 150 for examples of the logo with captions.
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When the NVLAP symbol is used, the form of the NVLAP logo must conform
to the following guidelines:

1) The logo shall stand by itself and shall not be combined with any other
logo, symbol, or graphic.

2) The aspect ratio (width to height) shall be 2.25 to 1.

3) The logo and caption shall be of a size that allows the caption to be
easily read. The size of the caption shall not exceed the size of the
logo itself.

4) The logo shall appear in black, blue, or other color approved by
NVLAP, and may be filled or unfilled. In the case of a filled logo, the
same color shall be used for the outline and the fill.

The name of at least one Approved Signatory shall appear on a test or
calibration report that displays the NVLAP symbol or references NVLAP
accreditation. A computer-generated report may have the Approved
Signatory’s name printed along with the test or calibration results, as long as
there is evidence that there is a system in place to ensure that the report
cannot be generated without the review and consent of the Approved
Signatory. There may be legal or contractual requirements for original
signatures to appear on the report.

1 When the term and/or symbol are used on test or calibration reports,
such use shall be limited to reports in which some or all of the data are
from tests or calibrations performed by the laboratory under its scope
of accreditation.

2) A test or calibration report that contains both data covered by the
accreditation and data not covered by the accreditation shall clearly
identify the data that are not covered by the accreditation.

3) The report must prominently display the following statement at the
beginning of the report: “This report contains data that are not
covered by the NVLAP accreditation.”

1) When the term and/or symbol are used on test or calibration reports
that also include work done by subcontracted laboratories, such use
shall be limited to reports in which some or all of the data are from
tests or calibrations performed by the laboratory under its scope of
accreditation.

2) A test or calibration report that contains both data covered by the
accreditation and data provided by a subcontractor shall clearly
identify the data that were provided by the subcontracted laboratory.
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3) The report must prominently display the following statement at the
beginning of the report: “This report contains data that were produced
under subcontract by Laboratory X.” If the subcontracted laboratory is
accredited by NVLAP, then its Lab Code should also be stated.

4) If the subcontracted laboratory is accredited by a body other than
NVLAP, then the name of the accreditation body and the laboratory’s
number or other unique identifier should also be stated. If the
subcontracted laboratory is not accredited, then this must be stated.

Each test or calibration report bearing the term and/or symbol shall include a
statement that the report must not be used by the client to claim product
certification, approval, or endorsement by NVLAP, NIST, or any agency of
the Federal Government.

When used in a contract or proposal, the term and/or symbol shall be
accompanied by a description of the laboratory's scope of accreditation and
current accreditation status.

Laboratories shall not use the terms certified or registered when referencing
their NVLAP accreditation or conformance to ISO/IEC 17025 requirements.
The correct term is accredited.
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Annex B (normative)

Implementation of traceability policy in accredited laboratories

B.1 Policy ovewieww S MW Lg /\,!/ﬁ. % )
QZ@SWFSJ LS /), @@feﬁ{e ATENS
It is a fundamental requirement that the results of all accredited calibrationsand the
results of all calibrations required to support accredited tests shall be traceable to the
Sl (the International System of Units) through standards maintained by the National
Institute of Standards and Technology (NIST) or other internationally recognized
national metrology institutes (NMis). NIST Handbook 150 (and ISO/IEC 17025)
details the specific requirements for traceability to be met by testing and calibration
laboratories. This annex provides guidance as to how these requirements may be met
and how traceability of measurement can be assured by an accredited laboratory.

Internationally recognized NMis are those that are signatory to the Comité
International des Poids et Mesures (CIPM) Mutual Recognition Arrangement (MRA)
titled “Mutual recognition of national measurement standards and of calibration and
measurement certificates issued by national metrology institutes” and that have the
necessary calibration services listed in Appendix C of the MRA, Calibration and
Measurement Capabilities (CMC). For more details on the CIPM MRA and the CMC
database, please see <http://www.bipm.org/en/convention/mra/> or visit the NVLAP
web site.

B.2 General

/\l\ _A a) Laboratories shall be able to demonstrate proper use of traceable standards and
test and measurement equipment by competent laboratory personnel in a
suitable environment in performing the tests for which accreditation is desired or
held. This demonstration will include the determination of the appropriate
measurement uncertainty.

b) Calibration certificates received by NVLAP-accredited testing and calibration
laboratories with new or recalibrated equipment shall meet the requirements of
ISO/IEC 17025. The certificates must include the uncertainty of measurement
and/or a statement of compliance with an identified metrological specification or
clauses thereof.

Note to assessor: The NVLAP assessor(s) must, for each measurement
parameter, indicate which method the laboratory has employed to achieve
traceability. Select from B.3.1,B.3.2, B.3.3, B.3.4, or B.3.5 below. IfB.3.4 or B.35is
selected, supporting documentation is also required as indicated.

\(/
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B.3 Demonstration of traceability

and test and measurement equipment directly to NIST or, when appropriate,
to another national metrology institute. Accredited laboratories may obtain
certified reference materials from NIST (called Standard Reference Materials
under copyright) or from another national metrology institute. Use ofa
national metrology institute other than NIST shall be documented and will be
assessed by NVLAP.

J % B.3.1 NVLAP-accredited laboratories may submit appropriate physical standards

B.3.2 Testing laboratories that perform calibrations only for themselves do not need

of assuring traceability, an accredited laboratory may calibrate its own
equipment if the appropriate requirements of NiST Handbook 150 have been
met.

B.3.3 NVLAP-accredited laboratories that do not demonstrate traceability as
described in B.3.1 or B.3.2, shall use accredited calibration laboratory
services wherever available. Accredited calibration laboratories are those
accredited by NVLAP or by any accrediting body with which NVLAP has a
mutual recognition arrangement, A listing of NVLAP-accredited calibration
laboratories and of accreditation bodies with which NVLAP currently has
agreements is available from NVLAP.

B.34 Ifa NVLAP-accredited laboratory submits physical standards or test and
measurement equipment to a calibration service provider that is not
accredited by NVLAP or by an accrediting body with which NVLAP has 3
mutual recognition arrangement, the laboratory shall:

a) document that an appropriate accredited calibration service provider is not
available;
b) audit the claim of traceability of the provider of the calibration service and

document the following areas related to the calibration and claim of
traceability of its standards and test and measurement equipment;

information regarding assessment of the quality system used by the
calibration service provider,

— N

2)  the calibration procedure(s) used by the calibration service provider,

3)  the physical standards or other test and measurement equipment used
by the calibration service provider (including evidence of traceability to
standards maintained by NIST or an appropriate national metrology
institute and copies of relevant calibration certificates),

) information regarding the calibration intervals of relevant standards or
other test and measurement equipment,

5)  the environmental conditions of the laboratory,
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/\![ A 6) the method(s) by which uncertainties are determined (e.q., Guide fo the
/ Expression of Uncertainty in Measurement (GUM), and

7)  the relative uncertainties achieved at all steps of the process;

pursue the traceability chain until traceability to appropriate stated references
is completely validated, when a calibration service provider submits physical

standards and/or test and measurement equipment used in the calibration to
another laboratory(s) not accredited by NVLAP:

enter the audit documentation, including all findings of nonconformance and
resolutions of those findings, into the laboratory’s quality management
record-keeping system.

NOTE An on-site visit to the provider of the calibration service is encouraged, but is not
required as long as the information listed above is obtained and otherwise verified. Self-
declaration of compliance to ISO/IEC 17025 or other relevant standards by a calibration

B.3.5 If traceable calibration services are not available or appropriate, laboratories
may demonstrate comparison to a widely used standard that is clearly
specified and mutually agreeable to all parties concerned, particularly in

However, these standards may not all give equivalent measurement results;
therefore, it is important to specify which standard is used and to obtain
agreement among all parties involved that the choice made is acceptable.
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NIST HANDBOOK 150 CHECKLIST
COMMENTS AND NONCONFORMITIES

Instructions to the Assessor: Use this sheet to document comments and nonconformities.
For each, identify the appropriate item number from the checklist. Identify comments with a
“C" and nonconformities with an “X.” If additional space is needed, make copies of this page
(or use additional blank sheets).
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NIST HANDBOOK 150 CHECKLIST
COMMENTS AND NONCONFORMITIES

Instructions to the Assessor: Use this sheet to document comments and nonconformities.
For each, identify the appropriate item number from the checklist. Identify comments with a
“C" and nonconformities with an “X.” If additional space is needed, make copies of this page

(or use additional blank sheets).

Item No. CorX Comments and/or Nonconformities
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NIST VST Program-Specific Checklist (Draft) ; =t 20 U é

L zod] fpssessor As S,
Instructions to the Assessor: This checklist addresses the Voting System Tgst Program specific criteria prescribed in
NIST Handbook 150-22, NVLAP Voting System Tesﬁgg (2005 edition), the 2002 Voting System Standards (VSS-2002),
HAVA Section 301, and 2005 Voluntary Voting System Guidelines (VVSG 2005). The checklist items are numbered to
correspond to the requirements found in Clauses 4 and 5, and Annexes A and B of the handbook plus a section devoted to
the HAVA requirements not encompassed by the earlier VSS 2002,
Note: During the transition period to mandatory testing under VVSG 2005, some vendors may request testing for
compliance to the VSS 2002 standards. A laboratory accredited under the Voting System Test Program is required to test
and report to the HAVA requirements which extends VSS 2002 standards but may, at the request of the vendor, not extend
the testing to the full compliance of the VVSG 2005 requirements.

4 Management requirements for accreditation

4.1 Organization Q\S'/PI/( 2.2 M. ,O.Iq/B‘b

4.1.1 The laboratory shall gétablish and maintain policies and procedures for maintaining laboratory
impartiality and integrity /1 the conduct of voting system testing. When conducting testing under HAVA, the
laboratory policies and procedures shall ensure that: HM A (q / ;

a) laboratory staff members cannot both develop and test a product or system; QSM P : =
b) laboratory staff members cannot provide consulting services for and then participate in the test of that
product or system. Jan 2

4.1.2 The laboratory shall have physical and electronic controls augmented with an explicit policy and set of
procedures for maintaining separation, bot.h—ph"ysical and-glectronig,between the laboratory test personnel]
and laboratory consultants, product developemmntegrators, and others who may have an interest in

and/or may unduly inﬂ¥ence the outcome of the test. &S M/( ? G, 5 ‘ﬁ\ .

4.2 Management system

Lol
Wi S—%% erTm
Q___é " 4.2.1 The controlled version4f the laboratory management syste documentat}gn may be paper-based or gomp te?‘ '7 I 7 z

based. Version control shall be maigtained {n cither case., -072- A\t
- ' WL.Z& IKA—SM Xy % Ctrv ¢ upoy&éf"
Note: If both methods of documentation is used} one or the other wilJbe identified as the primary sbufce w1th[g W‘D’fa

@% the other having the status of a copy (historical, archive, working, distribution)
o 4.2.2 The following general management system required, but not limited to) shall be included with the

RFR R

——n e

quality manual when it is submitted as part of the apphcatlon'package:
_%‘- a) internal audits and management review;

| P &S5-eS v, 6.9.4. 7 A \ |
_QE" b) writigg and implementing system progedures;

% SLP~ A8

¢) writing and implementing system instructGl

L SusTorf Ao€3 pst

% d) staff trafning and individual development plans;

Dl TR-BT TI 07 treatems l
oy ¢) contract review; A~

o rd £
%1 =&~ QWM «.ﬁcéwwéo.%q/—?z 1

f) staff members who work at home aid at alternate whrk sites outside the lahoratory (e.g., telecommuting);

< | vl TCunigy Slea, duréerin = 1T toy
/ g) referencing NVLAP accreditation and use of fhc NVLAY symbél. / 4/(1 C,1
L Ngeds S0 g dd
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4.2.3 The following program-specific procedures shall be included with the quality manual when it is submitted as part

of the application package: 'S L/p &S [ (
a) review of the vendor Technical Data Package (VSS-2002, Volume 11, Section 2). This procedure shall include:

»

Use in preparing Qualification/National Certification Test Plan. (Ref VSS Vol I1.2.1,See also VL9.)
Format. Table of content, abstracts. and cross-index against the VSS/VVSG documentation requirements (Ref: VSS

Vol 11.2.1.1.3)
Provisions for placing the TDP in escrow for reference in state certification and acceptance testing. (Ref: VSS Vol
11.2.1.2)

Note: Completion of the TDP Review includes the validation of user procedures and operation manuals against the
actual equipment.
Note: vendor diagnostics and simulations must be validated.

b) selecting the laboratory staff for a Qualification/National Certification test team; S QS’ "m ﬂ‘ﬂ/ saxs f . g/‘g}

¢) writing a Qualification/National Certification Test Plan for first-time testing and testing of modified systems (Ref
V8S-2002, Volume II, Appendix A); RSP vC =

d) writing Test Operation Procedure (Ref VSS-2002, Volume 11, Appendix A.6.4);

¢) conducting testing at a customer's site (if the laboratory offers such services);

NOTE: Reference NASED Tech Guide 4

f) writing a Qualification/National Certification Test Report (VSS-2002, Volume II, Appendix B);

g) revicwing the Configuration Management Plan (VSS-2002, Volume II, Section 2.11);

h) ensuring the protection of proprietary information against threat from persons outside the laboratory, from visitors
to the laboratory, from laboratory personnel without a need to know, and from other unauthorized persons;

i) cooperating with the EAC during test campaigns;
J) witnessing of system build and installation. (Vol-2002, Volume 1, 9.2.6.4, NASED Tech Guide 4)

4.3 Document control

There are no requirements additional to those set forth in NIST Handbook 150.
4.4 Review of requests, tenders and contracts ,
m 4.4.1 The procedures for review of contracts shall include procedures to ensure that the customer understands that its

products and systems musf? meetffhe requirements of HAVA, the VSS-2002, and the EAC, l "
_W < __”g CrRADE = '%@V@V\ﬁ%,,

.ﬁ/ 4.4.2 The review shall include (bug r%ot limited to)%b%rato%y‘fompetencies amﬁzgourﬁeg gp ov‘i{e the
service, vendor-supplied documentation, tests to be conducted, test requested in addition to
Qualification/National Certification Testing, and the requirements for subgontracting

O G P S ol
Def. 4.4.3 The laboratory may‘conduct one or moré state's Certificatio Testing for products and systems for which
@@/ it previously conducted Qualification/National Certification Testing.

o Ko NOTE: Procedures for the review of requests, tenders, and contracts should include provisions to ensure that
any State Certification Testing does not replace or dilute the Qualification/National Certification Tegti

n EN
requirements. <M Cglqﬂf[;{/ § / () 3@ /57% '
%‘ 4.4.4 When conducting a contract review, the VSTL should determine if there are any special or changed requirements
from the EAC or from state or local election authorities. G ) . .
' s m bl ) ¥ [ Pl m
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4.5 Subcontracting of tests and calibrations
Def. 4.5.1 Subcontracting of tests and calibrations is the use of laboratory services outside of the VSTL to perform tests and
calibrations, e.g., electromagnetic compatibility testing, environmental testing, shock and vibration testing, FIPS 140
validation, and physical test instrument calibration. The word subcontracting is not used Ww

which the laboratory employs staff members (see 5.2.7). SL P’“’ \/ G, 2 L{;

X 4.5.2 If the VSTL subcontracts testing for any test within its scope of accreditation, the subcontracted laboratory shall
also be an EAC-accredited VSTL. All core voting system testing shall be conducted by a VSTL.

4.5.3 If the VSTL subcontracts voting system testing that is outside of its scope of accreditation, the subcontracted

\ laboratory must be:

}‘il[& a. located in the United States,

y b. an accredited laboratory under NVLAP (preferred) or another LAP with which NVLAP has signed a Mutual
Recognition Arrangement (MRA). Pj»ﬂgf{* has A2A Lo @MC. — APT pot (s (2025
¢. accredited under the appropriate scope of Accreditation for the testing which is subcontracted.

\/ d. If the VSTL needs to subcontract voting system testing outside of the core requirement scope of accreditation, the
VSTL shall include in their application and Quality Management procedures a list of validated test labs and the tests
for which they will used.

X 4.5.4 When a VSTL subcontracts to another laboratory, the VSTL is responsible for ensuring that setup, configuration,
testing, and reporting is competent, appropriate, and conducted by qualified people. The VSTL shall ensure:

a. The equipment under test is the same production design models as that presented to and used by the VSTL for
Qualification/National Certification Testing
b. The equipment operations used in the subcontracted testing are based on the operations as a voting system
component. Where appropriate, the VSTL shall provide test procedures or perform the Operationl Status Test or
operations based on the Operational Status Test (Ref VSS Vol II,
Notel: For example, a VSTL subcontracting with another laboratory to conduct temperature cycling tests should
conduct the functional testing itself rather than allowing the subcontractor to do so. The VSTL is responsible for
ensuring that the entire voting system is properly tested.

4.6 Purchasing services and supplies
There are no requirements additional to those set forth in NIST Handbook 150.

4.7 Service to the customer
There are no requirements additional to those set forth in NIST Handbook 150.

4.8 Complaints
There are no requirements additional to those set forth in NIST Handbook 150,

4.9 Control of nonconforming testing and/or calibration work
4.9.1 (Draft) The procedures shall include a requirement for reporting to the EAC when non-conforming work is
identified as having occurred on previous campaigns.

4.10 Improvement
There are no requirements additional to those set forth in NIST Handbook 150.

4.11 Corrective action
There are no requirements additional to those set forth in NIST Handbook 150.

4.12 Preventive action
There are no requirements additional to those set forth in NIST Handbook 150.

Rev: 13 May 06 30of10
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4.13 Control of records

d 4.13.1 The laboratory shall set policies and procedures on the retention of records that meet the requirements of
HAVA and the EAC and meet the needs of its customers as agreed in a contract. Volume I, Section 2.2.11 of the VSS-

2002, "Data Retention," does not apply to the retention of records of tgsting by the VSTL.

Mvzjrﬁ

k’“ P
Tle— SLP QS ~O0 5 45,22, (, i"”\% . Wféw‘{%' )
—_— 41322 The laboratory shall maintain a functional recqr%kﬁeplng system that is u ack each product or system.

SCP— RS~0O3 — (4

Atf

sed to tr:
% a. Records shall be easily accessible and contain complete information for each Qualiélcation/National Certification

% test. Wxag ' 9%73

b. Required records of testing activities shall be traceable to requirements in the VSS-2002 W‘“r {S- 3}
NOTE: Technical reviewers of the Qualification/National Certification Test Reports have requested that the rpepori
include a standardized test requirement matrix against the VSS 2002/VVSG 2005 requirements showing which
tests/reviews were performed, whether the results were accepteed, and, if based on reports from earlier tests or

work, along with any other information required by the management system. A MM%

laboratories, the reference for the report of the test. 23 2 » . ) 2 3
@%‘ ¢. Computer-based records shall contain entries indicating the date creatﬁag’%i%;\%u s) wﬂo%ggfon;q;% the

: d. Entries in laboratory notebooks shall be dated and signed or initialed /) ;

© e. All records shall be maintained in accordance with laboratory policies and procedures and in a manner that ensures

record integrity. fi/k g{/f)w RC-0>

4.13.3 Laboratory records shall be maintained, released, or destroyed in accordance with the laboratory’s policy on
proprietary information and contractual agreements with customers.w& C-02 @ 5:, 2.3, o

/ ég f. There shall be appropriate backups and archives

v

4.13.4 The Qualification/National Certification Test Report plus the laboratory's records of the Qualification/National

Certification test shall contain sufficient information to allow repeating, reproducing and/or auditing the entire

Qualification/National Certification test.

ﬁ,g: 22 ’E%/

4.14 Internal audits S(_(P»@§~ o % ﬁ 5.2:3%.€ :' ca/PA
v 52,3 85
@K_ 4.14.1 Internal audits shall be performed on a schedule prescribed by the lgboratory policies and procedures. Recent
internal audit reports shall be(availabl for review during NVLAP on-sit¢ assessments.
_@& 4.14.2 The internal audit shall cover the laboratory management systeny and the application of the management system

to all laboratory activities, including compliance with NVLAP, HAVA, VSS-2002, contractual, laboratory
management system, and any additional EAC requirements. ‘—L_; StefP-RS- 0%

‘ At/ ~
4.14.3%&%&%% i? f QCQ{' M% c?xg a?ééc‘?o%éa;gs/

ne member of the laboratory staff is competent to conduct a spe

method, and performing an audit of work in this area would result in that person auditing his or her own work, then the

audit may be conducted by another staff member. . External ex also be used in these situations.
- Lo iyice gl APAly

Def
> The audit shall cover the methodology for that test method and shall include a review of document
. . . R O . i . . . -
; E instructions, adherence to procedures and nstructions, and review of previous audit reports

procedures and

QS~-SH 5,20,

4.14.4 The laboratory shall perform at least one complete internal audit of its management system prior to the first on-

site assessment.

WA DY Win 30 Pavys

Rev: 13 May 06 40f 10



NiST HB 150-22, NAVLP LAB CODE gé”j;‘
Voting System Test Lab Checklist

4.15 Management reviews

QK" 4.15.1 Management reviews shallbe performed on a schedule prescribed by the laboratory policies and procedures.
ey : ; g ;
L 806 (65 a7, (S .
Note: Recent management review reports shall be available fot review during NVLAP on.sit assessments. Date and
; ; tile_ AT OOWE pItC DO zfd/f&m 2D S,

ey 4.15.2 The laboratory shall perform at least one management review prior to the first on-site assessment.

Fresc
S Technical requirements for accreditation

5.1 General

% The quality manual shall contain, or refer to, documentation that describes and details the laboratory's implementation
of procedures covering all of the technical requirements in NIST Handbook 150 and this handbook.

@g’VVL 15;"2/
5.2 Personnel

;Q;& &52.1 The laboratory shall maintain a competent administrative and technical staff appropriate for testing voting
systems to be recognized by the EAC under the HAVA. The laboratory shall maintain position descriptions, training
records and resumes for responsible supervisory personnel and laboratory staff members who have an effect on the “
outcome of Qualification/National Certification tests. S{,«T i M C,&L;W«{ss M f’%% M MM"Z’J}W
5.2.2 The laboratory shall maintain a list of personnel designated to fulfill NVLAP requirements including: An
individual may be assigned or appointed to serve in more than one position; however, to the extent possible, the
laboratory director and the quality manager positions should be independently staffed.

i

Laboratory Director: £ad 3 i i ig/(s
Technical Director: 54

Authorized Representative: List names and titles
a._-4|M\

bA_A A b A A VA A £ /;\\/\\
{VA'AVAVAVAVAVAVAY/
App‘rj\:etﬁi natories:
a. A AWy A%
NN
e _ -
Team Leaders (reference Org chart)
Quality Manager:
Note: A organization chart identifying positions and titles shall be provided as part of the VSTL application and
updated when these positions are changed with the EAC.
~—35.2.3 The laboratory shall notify both NVLAP and the EAC within 30 days of any change in key personnel. When key .
persomto the staff, the notification of changes shalfincludea current resumd¥ar each new staff member. 5,

fcs, > &P TRo| 223
Mé/ 5.2.4 Laboratories shall doéument the required qualifications for each staff position. The staff information may be kept

in the official personnel folders or in separate, official folders that contain only the information that the NVLAP

) assessors need to review. W QWW(
__@J,_Z‘N 5.2.5 The laboratory shall have documentedid detailed description of its training program for new and current staff

members. Each new staff member shall be trained for assigned duties. The training program records shall be updated
as individuals are assigned new responsibilities. Each staff member may receive training for assigned duties either
through on-the-job training, formal classroom study, attendance at conferences, or another appropriate mechanism.
Training materials that are maintained within the laboratory shall be kept up-to-date.

W‘Tﬁm@ﬁ

“—
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Wl
%26 The laboratory shall review annually the competence of each staff member for each test method the staff member

O

is authorized to conduct. The staff member’s immediate supervisor, or a designee appointed by the laboratory director,
shall conduct annually an assessment and an observation of performance for each staff member. A record of the annual
review of each staff member shall be dated and signed by the supervisor and the employee. A description of
competency review programs shall be maintained in the management system.

S TRy —02 A< Lz Wi Syt s
5.2.7 Individuals hired to perform tes{ing activities are sometimes referred to as subcontractors . NVLAP does not
make a distinction between full-time laboratory employees and individuals hired on a contract, NVLAP requires that

5.2.8 The records for each person having an effect on the outcome of the testing shall include:

a) position description; i

b) resume/CV/bio to match the person to the position; M W Wf——*

¢) duties assigned;

d) annual competence review; : 4 -

¢) training records and training plans.

5.2.9 In order to maintain confidentiality and impartiality, the laboratory shall maintain proper separation between
personnel conducting testing and other personnel inside the laboratory or outside the laboratory, but inside the parent
organization.

5.3 Accommodation and environmental conditions

TA

POR——

5.3.1 The laboratory shall have adequate facilities to conduct the voting system testing that it offers, This includes
facilities for staff training, record keeping, document storage, and software storage. If testing activities are conducted
at more than one location, all locations shall meet the NVLAP requirements, and mechanisms shall be in place to
ensure secure communication between all locations.

5.3.2 A protection system shall be in place to safeguard customer proprietary hardware, software, test data, electronic
and paper records, and other materials. This system shall protect the proprietary materials and information from
personnel outside the laboratory, visitors to the laboratory, laboratory personnel without a need to know, and other
unauthorized persons.

5.3.4 If the laboratory is conducting multiple, simultaneous tests, it shall maintain a System of separation between the
products of different customers. This includes the product itself, the test platform, peripherals, documentation,
electronic media, manuals, and records.

5.3.5 If testing activities will be conducted outside of the laboratory, the management system shall include procedures
for conducting activities at customer sites or other off-site locations, F or example, procedures may explain how to
secure the site, where to store records and documentation, and how to control access to the test facility.

Note: See NASED Guideline 4 for specific requiremsnts on witnessed builds at customer sites.

5.4 Test and calibration methods and method validation

Rev: 13 May 06 6 of 10
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Def.

.

5.4.1 The test methods for this program are given in the VSS-2002 approved by the Federal Election Commission on
April 30, 2002, and adopted in the HAVA. In the V8S-2002, there are specific test methods, references to test
methods, and provisions for laboratory—developed test methods. The EAC may amend and augment the VS§8-2002.

The laboratory shall develop procedures for implementation of the NEwW requirements when the EAC amends or
augments the VSS-2002

Note: VVSG 2005 is an admendment to the VS§8-2002.

5.4.2 For each test in the Test Plan, the laboratory shall document all aspects of the test including the test method. The
level of detail shall be such that the laboratory can repeat the test or another laboratory can reproduce the test and the
results of the test will be equivalent to the original test,

Where the laboratory has developed test methods to meet the requirements of the VSS-2002, validation of the test
methods shall be included in the documentatjon,

5.4.3 For the purposes of achieving product certification under HAVA, laboratories shall comply with interpretations
of the test methods as provided by the EAC.

When exceptions to the testing methodology may be necessary for technical reasons, the laboratory shal] ask the EAC
for an interpretation, the customer shall be informed, and details of an interpretation shall be described in the test

5.4.4 As apart of the testing procedure, the laboratory shall describe by whom and how the voting system will be
configured. If the customer configures any part of the voting system, then the laboratory shall verify the configuration,
including all software.

Note: This is to include the configuration of COTS software installed to support the system.

5.4.5 When testing activities are conducted outside the laboratory, the laboratory shall have additional procedures to
ensure the integrity of al| tests and recorded results. These procedures shall also ensure that the same requirements that
apply in the laboratory and its facility are maintained at the non-laboratory site.

5.4.6 The laboratory shall clearly identify any test methods included in the test campaign that are outside of the
laboratory's scope of accreditation.

5.5 Equipment

L—,

5.5.1 The laboratory shall document and maintain records on all test equipment or test suites used during testing, Test
equipment includes software and hardware products or other assessment mechanisms used by the laboratory to support
the testing of products and systems. The laboratory shall also know how to configure and operate al] equipment within
its control,

5.5.2 Computer Systems, and other platforms used during the conduct of testing shall be under configuration control.
The laboratory shall have procedures to ensure that any equipment (hardware and software) used for testing is in a
known state prior to use for testing,

Note: The procedures for the Test Report shall include a report of the configuration of the operational voting
system equipment including COTS component versions used in the actual test.

5.5.3 Test equipment shall be properly calibrated. For test equipment, calibration means verification of correctness and
suitability. Any software test tools shall be validated to be sure that they are accurately testing to the standard. They
shall also be examined to ensure they do not interfere with the conduct of the test and do not modify or impact the
integrity of the product under test in any way. VSS8-2002, Volume I, Section B.3 requires the documentation of the
tested software and Supporting hardware.

5.5.4 Laboratories shall have procedures that ensure appropriate configuration of all test equipment. Laboratories shall
maintain records of the configuration of test equipment and al| analyses to ensure the suitability of test equipment to
perform the desired testing,

5.5.5 For software testing, calibration is used to mean that aj| hardware, software, interfaces, etc. have been brought
under configuration Mmanagement and that the laboratory can reproduce the conditions under which each specific test
was conducted. Where an operating system, user applications, test tools, and customer software are loaded onto a
platform, calibration covers the hardware platform, all software, and the order in which the software was loaded.

Rev: 13 May 06 70of 10



x4 .
" NIST HB 150-22, NAVLP LAB CODE §LJ
Voting System Test Lab Checklist

5.6 Measurement traceability

Def. 5.6.1 For this NVLAP program, traceability is used in two different ways. The first applies to classical test and
measurement equipment. The second to software and System testing.
Def. 5.6.2 The classical definition of traceability is a comparison of a measured value to a stated reference through an

unbroken chain of comparisons all having stated uncertainties, For example, a micrometer is calibrated using a gauge
block that has been assigned a value that is traceable though the national standard to the International System of Units
(S1).
Def. 5.6.3 For software and some systems testing, fraceability means that the operations performed by a test or test tool
have been demonstrated to embody the assertions contained in the documentary standard. This means that test tools
and test methodology demonstrate that the tests conducted by the tools and the test assertions they make are traceable
to specific criteria and methodology.
The Test Plan and Report shall include test requirment matrix identifying the requirments that are being
satisified.
Note: Reference
5.7 Sampling

prom—

|

5.7.1 The laboratory shall use documented procedures for sampling. When sampling is used during a test campaign,
the laboratory shall document its sampling strategy, the decision-making process, and the nature of the sample.
Sampling may include (but is not limited to):
a) hardware items;
b) sofiware;
¢) system configuration;
d) test methods;
€) system states at time of test.
5.7.2 The VSS-2002 requires that the laboratory document its plan for the minimum number of combinations or
alternatives of input and output conditions that can be exercised to constitute an acceptable test of the parameters
involved (VS§S-2002, Volume I, A5.2).
. 5.7.3 Sampling shall be part of the test record.

5.8 Handling of test and calibration items
" 5.8.1 The laboratory shall protect products and systems under test and calibrated tools from modification, unauthorized
access, and use. The laboratory shall also maintain separation between and control over the items from different tests,
to include the product being tested, its platform, peripherals, and all documentation.
5.8.2 When the product being tested includes software components, the laboratory shall ensure that configuration
management mechanisms are in place to prevent inadvertent modifications to the software components during the
testing process. This includes the customer's software, test tools, and commercial off-the-shelf (COTS) software.

T

|

—_— 5.8.3 The laboratory shall have procedures to ensure proper retention, disposal or return of software and hardware
i after the completion of the test.

< 59 Assuring the quality of test and calibration results

—_— The laboratory shall have procedures for conducting final review of testing, Qualification/National Certification Test
Reports and any other test reports it issues, and laboratory records of the testing prior to submission to the customer
and/or the EAC.
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5.10 Reporting the results

Lw 5.10.1 The laboratory shall issue test reports of its work that accurately, clearly, and unambiguously present the test
plan, test conditions, test setup, test methods, test results, and all other required information. Test reports shall provide
all necessary information to permit the same or another laboratory to reproduce the test plan and obtain comparable
results,

— 5.10.2 There may be more than one type of test report issued by the VSTL, including:

—_— a) Qualification/National Certification Test Reports (VSS-2002, Volume II, Appendix B) that are to be submitted to
the

—_— EAC-designation certification body;

—_— b) test reports submitted to a state for its use in Certification Testing;

— <) test reports that are produced under contract and intended for use by the customer.

— 5.10.3 Qualification/National Certification Test Reports created for submission to the EAC shall meet the requirements
of the VSS-2002 and any additional EAC requirements. The report shall contain sufficient information for the exact

submitted in the form and by the method specified by VSS-2002. Information required to reproduce the test but not
included in the Qualification/National Certification Test Report shall be kept by the laboratory as part of the testing
records.

—_— 5.10.4 Reports intended for use only by the customer shall meet customer-laboratory contract obligations and be
complete, but need not necessarily meet all VSS-2002 requirements. Information required to reproduce the test but not
included in the test report shall be kept by the laboratory as part of the testing records.

— 5.10.5 The test reports shall clearly indicate that the test results apply to the product or System as tested, Testing of
products or systems that have been modified may or may not produce the same test results,

— 5.10.6 The section of 2 Qualification/National Certification Test Report that meets the V§S-2002 requirement
for a Summary or the recommendation section of a test report for a customer shall also meet the requirements
of NIST Handbook 150 on opinions and interpretations under Reporting the results,

6 Additional requirements

There are no additional requirements beyond NIST Handbook 150 and its associated normative annexes, and any other
normative references previously cited in this handbook.
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COMMENTS AND NONCONFORMITIES

Instructions to the Assessor; Use this sheet to document comments and nonconformities.

For each, identify the appropriate item number from the checklist. Identify comments with a “C” and
nonconformities with an “X."

If additional space is needed, make copies of this page (or use additional blank sheets).
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