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To the Technical Guidelines Development Committee:

The bottom line for most voters comes down to this.  It is far too easy to erase or forge voter data without anyone ever knowing, if it exists solely in the computer.  Some physical aftereffect of the voting process must be produced in order to confirm votes if tampering is suspected. 

I suggest that voting machines should print out a pair of paper copies, preferably on carbon paper, containing human-readable vote information.  

A yellow copy would be kept by the voter as a receipt (to ensure that the voting booth counted the vote as the voter expected) and a blue copy would be given to the voting proctors.  Votes could be numbered sequentially (without regard to the identity of the person voting) to ensure that, if necessary, voters can compare their receipt to the ballot cast in their name (and even look up the vote in the computer to confirm it!)

A barcode containing both the vote number and the vote information could be printed on the paper records.  This would make it easy to recount (about as simple as feeding paper into a printer), and any number of independent sources could confirm the votes quickly and easily.  The barcode encoding scheme used should be made public information prior to the election, so that anyone with a scanner can confirm the code on their own receipt.  (The human-readable data would be printed on the same page, making it easy to spot a frauduent barcode.)

Of course, nothing prevents the machine from tallying the vote differently than it reports in the printouts.  To truly mitigate that risk we need verifiable source code from the machines.  But if there is suspicion that such is happening, we can always count the votes by hand and eye.

Consider all of this as insurance.  We need a way to tell vote hackers that their attempts to influence the election process will be noticed.  

Ensure that, and we will be much less likely to suffer any sort of attack on the system.

I hope your committee deliberations go smoothly and that we see some good developments from your work.  Thanks.

-Haley Moore

