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I. INTRODUCTION AND BACKGROUND 

General Motors LLC (“GM”) respectfully submits these comments in response to the proceeding 
referenced above.  GM appreciates the opportunity to highlight its cybersecurity efforts, and to 
offer its view regarding how the federal government can best promote increased cybersecurity in 
the automobile industry. 

GM is a global leader in connected and autonomous vehicles, delivering innovative services that 
are enhancing safety and the ownership experience for customers.  In fact, GM has led the 
industry in delivering connected vehicle services since the launch of OnStar in 1996.  For 
example, OnStar’s emergency services and automatic crash notification have helped save lives 
consistent with GM’s commitment to safety.  OnStar’s automatic crash notification service helps 
to automatically alert a call center advisor when certain crashes occur so they can facilitate first 
responder assistance.  In most situations, even if the driver is unable to speak, the advisor can use 
GPS location technology to send emergency responders to the crash location. 

In addition to its connected vehicle innovations, GM has a long history with autonomous vehicle 
research and is leading in promoting autonomous driving technologies.  GM’s recent investments 
in the ride-sharing company Lyft and Cruise Automation, a developer of autonomous-driving 
technology, demonstrate its leadership commitment.  Autonomous and connected-car technology 
has the potential to significantly improve mobility and safety for all people.  It is important to 
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note that 94% of all vehicle crashes are caused by driver error.  The great promise of highly 
automated technology is that it has the potential to drastically reduce that number.   

GM also expects to be the first automaker to bring Dedicated Short Range Communications 
(“DSRC”), or Vehicle to Vehicle (“V2V”) safety technology to the U.S. in its Model Year 2017 
Cadillac CTS.  V2V also has huge safety potential—NHTSA estimates that once all vehicles are 
equipped, V2V could potentially mitigate 80 percent of non-impaired crashes, reducing costs to 
our nation’s economy by $871 billion each year. 

These examples illustrate the promise of technological advances and vehicle connectivity.  For 
these technologies to deliver on their promise, they must earn our customers’ trust that they will 
work as designed. This includes protecting against potential cybersecurity threats.  To that end, 
General Motors continues to prioritize the cybersecurity of its products and systems, and is 
grateful for the opportunity to highlight these efforts below. 

II. GM’S CYBERSECURITY EFFORTS     

GM has devoted substantial resources and taken wide ranging organizational and technical 
measures to address cybersecurity.  In fact, GM was the first auto manufacturer to create an 
integrated and dedicated global organization focused on minimizing the risks of unauthorized 
access to vehicles and customer data.  Jeff Massimilla, GM’s Chief Product Cybersecurity 
Officer, has responsibility for the end-to-end cybersecurity of our vehicles and vehicle connected 
services. 

GM bases its organization and program upon the National Institute of Science and Technology 
(“NIST”) Framework for Improving Critical Infrastructure Cybersecurity, released in early 2014. 
The NIST Framework, along with other resources, serves as a guide to industry as it addresses 
cybersecurity threats.  GM utilizes the NIST Framework to cover development and production 
phases of the vehicle lifecycle and provides milestones for review, analysis, testing, and 
vulnerability remediation.   

GM takes a multi-layered approach to cybersecurity and utilizes a security by design approach.  
For example, GM is now designing vehicle systems that can be updated with enhanced security 
measures as potential threats evolve.  GM also continues to collaborate with experts in other 
industries, government organizations, academia and industry consortiums on key lessons and 
best practices.  A GM employee also leads the Society of Automotive Engineers Vehicle 
Electrical Systems Security Committee, which includes other OEMs and suppliers, where 
cybersecurity practices are discussed and standards are developed.  GM has also launched a 
Security Vulnerability Disclosure Program through which security researchers who find potential 
vulnerabilities related to GM products can inform GM via a secure website portal. 

The automotive industry as a whole also has taken a proactive approach to cybersecurity.  An 
example of these efforts include the Automobile Industry Information Sharing and Analysis 
Center (“Auto ISAC”) formed in July 2015.  The Auto ISAC provides for the analysis and 
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sharing of cyber threat information among almost all major U.S. automobile companies.1  GM is 
an active participant, and Jeff Massimilla is the Vice Chairman of the Auto ISAC Executive 
Committee.   

The Auto ISAC also recently published its Automotive Cybersecurity Best Practices Executive 
Summary in addition to the industry’s previously published Framework for Automotive 
Cybersecurity Best Practices.2  

The industry also designed DSRC and V2V technology with cybersecurity at the forefront.  With 
input from multiple stakeholders, the V2V system utilizes public infrastructure security and 
contains multiple technical, physical, and organizational controls to guard against cybersecurity 
threats.    

It is clear that GM and the industry have made significant strides in addressing vehicle 
cybersecurity, and these proactive measures were accomplished through voluntary collaborative 
efforts that allow the flexibility to adjust to an ever changing threat landscape. 

III. THE FEDERAL GOVERNMENT SHOULD CONTINUE TO FOSTER 
COLLABORATIVE INDUSTRY EFFORTS TO ADDRESS EVOLVING 
CYBERSECURITY RISKS  

Consistent with its experience described above, GM believes that a proper role for the federal 
government is to foster a voluntary flexible and collaborative approach to further cybersecurity 
in the automobile context.   Such an approach would further the ongoing proactive measures 
taken by GM and the industry.  Regulators and entities such as NIST and NTIA play a vital role 
in furthering these solutions through industry and cross-industry efforts. The NIST Cybersecurity 
Framework utilized by GM illustrates how well these mechanisms can work.  The Auto ISAC 
and industry best practices and collaborations are further examples.   

A prescriptive, top-down cybersecurity regulatory approach, on the other hand, would hinder 
ongoing efforts by the auto industry to address cybersecurity risks. Cybersecurity threats and 
responses to them are constantly changing, and there is no single binding solution or set of 
requirements that would be effective.  Rather, predefined, top-down cyber standards or 
regulations would likely become obsolete very quickly.  

The preferable approach to address these challenges is through the voluntary risk management, 
collaboration, and information sharing efforts currently taking place within the industry.  
Automakers should be free to develop and choose solutions that appropriately protect against 

                                            
1  Current Auto ISAC members include BMW, FCA, Ford Motor Co., General Motors, Honda 
Motor Co., Hyanai, Kia, Mazda, Mercedes, Mitsubishi, Nissan, Subaru, Toyota, Volkswagen. 
This membership represents more than 98 percent of cars on the road in North America. 
 
2  See http://www.autoalliance.org/index.cfm?objectid=E5E3C2B0-BEC2-11E5-
9500000C296BA163; https://www.automotiveisac.com/best-practices/ 
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constantly changing cyber threats.  It is important that the industry design solutions that best fit 
both the needs of the product and the demands of automotive safety, as these factors evolve.  

IV. CONCLUSION  

Autonomous and connected vehicles hold enormous potential to greatly improve society 
particularly with safety.  GM is committed to working with the U.S. government, as well as other 
stakeholders, to continue an effective regulatory framework for autonomous and connected 
vehicles in the context of cybersecurity.   

 

Respectfully Submitted, 
 
/s/ Harry Lightsey 
 
Harry Lightsey 
Executive Director, Connected Customer, Public Policy 
 

 


	I. Introduction and Background
	II. GM’s Cybersecurity Efforts
	III. The Federal Government Should Continue to Foster Collaborative Industry Efforts to Address Evolving Cybersecurity Risks
	IV. Conclusion




Accessibility Report





		Filename: 

		gm_rfi_response.pdf









		Report created by: 

		



		Organization: 

		







[Enter personal and organization information through the Preferences > Identity dialog.]



Summary



The checker found no problems in this document.





		Needs manual check: 0



		Passed manually: 2



		Failed manually: 0



		Skipped: 0



		Passed: 30



		Failed: 0







Detailed Report





		Document





		Rule Name		Status		Description



		Accessibility permission flag		Passed		Accessibility permission flag must be set



		Image-only PDF		Passed		Document is not image-only PDF



		Tagged PDF		Passed		Document is tagged PDF



		Logical Reading Order		Passed manually		Document structure provides a logical reading order



		Primary language		Passed		Text language is specified



		Title		Passed		Document title is showing in title bar



		Bookmarks		Passed		Bookmarks are present in large documents



		Color contrast		Passed manually		Document has appropriate color contrast



		Page Content





		Rule Name		Status		Description



		Tagged content		Passed		All page content is tagged



		Tagged annotations		Passed		All annotations are tagged



		Tab order		Passed		Tab order is consistent with structure order



		Character encoding		Passed		Reliable character encoding is provided



		Tagged multimedia		Passed		All multimedia objects are tagged



		Screen flicker		Passed		Page will not cause screen flicker



		Scripts		Passed		No inaccessible scripts



		Timed responses		Passed		Page does not require timed responses



		Navigation links		Passed		Navigation links are not repetitive



		Forms





		Rule Name		Status		Description



		Tagged form fields		Passed		All form fields are tagged



		Field descriptions		Passed		All form fields have description



		Alternate Text





		Rule Name		Status		Description



		Figures alternate text		Passed		Figures require alternate text



		Nested alternate text		Passed		Alternate text that will never be read



		Associated with content		Passed		Alternate text must be associated with some content



		Hides annotation		Passed		Alternate text should not hide annotation



		Other elements alternate text		Passed		Other elements that require alternate text



		Tables





		Rule Name		Status		Description



		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot



		TH and TD		Passed		TH and TD must be children of TR



		Headers		Passed		Tables should have headers



		Regularity		Passed		Tables must contain the same number of columns in each row and rows in each column



		Summary		Passed		Tables must have a summary



		Lists





		Rule Name		Status		Description



		List items		Passed		LI must be a child of L



		Lbl and LBody		Passed		Lbl and LBody must be children of LI



		Headings





		Rule Name		Status		Description



		Appropriate nesting		Passed		Appropriate nesting










Back to Top



