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Malware == Bots in Today’s World

• All malware today has a goal
– Financial gain, data	
  exfiltra=on, service disrup=on

• To achieve these ends, all malware has
– Auto-­‐update func=onality
– Command and control capabili=es

– Propaga=on mechanisms and distribu=on channels
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An ounce of preven@on is worth a pound of cure

Network	
   File Reputa@on Behavioral	
   Repair 

Network-­‐based File-­‐based Reputa@on-­‐ Behavioral-­‐ Remediation � � � � �
Protec@on Protec@on based	
   based	
   Tools
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   malware	
  in files security	
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  files,	
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