Federal Reserve Bank

Most Innovative Solution Cybersecurity Awareness and Training Program
Cybersecurity Awareness Month Activities & Phishing Tournament

Cybersecurity Awareness Month

Main landing page
for events.

Live Events: # = Speaker Series (click each event to register) Seeall

+ Add event

Days until Phishing Tournament
2024 Kick Off!

00 Included links for
days . .
2024 Phishing tournament
OCISO Speaker Series OCISO Speaker Series OCISO Speaker Series Tournament kicks off the week of October 14. .
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‘ Phishing Tournament Rules and
Leaderboard

Internally-designed custom image

for Cybersecurity Awareness Month.

The chameleon represents adapting

to constantly morphing threats and how
much of our information seamlessly hides

in plain sight.

Click here!




Rules and Leaderboard

Expand the sections below to view the 2024 Phishing Tournament metrics. Note, it may take a few seconds for each leaderboard to appear.

The Phishing Tournament is intended to be a fun and challenging opportunity for staff to see various phishing emails without any risk. Tournament
results will be based on:

1. If you report a phish (as well as the time from delivery to report)
2. If you fall susceptible by clicking on a link or opening an attachment

Thers is no negative impact if you don't report or fall susceptible. You will not be enrolled in remedial training. There will be prizes though for those
that report all the phish within 24 hours and don’t fall susceptible! See the FAQ section below for more information.

Tournament Dates: October 15 through October 18
Sign up: MS Forms (sign up by October 7)

v Top 25 Quickest Reports for each Phish (and screenshots of the phishes)

~  Overall Top 25 Quickest Reporters for Delivered Phishes

v See Your Individual Results

v FAQs

v  Prizes

Phishing Tournament
Rules and Leaderboard site

Each section on the site expands
to display the information.
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924 Prishing OO

Internally-designed custom image for the
annual phishing tournament.

Using the same chameleon “catching”
phishing emails with a reminder to report.



hishing Leaderboards

A Top 25 Quickest Reports for each Phish (and screenshots of the phishes)

This ranking is determined by reporting the specified phish without falling susceptible, sorted by speed to report. At the top of each ranking, you can

use the link to open a screenshot of the phish with the indicated clues highlighted.

~~ Overall Top 25 Quickest Reporters for Delivered Phishes

Phish 1 View phish with indicated clues.

Phish 2 View phish with indicated clues.
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~ See Your Individual Results

2024 Cybersecurity Awareness Month Phishing Tournament

Thank you for participating in our phishing tournament! We hope that it was
informative and challenged you to recognize and report phishing attempts.
Phish #: Phish 1

Did you click? No Did you report?  Yes

Phish #: Phish 2 Did you click? No Didyou report?  Yes

Phish #: Phish 3 Did you click? No Did you report?  Yes
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This ranking is determined by reporting all delivered phishes without falling susceptible, sorted by speed to report.

Once the first phish goes out and
data has been collected, you will
see the ranking appear.



Communication to market events

System IT
Cybersecurity
Awareness Month

%peaker Series: : 2
ct. 8 - Evolution of Malware
Oct. 16 - Digital Deception
Oct. 23 - History of
Cryptography

Phishing
Tournament
Oct.15-:

sign up by Oct. 4

Phishing Tournament Alert: Get Hooked!

In hener of Cybersecurity Month happening in October, we're diving into a Phishing Tournament that's bound to catch your interest! You'll
get points for every phish you report and don't fall susceptible to. The phishing leaderboard results will be published showing:

* Top 25 fastest reporters for each phish (who didn't fall susceptible)
* Overall Top 25 fastest reporters for all phish (who didn't fall susceptible

1. Register here and sign up by October 4th - no bait-and-switch here! (Sign up extended to October 7th)

2. Join Us: Test your phishing detection skills!

3. Tournament will take place October 15 - 18.

4, Win Prizes: Prizes (Stanley mug) will be randemly awarded for 100% accuracy - reporting all of the phish AND not falling susceptible
(clicking links, opening attachments, etc.). See the FAQ and Prize section for details.

Let's get phishing!

Also, in October we will have a speaker series with guest speakers,»%%4s 4 {Be sure to register for those sessions. Check out this
article for more information. The more events you attend, the more chances you'll have at a prize!

Awareness Month

Speaker Series:

Oct. 8 - Evolution of Malware

Oct. 16 - Digital Deception

Oct. 23 - History of
Cryptography

Sign up for the Phishing Tournament (date extended) and Speaker Series sessions
Phishing Tournament Alert: Get Hooked! Sign up extended to October 7.

1. Register here and sign up by October 7th - no bait-and-switch here!
2. Win Prizes: Prizes (Stanley mug) will be randomly awarded for 100% accuracy - reporting all of the phish AND not falling susceptible
(clicking links, opening attachments, etc.). See the FAQ and Prize section for details.

Be sure to register for other fun and informative events.

October 8 at 1:00 PM ET - JoingZ - ks 13 F.uiy 22 "85 for an exciting journey through the early days of malware to today’s complex
cyber threats. We will delve into the history. highlighting how it has influenced cybersecurity practices and what lessons we can learn to
protect ourselves today. Registeysw

October 16 at 1:00 PM ET - Digital Deception. Is what you see really what you get? Join our guest speakers from

b bt manwn i i i edy  on the next level deception- deepfakes. Discover how Al is reshaping what we trust and what we need to
question! Register w4

October 23 at 1:00 PM ET - Join g «wow «# 1o & #4),as he takes us on a time machine back to the origins of cryptography. Take a
technical deep dive into the evolution of cryptographic ciphers over the ancient and medieval periods and into both of the world wars.
Register iy ™

The more events you attend, the more chances you’ll have at a prize!



Be Like a Chameleon and Adapt to New Threats
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As we glide into fall, Cybersecurity Awareness Month will be in
full view. System Information Security will host fun and
informative sessions throughout October. Get ready for the
annual phishing tournament and reel in a prize.

The Office of the Chief Infarmation Security
COfficer (OCI50) is celebrating Cybersecurity
Awareness Month with the theme of "Data isin
Plain View.” The chamelecn theme not only
signifies how we must adapt to constantly
maorphing threats but akso how sa much of our
inforrmation seamlessly hides in plain sight. It's
our job to protect that information from
accidental (or intentional) disclosure.

Join one (or all!) of our events happ=ening in
October. The miore events you attend, the mors
chances you'll have at a prizel

= Oct 8, 1 p.m. ET - Jump in the malware time
machine! Ever wondar how malware progressed from pranks to major threats? Join our guest
spaakar &, o trace the evolution of
malware over time. Register iri.

= Dt 15-18 - Sharpen your instincts with the 2024 Phishing Tournament. Be sure to review the
Rules and FAQ= and sign up by Oct. 4.

« Oct 16, 1 p.m. ET - Think you can spot a fake?
Think again! Join guest speakers from ||, &

=t
decode the digital chameleons threatening our
security. Register in

= Oct 23, 1 pom ET - Get ready to crack the
crypto code! loin our guest speaken

"« and leam how cryptography has besn
e 't‘Flr-E;-.ighl:lu: history. induding popular modsks.
Register in

Be vigilant. adapt your habits, and protect your
data. Just like a chameleon hiding in plain view,
your information could be exposed when you least
aypect it.

Wi stickors, wiater boitkes of o

Be sure to check out the Cybersacurity Awarsness Month site for these and more activities,
including live interactive trivia events (non-Fed) you can share and participate with your family
and friends.

Article highlighting all events
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