4™ Cybersecurity Framework Workshop

University of Texas at Dallas
September 11-13, 2013

Workshop Purpose: To review and refine content in the Discussion Draft of the Preliminary
Cybersecurity Framework and to discuss topics related to implementation of the Framework.

Workshop Inputs: The Discussion Drafts of the Preliminary Cybersecurity Framework, Executive
Overview, and [llustrative Examples are available for review.

Expected Workshop Outputs: Refined Draft Preliminary Cybersecurity Framework.

Agenda
Wednesday, September 11, 2013

8:00 AM Registration
Clark Center Lobby?, University of Texas at Dallas
902 Avenue A, Richardson, TX
9:00 AM Welcome Plenary - Clark Center Auditorium
Dr. David E. Daniel, President, University of Texas at Dallas
The Honorable Patrick D. Gallagher, Acting Deputy Secretary, Department
of Commerce and Director of NIST
The Discussion Draft of the Preliminary Cybersecurity Framework
Adam Sedgewick, NIST
Donna Dodson, NIST
Matt Scholl, NIST
Kevin Stine, NIST
Audience Q&A
10:45 AM Break
11:00 AM Threat Environment for Critical Infrastructure - Clark Center Auditorium
The objective of this panel is to discuss how threat information can inform the
implementation of the Cybersecurity Framework and how it can be utilized in
an organization’s risk management process.
Moderator: Roger Cressey, Liberty Group Ventures, LLC.
Panelists: Jeff Greene, Symantec; Bryan Sartin, Verizon; and Doug Wylie,
Rockwell Automation
12:00 PM Workshop Logistics and Rules of Engagement
Kiersten Todt, Liberty Group Ventures, LLC.
12:15 PM Lunch - Box lunch will be provided

1 A map of University of Texas at Dallas is available at: http://www.utdallas.edu/pdf/campusmap.pdf


http://www.nist.gov/itl/upload/discussion-draft_preliminary-cybersecurity-framework-082813.pdf
http://www.nist.gov/itl/upload/discussion-draft_executive-overview-082813.pdf
http://www.nist.gov/itl/upload/discussion-draft_executive-overview-082813.pdf
http://www.nist.gov/itl/upload/discussion-draft_illustrative-examples-082813.pdf
http://www.utdallas.edu/pdf/campusmap.pdf

1:30 PM

5:00 PM

Working Sessions - Assigned Groups and Locations on Campus

The objective of this working session is to obtain initial feedback on the
discussion drafts of the Preliminary Cybersecurity Framework. Questions
identified in the Notes to Reviews (Discussion Draft of the Preliminary
Cybersecurity Framework, page i) will be used to guide the discussion.

Group # Location (Room, Building)

1 TI Auditorium (ECSS 2.102), South
Engineering and Computer Science (ECSS)

2 Davidson Auditorium, Naveen Jindal
School of Management (JSOM)

3 Clark Center Auditorium (CN1.112),
Alexander Clark Center (CN)

4 1.502, Naveen Jindal School of
Management (JSOM)

5 Seminar Room, Natural Science and
Engineering Research Lab (RL)

6 2.102 Auditorium, Founders North (FN)

Adjourn

Thursday, September 12, 2013

8:00 AM

9:00 AM

9:15 AM

10:45 AM
11:00 AM

12:30 PM

Registration
Clark Center Lobby, University of Texas at Dallas
902 Avenue A, Richardson, TX
Opening Plenary
Roberta Stempfley, Acting Assistant Secretary of the Office of
Cybersecurity and Communications, Department of Homeland Security
(DHS)
Insurance Panel - Clark Center Auditorium
The objective of this panel is to discuss the current state of the cybersecurity
insurance market, how the Cybersecurity Framework could help insurance
carriers grow the first-party market and be incorporated into
underwriting/brokering processes, and anticipated challenges that may arise.
Moderator: Tom Finan, DHS
Panelists: Mark Camillo, AIG; Peter Foster, Willis; Toby Merrill, ACE USA;
and Laurie Schwarz, Lockton
Break
Cross-sector Panel - Clark Center Auditorium
The objective of this panel is discuss applicability of the Cybersecurity
Framework to a range of diverse sectors and organizations.
Moderator: Donna Dodson, NIST
Panelists: Curt Craig, Hunt Oil; Beau Monday, Hawaiian Telecom; Melanie
Seader, EEI; and Marc Clancy, Depository Trust & Clearing Corporation
Lunch - Box lunch will be provided



1:30 PM

2:30 PM
2:45PM

3:45 PM
4:00 PM

5:00 PM

Topic-Specific Working Sessions 1 - Participants to self-select to discuss the
draft sections of the draft Preliminary Framework

Group Location (Room, Building)
Framework Presentation and | TI Auditorium (ECSS 2.102), South
Tools Engineering and Computer Science (ECSS)
Framework Implementation Davidson Auditorium, Naveen Jindal
Guidance School of Management (JSOM)
DHS Voluntary Program Clark Center Auditorium (CN1.112),

Alexander Clark Center (CN)

Areas for Improvement for the | 1.508, Naveen Jindal School of

Cybersecurity Framework Management (JSOM)
Executive Engagement 1.202A, Science Learning Center (SLC)
Framework Governance Seminar Room, Natural Science and

Engineering Research Lab (RL)

Break

Topic-Specific Working Sessions 2 - Same selection of groups and locations
as shown above

Break

Topic-Specific Working Sessions 3 - Same selection of groups and locations
as shown above

Adjourn

Friday, September 13, 2013

9:00 AM

9:15 AM

10:30 AM
10:45 AM

12:00 PM

Closing Plenary - Clark Center Auditorium
Andy Ozment, National Security Staff (NSS), Executive Office of the
President
Implementation Panel
The objective of this panel is to highlight the harmonization of existing
practices and standards with the Cybersecurity Framework. Panelists will
discuss how the Cybersecurity Framework can use existing standards and
practices to create a dynamic cybersecurity program.
Moderator: Kevin Stine, NIST
Panelists: Meenu Gupta, ISACA; Nadya Bartol, UTC; Eric Cosman, Dow
Chemical; John DiMaria, BSI; and Jason Christopher, Department of
Energy
Break
Discussion of Next Steps
Samara Moore, NSS, Executive Office of the President, DHS; Robert
Kolasky, Director of DHS Integrated Task Force; Adam Sedgewick, NIST;
and Kevin Stine, NIST
Adjourn
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