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The Problem with Evaluating Cryptography

▪ Cryptographic algorithms
– Proofs are (typically) published
– But hard to read, check, trust
– Often apply to a simplified algorithm

▪ Cryptographic implementations
– Evaluation is done in private
– Incentives to obfuscate for evaluation
– Duplication of expertise

From Joseph Jaeger, “Adventures in Metacryptography”, 
ProTeCS 2024



Verification for Safety

▪ (Judicious use of) formal methods 
moves some defect detection to 
the left of the V

– Abstraction and refinement are allies

▪ Complement other verification 
tools

– Still need to verify assumptions, …

▪ Traceability is key



Cryptographic Security ≠ Safety



▪ Abstractions are the adversary’s playground

▪ Refinement steps refine both the object under study
and the context in which it is deployed

Abstraction, Refinement,
and Cryptographic Security



Verification for Cryptographic Security

▪ Specify the algorithm/protocol 
and its expected properties

– Verify security properties

▪ Refine the algorithm into an 
implementable specification

– Verify security properties
by refinement

▪ Implement the specification
– Verify security properties

by refinement



Verification for Cryptographic Security

in a particular adversary model

in a  refined adversary model

in a  further refined adversary model

▪ Specify the algorithm/protocol 
and its expected properties

– Verify security properties

▪ Refine the algorithm into an 
implementable specification

– Verify security properties
by refinement

▪ Implement the specification
– Verify security properties

by refinement



Interlude: The Formosa Crypto Way



Specifying Expected Security is
Important for the Verification of Cryptography

▪ Refinement decisions must be informed by expected security
– Is it fine to add fragmentation?

It depends on the expected security property.
– Is it fine to use a Merkle-Damgård hash function here?

It depends on the expected security property.
– Is it fine to use a signature scheme that does not bind its public key?

It depends on the expected security property.

▪ Also below this!
– Is it fine to leak this secret-dependent value (through side-channels)?



On the Role of Standards in Verification

▪ Algorithmic description ▪ Specification

For verification to make sense, both are needed, 
and the security of the specification must be 
verified to follow from the security of the algorithm.
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