
ISET Website (DHS-ICE) 
Overview 
The ICE Social Engineering Training (ISET) website delivers resources to 27,000+ ICE employees and 

contractors. The ISET Program educates ICE personnel on social engineering risks and helps them 

prevent incidents by building vigilance and awareness.  

Access and Appearance 
When using the ICE network, employees can easily access the site by searching for “ISET” on the internal 

ICE Insight Page. Users can also discover the page via other internal cybersecurity websites or the 

enterprise-wide “ICE Breaker” newsletter.  

Striking visuals grab a reader’s attention to impart key themes; the prominent image of a toothy fish 

preparing to attack unsuspecting prey provide an apt metaphor for the danger of social engineering 

scams. The right side of the page features a rotating carousel of images to warn users about key threats, 

with each banner linking to more information. 

Content and Resources 
The ISET website directly connects ICE users to training in ICE PALMS, educational videos, handouts, and 

articles. Additional links assist users in growing awareness and skill in handling social engineering issues. 

Examples of such resources include: 

• The NIST Phishing Difficulty Scale 

• Security While Teleworking 

• Guide to Reporting a Suspicious Email 

• US-CERT Tips to Avoid Phishing Attacks 

• DHS Privacy Guide 

• Manager Resources 

This array of resources is supplemented by original training content created by the ISET team, with slide 

decks being posted on a regular basis. 

 

 

 

The URL to access the website is: 

https://icegov.sharepoint.com/sites/insight/mgt/ocio/cte/Pages/samISET.aspx 1 

 
1 For security reasons, the website is only available to those who are on the DHS network. 

https://icegov.sharepoint.com/sites/insight/mgt/ocio/cte/Pages/samISET.aspx


ICE SOCIAL ENGINEERING TRAINING (ISET)
AWARENESS WEBSITE FOR IMMIGRATION AND CUSTOMS ENFORCEMENT (DHS-ICE) ISET PROGRAM

https://icegov.sharepoint.com/sites/insight/mgt/ocio/cte/Pages/samISET.aspx




EDUCATIONAL ARTICLES FOR KEY TERMS

https://icegov.sharepoint.com/sites/insight/mgt/ocio/cte/Pages/Slider/ransomware.aspx
https://icegov.sharepoint.com/sites/insight/mgt/ocio/cte/Pages/Slider/fie.aspx
https://icegov.sharepoint.com/sites/insight/mgt/ocio/cte/Pages/Slider/romance-scams.aspx
https://icegov.sharepoint.com/sites/insight/mgt/ocio/cte/Pages/Slider/smishing.aspx
https://icegov.sharepoint.com/sites/insight/mgt/ocio/cte/Pages/Slider/insider-threat.aspx
https://icegov.sharepoint.com/sites/insight/mgt/ocio/cte/Pages/Slider/phishing.aspx
https://icegov.sharepoint.com/sites/insight/mgt/ocio/cte/Pages/Slider/spear-phishing.aspx
https://icegov.sharepoint.com/sites/insight/mgt/ocio/cte/Pages/Slider/vishing.aspx


CYBERSECURITY JOB AIDS AND GUIDES

EXAMPLES*

• Guide to Security While Teleworking

• How to Report Phishing Emails

• Steps to Create an Encrypted ZIP File

• ISET Walk-Through Guides for Managers

*Please note that for security reasons, links are only accessible to users of the DHS network.

https://icegov.sharepoint.com/sites/insight/mgt/ocio/cte/Pages/teleworking.aspx
https://icegov.sharepoint.com/sites/insight/mgt/ocio/cte/Pages/reportPhishing.aspx
https://icegov.sharepoint.com/sites/insight/mgt/ocio/cte/Pages/zip.aspx
https://icegov.sharepoint.com/sites/insight/mgt/ocio/cte/Documents/Guide-Walk-Through.pdf
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