SOCIAL ENGINEERING

In many organizations, the weakest link in
cybersecurity is its employees. CISO knows that
USPS employees and contractors are our greatest
asset, which is why we would like to inform you of a
dangerous cyber scheme: social engineering.

Social engineering is a term used to describe a
broad range of malicious activities using
manipulation to trick users into giving away
sensitive information.
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LIMIT

Be careful of sharing information online about your family, occupation, or other personal
details.

VERIFY

Make sure the person or company requesting information is legitimate. Never send
information if you have any doubits.

REPORT

If you suspect you are being targeted on your USPS-issued device, immediately call the
Cybersecurity Operations Center at 866-877-7247 or send an email to
CyberSafe@usps.gov.

For additional information, please visit, https://blue.usps.gov/cyber/ or UNITED STATES
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