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Introduction

In May 2025, the SETA Team launched the agency’s first
Cybersecurity Awareness Week (CSAW). The featured event
was a hew in-person cybersecurity escape room inspired by
The Matrix. Designed to be both fun and educational, the
experience encouraged teamwork while reinforcing key
cybersecurity awareness concepts.







Planning

[ Choose theme

[ Identify security
awareness topics

[j Identify resources

[ Determine the
objective

[ Create challenges and
clues

[J Design Workflow

[J Room Setup

SETA Escape Room: The Matrix

Free SecurEd from The Matrix
before being caught by Agent Smith (25 minutes)

Intro Video
+
Letter to Team

White Board Clue
play matching game to get
combination #s
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Red/Blue pill

<&

Rabbit Section 1
Location 1

Rabbit Section 2
Location 2

Rabbit Section 3
Location 3

Scan QR
Use screen + verbal
passphrase to get folder

In Red folder In Blue folder
Red pill Blue pill
Game Smishing

Scan correct QR
answer to obtain
laptop password

Access the laptop
“Go down the
rabbit hole”

Open spreadsheet/
decryption puzzle
to obtain passcode

Access AT3Z site Securkd is FREE!
and enter passcode Video

Use UV light on completed page
to reveal verbal passphrase

Ideas:

Identify smishing email
to reveal hidden clue

Concepts Included:
Social Engineering
Deepfakes
Al
QR Phishing
USB drives
Smishing
MFA

Fake clues:

USB drive
QR Code Poster




Enter The Matrix

UV light
keychain

Concepts included:
Social Engineering
Deepfakes

Vishing

QR Phishing

- USB drives
Challenge: F: \ Smishing
Show hidden MFA
desktop icons X o/
Excel
Decryption
Puzzle

Obigct ive

A Free SecurEd
AT3Z

Website m

Login ] Dec ; D i
- - ryption ecryption
Qutro Video Questions Answers Puzzle Key Puzzle Key




Clues & Challenges

E This scam can be a crafty play, :V‘;

a meant to trick you, and lead you astray.
Guard your info, keep it secure. Always . =

share wisely, just to be sure a
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= Something you have
Something you are
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- An image, audio, or video that's meant ~
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| call you with purpose, hidden -

i» from sight, My words are deceitful, maybé
= causing you fright. | seek your info, your -
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astray?
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Click the Video to Play

canhat looks like you, s not rea, and
= ised to manipuiate and steal?"





Escaping The Matrix




Mission Complete

Click the Video to Play

“ ENTER THE MATRIX
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The Group effort to get the
job done. 1 like that we
had to be a team to

accomplish the mission.

It's a great opportunity for team
building with other people in the
Agency. who you may or may not
know. And | learn more tidbits
about information security each time.
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| loved the cam
our team developed:
my team | didn't know
this event.
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