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Having trouble with cyber-blemishes? CSOC can help keep you cyber-beautiful!
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Cybersecurity
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Center
Incident@ihs.gov
Your first line
defense against 866-DIS-CSOC
Cyber incidents. Apply liberally
wherever cyber

/ incidents are found.
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AND CLIP THIS COUPON SO YOU DON’T FORGET
I THESE VERY IMPORTANT “CYBER-BEAUTY TIPS”

» Keep your desk clean of sensitve information!
» When not directly connected to the IHS network, use the
IHS virtual private network (VPN) for IHS business!
I * Be mindful of surroundings when taking sensitive calls! I
 Check your meeting room for sensitive papers before exiting!

Don'’t you just hate it when

a phishing email puts a blem-
sish on an otherwise wonderful
evening? Now, you don’t have
to live with the fear of phish-
ing emails and other cyber
incidents ruining your night...
just use CSOC! That's right,
the Cybersecurity Operations
Center knows how to deal with
phishing, ransomware, and
hackers so you don’t have to.
And using CSOC is EASY.
Just take that phishing email
or any other cyber incident you
come across and forward it to...
INCIDENT@ihs.gov. And if
that’s too many letters to type,
just click the REPORT PHISH-
ING button on your Outlook
ribbon!

CSOC also has a new phone
number that is staffed 24 x 7:
866-347-2762 (866-DIS-CSOC)!

| know it seems too easy, but it
really is JUST THAT SIMPLE.
Forwarding to Incident@ihs.
gov, clicking Report Phishing,
or calling 866-DIS-CSOC al-
lows the CSOC team to stay
on top of new threats at IHS
and keeps the entire agency
CYBER-BEAUTIFUL!

For questions or further
information, please contact the
IHS Office of Information Tech-
nology, Division of Information
Security, at cybersecurity@

ihs.gov.




