FIPS 201-2 Supporting Special Publications Workshop

MEETING AGEND A with Presentations

Tuesday, March 3, 2015

9:00 A.M.

(updated on 3/19/15)
March 3, and 4, 2015

NIST Campus, 100 Bureau Drive, Gaithersburg, MD 20899

9:30 AM.

Welcome and Remarks
Matthew Scholl

Division Chief, Computer Security Division, NIST

Looking Forward

Grant Schneider, Senior Cyber Advisor, Office of E-Government & Information
Technology, OMB

Paul Grassi, Senior Standards and Technology Advisor, ITL/NSTIC, NIST

Overview and Logistics

Hildegard Ferraiolo, PIV Lead, Computer Security Division, NIST

9:30 A.M.

10:00 A.M.

10:15 A.M.

10:45 A.M.
11:00 A.M.

11:30 A.M.

12:00 A.M.

12:30 P.M.

10:00 A.M.

10:15 A.M.

10:45 A.M.

11:00 A.M.
11:30 A.M.

12:00 A.M.

12:30 P.M.

1:30 P.M.

PIV Card Specification Update (SP 800-73-4)

Hildegard Ferraiolo, Computer Security Division, NIST

PIV Card Test Requirements & Conformance (SP 800-85A-4)
Jason Mohler, Electrosoft Inc, supporting NIST

GSA Evaluation Program Update (PIV Card and Associated
Component

Chi Hickey, Identity Assurance and Trusted Access Division,
Chris Louden, Managing Director at Protiviti and supporting GSA

B-R-E-A-K

INCITS 504 and PIV +extended Capability
Ketan Mehta, Computer Security Division, NIST

Physical Access Control with New Authentication Mechanisms
(SP 800-116 Update)

Ketan Mehta, Computer Security Division, NIST

Beyond Authentication — other PACS Infrastructure Components

William Morrison, Chair, Convergence Subcommittee for the Interagency
Security Committee (ISC), Office of Security and Hazardous Materials Safety,
FAA

L-U-N-C-H


http://csrc.nist.gov/groups/SNS/piv/fips_201-2_march_2015/day_one/schneider_grassi_fips201_opening_remarks-schneider-grassiv2_fips201-2_2015.pdf
http://csrc.nist.gov/groups/SNS/piv/fips_201-2_march_2015/day_one/ferraiolo_overview_and_logistics_fips201-2_2015.pdf
http://csrc.nist.gov/groups/SNS/piv/fips_201-2_march_2015/day_one/ferraiolo_piv_card_specification_update_fips201-2_2015.pdf
http://csrc.nist.gov/groups/SNS/piv/fips_201-2_march_2015/day_one/jason_mohler_sp800-85a%20_update_fips201-2_2015.pdf
http://csrc.nist.gov/groups/SNS/piv/fips_201-2_march_2015/day_one/chi_hickey_chris_loudoun_testing_update_deck_fips201-2_2015.pdf
http://csrc.nist.gov/groups/SNS/piv/fips_201-2_march_2015/day_one/chi_hickey_chris_loudoun_testing_update_deck_fips201-2_2015.pdf
http://csrc.nist.gov/groups/SNS/piv/fips_201-2_march_2015/day_one/ketan_incits504_for_piv_workshop_fips201-2_2015.pdf
http://csrc.nist.gov/groups/SNS/piv/fips_201-2_march_2015/day_one/ketan_mehta_pacs_with_new_auth_mechanisms_fips201-2_2015.pdf
http://csrc.nist.gov/groups/SNS/piv/fips_201-2_march_2015/day_one/ketan_mehta_pacs_with_new_auth_mechanisms_fips201-2_2015.pdf
http://csrc.nist.gov/groups/SNS/piv/fips_201-2_march_2015/day_one/morrison_beyond_authentication_fips201-2_2015.pdf
http://www.dhs.gov/interagency-security-committee
http://www.dhs.gov/interagency-security-committee
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Page 2

PKI (CAK) — Enabled Physical Access with PIV Card - PACS
Lessons Learned and Need for Speed

Hildegard Ferraiolo, Computer Security Division, NIST

Chi Hickey, Identity Assurance and Trusted Access Division,
Chris Louden, Managing Director at Protiviti and supporting GSA
Bob Gilson, Customer Development Program Manager, DMDC
Tim Baldridge, Information Technology Specialist, DMDC

2:15P.M.

2:45 P.M.

P1V Card Enhancements

Apostol Vassilev, CMVP Acting Director, NIST
Hildegard Ferraiolo presenting for Steve Weyman, Infogard Laboratories

2:45 P.M.

3:00 P.M.

B-R-E-A-K

3:00 P.M.

4:00 P.M.

Reader Infrastructure Enhancements (SP 800-96 Discussion)
Hildegard Ferraiolo, Computer Security Division, NIST

Steve Rogers, President, IQ Devices

Bob Dulude, Director, Federal Identity Initiative at HID Global

Steven Bell, Chief Technical Officer - Security at Gallagher

4:00 P.M.

4:15 P.M.

PACS Integration — The CSEIP Certification Program

Lars Suneborn, Director, Training Program, Smart Card Alliance

4:15 P.M.

Meeting Recessed


http://csrc.nist.gov/groups/SNS/piv/fips_201-2_march_2015/day_one/ferraiolo_piv-cak_authn_fips201-2_2015.pdf
http://csrc.nist.gov/groups/SNS/piv/fips_201-2_march_2015/day_one/chi_hickey_pacs_lessons_learned_r2_fips201-2_2015.pdf
http://csrc.nist.gov/groups/SNS/piv/fips_201-2_march_2015/day_one/gilson_baldridge_piv-cak_enabled_pacs_fips201-2_2015.pdf
http://csrc.nist.gov/groups/SNS/piv/fips_201-2_march_2015/day_one/gilson_baldridge_piv-cak_enabled_pacs_fips201-2_2015.pdf
http://csrc.nist.gov/groups/SNS/piv/fips_201-2_march_2015/day_one/apostol_piv_card_enhancements_fips201-2_2015.pdf
http://csrc.nist.gov/groups/SNS/piv/fips_201-2_march_2015/day_one/weyman_piv_and_power_transfer_fips201-2_2015.pdf
http://csrc.nist.gov/groups/SNS/piv/fips_201-2_march_2015/day_one/ferraiolo_reader_infrastructure_enhancements_fips201-2_2015.pdf
http://csrc.nist.gov/groups/SNS/piv/fips_201-2_march_2015/day_one/steve_rogers_reader_infrastructure_enhancements_fips201-2_2015.pdf
http://csrc.nist.gov/groups/SNS/piv/fips_201-2_march_2015/day_one/bob_dulude_reader_infrastructure_enhancements_fips201-2_2015.pdf
http://csrc.nist.gov/groups/SNS/piv/fips_201-2_march_2015/day_one/steve_bell_reader_infrastructure_enhancements_fips201-2_2015.pdf
http://csrc.nist.gov/groups/SNS/piv/fips_201-2_march_2015/day_one/lars_suneborn_cseip_certification_for_epacs_fips201-2_2015.pdf

FIPS 201-2 Supporting Special Publications Workshop
Meeting Agenda, March 3 and 4, 2015

Page 3

Wednesday, March 4, 2015

9:00 A.M.

9:30 A.M.

10:00 A.M.

10:15 A.M.

10:30 A.M.

10:45 A.M.

11:15 A.M.

12:15 P.M.
1:15P.M.

2:15P.M.

9:30 A.M.

10:00 A.M.

10:15 A.M.

10:30 A.M.

10:45 A.M.
11:15 A.M.

12:15 P.M.

1:15 P.M.
2:15P.M

2:45P.M

Update on New SP 800-156 - Representation of PIV Chain-of-
Trust for Import and Export

Ramaswamy Chandramouli, Computer Security Division, NIST
Steven Sill, GSA MSO

P1V, Mobile and Authentication (SP 800-157)

Hildegard Ferraiolo, Computer Security Division, NIST
Matt King, Protiviti supporting GSA

Derived PIV Credential Test Requirements & Conformance

(SP 800-166)

Ramaswamy Chandramouli, Computer Security Division, NIST

Derived PIV Credential Issuer Accreditation (SP 800-79
Update)

Ramaswamy Chandramouli, Computer Security Division, NIST,

B-R-E-A-K

NCCoE Proof of Concept for Derived P1V Credential
Jeffrey Cichonski, NCCoE, NIST

USG Derived PIV Credential Pilots
Greg Youst, DISA
Side Loading Software Certificates on CMDs

Purebred
Adam Zeimet, USDA

L-U-N-C-H

Derived PIV Credential Token Form Factors
Christopher Goyet, Oberthur Card Systems
Werner Ness and Jatin Deshpande, Giesecke & Devrient

Future Tokens for Derived PIV Credentials (Future Revision of
SP 800-157

Bill Burr, Computer Security Division, NIST



http://csrc.nist.gov/groups/SNS/piv/fips_201-2_march_2015/day_two/mouli_sp800-156_new_status_update_fips201-2_2015.pdf
http://csrc.nist.gov/groups/SNS/piv/fips_201-2_march_2015/day_two/steven_sill__fips201-2_2015.pdf
http://csrc.nist.gov/groups/SNS/piv/fips_201-2_march_2015/day_two/ferraiolo_derived_piv_credentials_fips201-2_2015.pdf
http://csrc.nist.gov/groups/SNS/piv/fips_201-2_march_2015/day_two/king_matt_fpkipa_derived_piv_policy_fips201-2_2015.pdf
http://csrc.nist.gov/groups/SNS/piv/fips_201-2_march_2015/day_two/mouli_sp800-166_new_status_update_fips201-2_2015.pdf
http://csrc.nist.gov/groups/SNS/piv/fips_201-2_march_2015/day_two/mouli_sp800-166_new_status_update_fips201-2_2015.pdf
http://csrc.nist.gov/groups/SNS/piv/fips_201-2_march_2015/day_two/mouli_sp800-79-2_new_status_update_fips201-2_2015.pdf
http://csrc.nist.gov/groups/SNS/piv/fips_201-2_march_2015/day_two/mouli_sp800-79-2_new_status_update_fips201-2_2015.pdf
http://csrc.nist.gov/groups/SNS/piv/fips_201-2_march_2015/day_two/jeff_cichonski_dpc_poc_fips201-2_2015.pdf
http://csrc.nist.gov/groups/SNS/piv/fips_201-2_march_2015/day_two/greg_youst_dod_soft_certs_pilot_fips201-2_2015.pdf
http://csrc.nist.gov/groups/SNS/piv/fips_201-2_march_2015/day_two/macleod_fips-2_2015.pdf
http://csrc.nist.gov/groups/SNS/piv/fips_201-2_march_2015/day_two/purebred_fips201-2_2015.pdf
http://csrc.nist.gov/groups/SNS/piv/fips_201-2_march_2015/day_two/adam_zeimet_usda-icam-piv-d_pilot_overview_fips201-2_2015.pdf
http://csrc.nist.gov/groups/SNS/piv/fips_201-2_march_2015/day_two/christophe_goyet_derived_piv_credentials-no_nfc-%20cgoyet_fips201-2_2015.pdf
http://csrc.nist.gov/groups/SNS/piv/fips_201-2_march_2015/day_two/werner_ness_g&d_derived_credentials_fips201-2_2015.pdf
http://csrc.nist.gov/groups/SNS/piv/fips_201-2_march_2015/day_two/bill_burr_future_deriv_piv_tokens_fips201-2_2015.pdf
http://csrc.nist.gov/groups/SNS/piv/fips_201-2_march_2015/day_two/bill_burr_future_deriv_piv_tokens_fips201-2_2015.pdf

FIPS 201-2 Supporting Special Publications Workshop
Meeting Agenda, March 3 and 4, 2015

Page 4

Wednesday, March 4, 2015
2:45P.M. — 3:00P.M. B-R-E-A-K
3.00P.M. — 4:.00P.M Open Sessions - Sign up for 15 minutes speaking engagements

Ron Parson, Vice President, TecSec Inc.
Tim Baldridge, Information Technology Specialist, DMDC
Nizar Jamal, CTO, Tyfone, Inc

4.00P.M — 410P.M Hildegard Ferraiolo, NIST, Closing Remarks

4:10 P.M.  Meeting Recessed


http://csrc.nist.gov/groups/SNS/piv/fips_201-2_march_2015/day_two/ron_parson_fips201-2_2015.pdf
http://csrc.nist.gov/groups/SNS/piv/fips_201-2_march_2015/day_two/tim_baldrige_ad_fips201-2_2015.pdf
http://csrc.nist.gov/groups/SNS/piv/fips_201-2_march_2015/day_two/nizar_jamal_fips201-2_2015.pdf

