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N HNutiona] Institute of Standards and Technology ¢ U.S. Department of Commerce

Safety Management System (SMS)
Documents and Records Control

NIST S 7101.15
Approval Date: 06/14/2023
Effective Date: 06/14/2023!

1. PURPOSE
The purpose of this suborder is to establish requirements and associated roles and
responsibilities needed to ensure the documents and records used to implement and comply
with the NIST Safety Management System (SMS) are appropriately controlled and managed.

2. BACKGROUND

As established by NIST P 7100.00: Occupational Safety and Health, NIST P 7300.00:
Environmental Management and NIST P 7400.00: Fire and Life Safety (FLS), it is NIST
policy to carry out all activities in a manner that protects human health and the environment.
To effectively implement these three policies, OSHE has implemented a SMS, as defined by
the NIST Orders associated with these policies. Two cornerstones of accomplishing this
implementation are:

e Ensuring documents are accurate and controlled, by implementing processes to
ensure:
— Documents are uniquely identifiable via a standard nomenclature;
— Documents are reviewed and approved prior to use;
— Documents are updated as necessary using a controlled process;
— Revisions are documented;
— Current versions are legible, identifiable and available;
— Obsolete documents are not used; and
— External documents are identified and managed;

e Ensuring records are managed such that they are identifiable, complete, legible,
readily retrievable, and stored in a manner that protects them from damage or loss.

! For revision history, see Appendix A.
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This suborder establishes document and record control requirements of the NIST SMS, EMS

and FLS.

3. APPLICABILITY
The provisions of this suborder apply to internal and external documents and records used to
comply with the requirements of the NIST SMS, EMS and FLS program except as noted in
Section 3.b2.

b. The provisions of this suborder do not apply to OU documents and records maintained by
OUs to comply with requirements established in SMS documents.

4. REFERENCES
NIST O 1110.00: Directives Management System

b. NIST PR 1000.05: Forms Management

c. NIST O 1601.00: Records Management

d. OPBM-NP-18-0001 United States Department of Commerce (DOC) Controlled Unclassified
Information (CUI) Policy, August 14, 2019 (DOC CUI Policy)

e. OPBM-NP-18-001 U.S. Department of Commerce Controlled Unclassified Information
(CUI) Guidelines, August 2019 (DOC CUI Guidelines)

f. National Archives and Records Administration General Records Schedule

5. APPLICABLE NIST OCCUPATIONAL SAFETY AND HEALTH DIRECTIVES
NIST P 7100.00: Occupational Safety and Health

b. NIST P 7300.00: Environmental Management

c. NIST P 7400.00: Fire and Life Safety

2 Documents and records used to comply with the requirements of NIST O 7200.00: lonizing Radiation Safety —
Radioactive Material and Ilonizing-Radiation-Producing Machines are managed and controlled per requirements
established by NIST O 1110.00 and the NIST Radiation Safety Officer in the Gaithersburg Radiation Safety
Division (GRSD) Radiation Safety Instruction (RSI) A 1-9 GRSD Document Control, RST A 1-10 GRSD Document
Development and Maintenance and the GRSD Records and File Plan Management Directive.
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d. NIST O 7100.00: Occupational Safety and Health Management System
e. NIST O 7300.00: Environmental Management
f. NIST O 7400.00: Fire and Life Safety
g. NIST PR 7101.15: Safety Directive Creation, Deployment, and Revision (under
development)
6. REQUIREMENTS
General Document Control Requirements
(1) SMS documents shall be approved versions of NIST directives created under the “Safety”
subject category per NIST O 1110.00: Directives Management System(DMS), or internal
OSHE procedures.
(a) Directive types (as defined by the DMS) used are:
i.  Policy;
ii.  Order;
iii.  Suborder;
iv.  Notice;

v.  Procedure; and

vi.  Guidance.

(b) All SMS Directives are owned by the NIST Chief Safety Officer (CSO).

(¢) Orders and Suborders shall be the primary document types used to establish
requirements, roles, and responsibilities for SMS Programs.

i.  Regulatory compliance plans (e.g., Spill Prevention Control and
Countermeasures Plans and Hazardous Waste Contingency Plans) may also be
used to establish requirements, roles, and responsibilities. These types of
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plans are generally required to follow a format established by the associated
regulation. In these cases, an SMS Suborder or Procedure may be used to
either document the regulatory plan or serve as a “parent” document that
references the separate regulatory plan.

(d) Notices may be used to establish requirements, roles, and responsibilities for SM'S
Programs for any matter requiring prompt action.

(e) Procedures and Guidance documents may be used to supplement SMS Orders and
Suborders.

i. Internal OSHE procedures, including associated forms and checklists may
also be used to document and implement SMS processes that apply
exclusively to OSHE operations.

(f) SMS forms (including required checklists and other checklists such as OU Self-
Assessment checklists that document requirements) required for or used in
conjunction with® SMS Suborders and Procedures, should be included as Appendices
in those documents.

i. If not self-explanatory, forms and checklists shall include instructions on how
to use them.

il. SMS forms required to be used in conjunction with SMS, Orders, Suborders
and Procedures shall comply with requirements established in NIST PR
1000.05 Forms Management.

(2) SMS documents shall be created, approved, and managed in compliance with the
requirements of:

(a) NIST O 1110.00; and
(b) NIST PR 7101.15: Safety Directive Creation, Deployment, and Revision.

(3) All SMS documents shall be assigned an alphanumeric identifier using the numbering
system in NIST O 1110.00, Appendix E.

(a) SMS subject categories shall be designated as follows:

3 Examples include a checklist required to be used for a periodic regulatory inspection, optional program self-
assessment checklists (since they document program requirements), and program WIP checklists.
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1. 7100 Series — Occupational Safety and Health
ii. 7200 Series — lonizing Radiation Safety
iii. 7300 Series — Environmental Management
iv. 7400 Series — Fire and Life Safety

(b) A two-digit suffix after the series number shall be used to identify specific subject
matter areas under the subject categories (e.g., 7101.10).

(4) Document titles for SMS documents shall be approved by the CSO or their designee.

(5) SMS documents will be formatted in accordance with the document templates contained
in NIST O 1110.00.

(a) In cases where no format exists or new document types are created (e.g., internal
OSHE procedures), the general template requirements in NIST O 1110.00 or format
specified by the CSO will apply.

(6) SMS documents shall, as appropriate, explicitly indicate the following information in the
corresponding section:

(a) “References” section — shall include all relevant non-OSHE NIST documents and
external documents.

(b) “Applicable NIST SMS Suborders” section — shall include all relevant references to
other SMS Suborders.

(c) “Appendices” — shall include a Revision History as Appendix A, which provides a
detailed list of current changes as well as a history of previous versions.

(7) SMS Suborder, Procedure and Notice documents shall, where applicable, explicitly
include the following information in the “Requirements” section:

(a) Training requirements;

(b) Recordkeeping requirements (for additional requirements, see Section 6.g below),
and;
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b.

(c) Monitoring requirements, identified in the Occupational Health and Safety, Fire and
Life Safety, and Environmental Management Orders.

(8) Approved SMS documents shall have the approval date and effective date of the current
version on the front page, and a footer on every page listing the version number and page
number in the format “Page # of #”°. Appendices pages are included in the total count.

(9) SMS documents shall have a footer stating, "Uncontrolled Copy in Print”.

New Documents

(1) SMS documents shall be created as needed to establish and comply with the requirements
of the NIST SMS.

(a) New SMS documents may be identified through any number of mechanisms
including, but not limited to:

1. SMS Management Review and other planning processes;
1i. Internal and external audits or assessments;

iii. Evaluations of safety-related incidents;

iv. Relevant regulatory requirements; and

v. Other requirements to which NIST subscribes.

(2) The creation and approval of new SMS documents shall comply with, as applicable, the
requirements established in

(a) NIST O 1110.00; and

(b) NIST PR 7101.15.
(3) SMS documents shall be prepared using standard word processing software.
Document Maintenance

(1) SMS documents shall be reviewed to ensure they are still accurate and relevant:
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d.

(a) At least annually; or

(b) When any substantial relevant change occurs (e.g., change in NIST's goals, safety
issues, or regulatory requirements).

(2) Document reviews will be carried out by the assigned Program Manager (PM).

(3) On an annual basis, the PM for each SMS document will be responsible for reviewing the
referenced external documents to ensure they are still accurate, relevant, available and
accessible, and to ensure the most recent revision is in use.

Revision of Documents

(1) SMS documents shall be revised in a timely manner when the associated requirements,
responsibilities, or other substantive information in them changes (e.g., due to a
regulatory or policy change). Revisions to SMS documents may be proposed at any time

by stakeholders, the Directive Owner, or the PM.

(2) The revision of SMS documents shall comply with, as applicable, the requirements
established in:

(a) NIST O 1110.00; and
(b) NIST PR 7101.15.

(3) SMS Checklists and forms included in appendices of Suborders and Procedures may be
revised separately from the parent document if the revisions don’t require changes to the

parent document.

(4) The version date and number and effective date will be updated when the revision
process is complete.

Communication and Distribution of Controlled Documents
(1) The status and availability of approved SMS documents shall be communicated to the

appropriate audiences per the procedures and requirements established in NIST PR
7101.15.
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(2) Distribution of SMS Policies and Orders shall be through the NIST Directives
Management System (DMS). These documents are distributed through the DMS via
links to official copies maintained within the NIST Safety website.

(3) Distribution of all other approved SMS documentation shall be through the use of the
NIST Safety — Document Center website and NIST Safety Website Program pages only.

(a) External documents shall be maintained by the associated Program Manager in a
manner that is appropriate to the use of the document (e.g., some external documents
may be stored on the Document Center website, and others such as instrument
manuals that are used only by OSHE personnel may be maintained as an electronic or

hard copy in another location.

(4) Paper copies of SMS documents shall be considered uncontrolled unless one of the
following conditions exists:

(a) The document is printed on the day of use;
(b) The document is used for training purposes; or
(c) The document is used for auditing purposes.

(d) The user verifies the official electronic copy has not changed, initials the hardcopy,
and writes the current date next to the revision date.

(5) NIST SMS documents posted in the DMS or on the NIST Safety Website will
immediately supersede previous versions of the same documents.

(a) Superseded documents shall be watermarked “Obsolete” and archived as electronic
records in the Records Storage repository of the OSHE Documents and Record

Center unless a hard copy is necessary for legal or knowledge preservation purposes.

(b) To ensure the current version of a hard copy document is being used, the hard copy
document should be compared to the version posted on the website.

(6) The Document and Records Control (DARC) PM or designee shall:

(a) Post the current version of the SMS document on the NIST Safety Website; and
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(b) Archive the obsolete document in the Records Storage repository of the OSHE
Documents and Record Center.

f.  Other Controlled Information
(1) Web Content

(a) The PM for each SMS program shall be responsible for ensuring web content is
consistent and up to date with documented program information (e.g., Suborder
content).

(b) Web content shall not establish new policy or requirements beyond those established
in existing directives. (Web content may convey information about regulatory
requirements or other requirements to which NIST subscribes (e.g., an ANSI
Standard) that are not covered in an existing directive.).

(c) Web content may be used to communicate established policy and requirements, and
supplement documented program information by providing guidance and
information. It can also be used to convey other information as needed to meet the
objectives of the Safety Management System (e.g., safety bulletins, best practices,
and product recalls).

(d) SMS Web content shall be controlled using permissions that restrict editing and
publishing of content according to procedures.

(2) Training Materials

(a) Training materials are used to communicate information and shall not establish
policies or requirements beyond those established in existing directives. (Training
may convey information about regulatory requirements or other requirements to
which NIST subscribes (e.g., an ANSI Standard) that are not covered in an existing
directive.)

(b) Content of SMS training materials shall be controlled by the PM for each SMS
program.

(c) The PM shall be responsible for ensuring the content of training materials, including
training materials provided by external entities, is consistent and up to date with
documented program information.
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g. General Requirements for Records

(1) Records shall be maintained, per the requirements of an SMS document, to demonstrate
conformance to the requirements of the NIST SMS.

(2) SMS records shall be managed per the requirements of NIST O 1601.00: Records
Management.

(3) Specific SMS recordkeeping requirements, including all relevant regulatory
recordkeeping requirements, shall be identified in SMS documents.

(4) For each SMS record identified, the following information shall be established by the
PM:

(a) Record Owner;

(b) Record Name (e.g., Air Permit Compliance Program Regulatory Correspondence,
Hazardous Waste Manifests, Initial Reports of Unsafe Working Conditions, Expired
Confined Space Permits);

(c) Method by which it will be uniquely identified from other records of the same type
(e.g., Employee Name for Annual Audiology Exams, Date for Stormwater
Inspections);

(d) Method by which it will be indexed (e.g., Case Number, Alphabetical by Last Name);

(e) Security category, if applicable (either Non-Sensitive or Controlled Unclassified
Information (CUI), per DOC CUI Policy and DOC CUI Guidelines);

(f) Format (e.g., paper or electronic);

(g) Storage location (see Section 6.] below);

(h) Retention time (see Section 6.k below);

(1) Authorized Users (for records containing CUI); and

(j) The type of information contained in the record.
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(5) The DARC PM shall maintain an SMS Records Master List containing the information
specified in Section 6.g(4)(a)-(j) for each SMS document.

(a) The PM for each SMS program shall provide the information specified in Section
6.g2(4)(a)-(j) for each program record to the DARC PM, including updates if the
required information changes.

h. Format of Records

(1) SMS records may be in paper or electronic format, including paper records that are
scanned and stored electronically. (Electronic format is preferred if possible.)

(a) Web applications may be used to create and store records®.
i. If a specific web application is required to create a record, it shall be identified
in the SMS program document that established the recordkeeping

requirement.

(2) The following information shall be contained on/in the record, whether paper or
electronic:

(a) Record Name;
(b) Unique identifier;
(c) Date the record is created; and

(d) If categorized as CUI, markings in accordance with the DOC CUI Policy and DOC
CUI Guidelines.

(3) If a specific paper or electronic form or checklist is required to be used for an SMS
record, a template of the form or checklist shall be provided as an Appendix in the parent
SMS document?.

1. Creation and Filing of Records

(1) SMS records shall be complete and legible.

4 Examples include IRIS Reports and completed WIRS Inspection Checklists.
5 This does not apply to checklists with customized content, such as WIRS checklists created by OUs, or forms
contained in web applications.
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(2) SMS records shall be filed in a timely manner, in accordance with the location and
indexing information in the SMS Records Database.

j.  Records Storage
(1) A storage location shall be established for each SMS record.
(2) Paper Records

(a) The storage location shall be specific, including, at a minimum, the following
information:

1. Campus;
ii. Building;
1ii. Room number; and
iv. Storage “unit” (e.g., filing cabinet, desk drawer)
(b) The storage location shall be readily accessible to Authorized Users.

1. Physical keys used to secure CUI shall be maintained by the Record Owner
and their immediate Supervisor.

(c) Paper records shall be stored in an environment that protects them from physical
damage and deterioration (e.g., from moisture, sunlight) as well as theft.

(d) Paper records categorized as CUI shall be restricted to Authorized Users in
accordance with the DOC CUI Policy and DOC CUI Guidelines, including being
stored in a locked office, locked drawer, or locked file cabinet whenever it is
unattended

i. If cleaning or maintenance personnel are allowed into private offices after
hours, CUI within those offices must be secured (e.g., in a locked desk drawer
or locked file cabinet).
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(3) Electronic Records

(a) Electronic records shall be stored on a secure, centrally maintained NIST file server
or on NIST’s cloud-based storage solutions.

(b) The storage location shall be specific, including, at a minimum, the following
information:

i. Specific IT application (e.g., IRIS, WIRS, ATS, CIMS);
ii. Path; or
iii. Link.
(c) Access to electronic records shall be controlled with password or permission settings.

i. Passwords to secure CUI shall be maintained by the Record Owner and their
immediate Supervisor.

k. Retention and Disposal of Records
(1) A retention time, in years, shall be established for each SMS record, in accordance with
the National Archives and Records Administration General Records Schedule or the

NIST Comprehensive Record Schedules as applicable.

(a) The retention time establishes both the minimum and maximum amount of time that
SMS records will be kept.

(2) If a retention time has been established for an SMS record by an applicable federal, state,
or local regulation, it shall be the retention time used by NIST.

(3) SMS records should be destroyed as retention times are satisfied, unless required for
business use.

(4) Destruction of SMS records containing CUI, including in electronic form, shall be
accomplished in a manner that makes it unreadable, indecipherable, and irrecoverable.
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I. Records Maintenance
(1) Annual Records Review
The Record Owner shall review the SMS Records Master List on an annual basis to

confirm the information (e.g., location, retention time) for their record(s) is still accurate.

(a) Any necessary changes to the information in the SMS Records Database shall be
communicated to the relevant PM and the DARC PM.

(2) Changes or Corrections to Paper or Scanned Electronic Records
If a correction or change is required on a paper or scanned electronic SMS record, the

following procedure shall be followed:

(a) Draw a single line through the incorrect or improper entry — do not erase or obscure
(white-out or correction tape) the original information.

(b) Use blue or black ink to enter the correct information above the error.

(c) Record the initials of the person making the correction or change and the date next to
the correction.

(d) For scanned electronic records, print the record, make changes per steps (a) through
(c) above, and re-scan the corrected/changed record.

(3) Change or Corrections to other Electronic Records
If a correction or change is required on an electronic SMS record (e.g., a record generated
by a web application), the following shall be documented in a history log for the record:
(a) The time and date of the change;
(b) The information changed; and

(c) The individual making the change.

(4) Lost Paper Records
If a paper SMS record is determined to be lost:

(a) The most current form of the record, or if no previous record exists, the source of
information used to create the original record, shall be used to reconstruct the original
entries;
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(b) The new record shall be marked “Duplicate Original — Original Lost”, signed by the
individual who reconstructed the record, and dated.

(5) Lost Electronic Records
Lost electronic SMS records shall be restored from one of the backup servers maintained

for this purpose, if possible.

(6) Damaged® Paper Records
If an SMS record is found to be damaged:

(a) The most current form of the record shall be used to reconstruct the original entries;
(b) The new record shall be stamped “Duplicate Original — Original Damaged”; and
(c) The damaged original shall be attached to the reconstructed record.

(7) Damaged Electronic Records

Damaged electronic records shall be restored from one of the backup servers maintained
for this purpose, if possible.

7. DEFINITIONS
Definitions common to all NIST OSHE suborders can be found in Section 6 of the parent NIST
Order. The definitions specific to this suborder are as follows

a. Controlled Unclassified Information (CUI) — Information the government creates or
possesses, or that an entity creates or possesses for or on behalf of the government, that a

law, regulation, or government-wide policy requires or permits an agency to handle with
safeguarding or dissemination controls.

b. Document — A policy, process, procedure, source of information, explanation or work
instruction. NIST Directives are documents; see NIST O 1110.00 for more information on

types of documents.

c. Document Control — Process for approving documents for adequacy prior to issue, reviewing,

updating, and re-approving documents as necessary, ensuring the revision status of
documents are identified, ensuring availability of relevant versions of documents at the point
of use, ensuring documents remain legible and identifiable, ensuring outdated document

% A record is considered damaged if the information required by 6.h.(2), or the information the record is intended to
preserve is no longer complete and/or legible.
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versions are removed from use and circulation, ensuring that only the latest, authorized
document versions are in circulation, and ensuring that documents of external origin that are
necessary for the SMS are properly identified and their distribution controlled.

d. Documented Program Information — Information in SMS Program documents (e.g.,
suborders, guidance) that have been developed using the process in NIST S 7101.XX Safety
Program Creation, Deployment, and Revision.

e. External Document — Documented information of external origin, necessary for the planning
and implementation of the NIST SMS. Examples include national and international

standards, current regulatory permits, instrumentation instruction manuals, regulations and
building codes.

f. Internal OSHE Procedure — An SMS document defining a series of actions, tasks or
operations or processes performed internally by OSHE to fulfill requirements of the NIST
SMS.

g. Record — Objective evidence of activities performed, or results achieved related to the NIST
SMS. Examples of records include but are not limited to air monitor calibrations,
correspondence, noise surveys, inspection reports, incident reports, injury and illness logs,
safety training records, equipment certifications, internal compliance evaluations, obsolete
documents, and expired regulatory permits.

h. Record Management — Process used to ensure records are identifiable, complete, legible,
readily retrievable, and stored in a manner that protects them from damage or loss.

i.  SMS Document — A document developed within the framework of this document, to
implement or provide guidance related to some element or requirement of the NIST SMS.

8. ACRONYMS

Acronyms common to NIST OSHE suborders can be found in Section 7 of the parent NIST
Order. The acronyms specific to this suborder are as follows:

a. CSO — Chief Safety Officer

b. CUI — Controlled Unclassified Information

c. DARC — Document and Record Control
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d.

9.

DOC — Department of Commerce

DMS — Directives Management System

NIST — National Institute of Standards and Technology
OSHE - Office of Safety, Health, and Environment
PM — Program Manager

SMS —Safety Management System

RESPONSIBILITIES

Roles and responsibilities common to NIST OSHE suborders can be found in Section 8 of the
parent NIST Order. The roles and responsibilities specific to this suborder are as follows:

a.

b.

C.

The NIST CSO is responsible for overall implementation of this Suborder.

The Documents and Records Control Program Manager is responsible for:

(1) Maintaining the NIST Document and Records Center;
(2) Maintaining the SMS Records Master List; and
(3) Maintaining the SMS External Document Inventory.

Program Managers are responsible for the following, for each SMS program they are
assigned:

(1) Developing and revising the content of program documents, and serving as the point of
contact for these;

(2) Conducting annual program document maintenance, to include reviews of external
documents;

(3) Ensuring web content and the contents of training materials are consistent and up to date
with documented program information;

(4) Identifying SMS records and Record Owners for each; and
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(5) Providing records information required for the SMS Records Database to the DARC PM,
including updates as necessary.

d. Record Owners are responsible for ensuring that the SMS records they are assigned
(including records stored in web applications) are created, filed, stored, retained and
maintained in accordance with this Suborder and the information in the SMS Records
Database.

10. AUTHORITIES
There are no authorities specific to this suborder alone. For authorities applicable to NIST
OSHE suborders, see section 9 of the parent NIST Order.

11. DIRECTIVE OWNER
Chief Safety Officer

12. APPENDICES
A. Revision History
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Appendix A. Revision History

Version | Approval | Effective . oy o
No. Date Date Brief Description of Change; Rationale
0 06/14/23 | 06/14/23 | ¢ None — Initial document
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