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Research Need Summary:

The purpose of these research needs is to build a stronger scientific foundation for forensic science standards. The information
provided herein will help to evaluate and strengthen existing standards, and/or fill any standards related gaps. In the space
below, please provide a brief narrative of the need to be addressed. This should include:

The identity of any specific standards that would be affected/improved/evaluated

A discussion on gaps that exist within the standards or standards related gaps that need to be filled

How this work would fill those gaps

An overview of any current or past research efforts that may be relevant to this effort

A discussion regarding how this research might improve current laboratory capabilities and/or forensic services
within the criminal justice system
e Any relevant references

Standards evaluated / adopted / referenced:
a) ISO/IEC 19794-6 (data interchange format for iris images)
b) ISO/IEC 29794-6 (specification of iris image quality metrics)

Identification of gaps:
a) Datasets of ISO/IEC 19794-6-compliant iris images representing both healthy/normal irises as
well as various anomalies are sparse and unbalanced (with respect to anomaly type).
b) Studies are needed to evaluate whether realistic-looking ISO/IEC 19794-6-compliant iris images,
synthesized by modern generative Artificial Intelligence models, offer significant value in the
forensic context.

Relevant research efforts:

Early solutions to iris image synthesis used hand-crafted methods constrained by an understanding of
eye anatomy to synthesize the iris texture of potentially non-existent subjects, with control of selected
properties of the external appearance of the eye [1,2]. Iris images synthesized with these older methods
were often not realistic-looking, and their value for both automatic iris recognition methods and forensic
examination was limited. Recent solutions to iris image synthesis are almost exclusively based on data-
driven deep learning models, such as Generative Adversarial Networks (GANs) [3,4] or diffusion models,
which - due to higher flexibility in approximating distributions of training data - offer realistic-looking
synthetic iris samples. These models can be conditioned by specific artifacts (e.g., textured contact lenses
[5], eye injuries, or post-mortem decomposition artifacts [6]) to generate iris images mimicking selected
anomalies.

Impact on forensic services:
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Carefully designed and vetted solutions to synthesize ISO/IEC 19794-6-compliant iris images with and
without selected anomalies may offer curated, privacy-safe datasets for reproducible algorithm
evaluations and blind assessments of forensic examination procedures. Such datasets could include both
samples that are as realistic as possible, and those that are not so realistic-looking. The former would
expose human experts (and algorithms) to a wider variation of iris image properties or popular
anomalies, while the latter could help them recognize what fake iris images look like, giving them clues
in the future on how to determine if an image they're seeing is authentic or fake.
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This research need has been identified by one or more subcommittees of OSAC and is being provided as an
informational resource to the community.
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