Federal Computer Security Managers’ Forum “Offsite” Meeting Agenda
National Institute of Standards and Technology (NIST)
100 Bureau Drive, Gaithersburg, MD 20899
June 20-21, 2017

Purpose: The Federal Computer Security Program Managers’ (FCSM) Forum is sponsored by NIST to promote
the sharing of security-related information among federal agencies, and a direct mechanism for NIST to share
information directly with federal agency information security managers. The annual Forum “Offsite” provides an
opportunity to exchange information system security knowledge with peers across federal agencies.

Tuesday, June 20, 2017

9:00 — 9:05 am Welcome and Day 1 Overview

Charles H. Romine, Ph.D., Director, Information Technology Laboratory (NIST)
Victoria Yan Pillitteri, FCSM Co-Chairperson, Computer Security Division (NIST)

9:05—9:20 am Overview and Update: NIST Computer Security Division and Applied Cybersecurity
Division

Matt Scholl, Computer Security Division Chief (NIST)

Donna Dodson, Chief Cybersecurity Advisor, Information Technology Laboratory (NIST)

9:20 — 9:55 am Update from the White House National Security Council

Heather King, Director for Cybersecurity Policy at National Security Council Staff, Executive Office of the President
9:55-10:30 am OMB Update

Ross Nodurft, Deputy Chief, OMB Cyber

10:30 — 10:45 am Break

10:45—-11:30 am FedRAMP Tailored

Ashley Mahan, FedRAMP Agency Evangelist, General Services Administration (GSA)

11:30 am — 12:15 pm | Overview of the Software Quality Assurance Project and Software Assurance
Marketplace

Kevin Greene, Software Assurance Program Manager, Department of Homeland Security (DHS)
12:15 - 1:15 pm Lunch

1:15 - 2:45 pm Applying the Cybersecurity Framework in Federal Agencies: Presentation and
Panel Discussion

Matt Barrett, Cybersecurity Framework Program Manager, Applied Cybersecurity Division (NIST)
Dominic Cussatt, Acting Chief Information Security Officer, Department of Veterans Affairs
Kelby Funn, Senior Information Security Specialist, U.S. Securities and Exchange Commission

2:45—3:00 pm Break

3:00—3:45 pm Top Down vs. Bottom Up Governance of Risk, What's Best?
Shahid Shah, Founder, NetSpective

3:45—-4:30 pm Cybersecurity Dashboard on a Shoestring Budget

Kevin Colin, Criminal Investigations Cybersecurity Manager, Internal Revenue Service (IRS)

4:30 - 5:00 pm High Vulnerability Asset Overlay

John Simms, Continuous Diagnostics and Mitigation Program Manager, Department of Homeland Security (DHS)
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Federal Computer Security Managers’ Forum “Offsite” Meeting Agenda
National Institute of Standards and Technology (NIST)
100 Bureau Drive, Gaithersburg, MD 20899
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Wednesday, June 21, 2017

9:00 — 9:25 am Welcome and Day 2 Overview

Jody Jacobs, FCSM Co-Chairperson, Computer Security Division (NIST)

9:25-10:45 am Pushing Computers to the Edge: Next Generation Security and Privacy Controls
for Systems and loT Devices

Ron Ross, NIST Fellow, Computer Security Division (NIST)
10:45 - 11:00 am Break

11:00 — 11:45 am Infusing Cybersecurity into the Government Acquisition Process

Shon Lyublanovits, GSA/ITC IT Security Subcategory Manager/Director, Office of Security Services, General Services Administration
(GSA)

11:45 am — 12:15 pm | Government Accountability Office Update

Greg Wilshusen, Director of Information Security Issues, U.S. Government Accountability Office (GAQ)
12:15 - 1:15 pm Lunch

1:15-2:15 pm “Ask the Experts” Panel
Please submit your questions to sec-forum@nist.gov

Rob Glenn, Chief Information Security Officer and Office of Information Systems Management Information Technology Security and
Networking Division Chief (NIST)

Kelley Dempsey, Senior Information Security Specialist, Computer Security Division (NIST)

Beckie Koonge, Acting Chief Information Security Officer, National Weather Service (NOAA)

Kellie Riley, Chief Privacy Officer, Office of Personnel Management (OPM)

2:15-2:30 pm Break
2:30—-3:00 pm NIST Interagency Report 8011— Automation Support for Security Control
Assessments

Kelley Dempsey, Senior Information Security Specialist, Computer Security Division (NIST)

3:00 —5:00 pm [Optional] Applying the Cybersecurity Framework in Federal Agencies Working
Session

Hosted by Matt Barrett (NIST) in the NIST West Square or Green Auditorium

Reminders:

Registration (Badge Pick Up) and Networking - hallway outside Green Auditorium
Attendees must be pre-registered to gain attendance on campus.

Evaluation Form — the NIST Conference Office will email attendees an evaluation form; we
appreciate you taking the time to complete.

Presentations (with permission) will be posted to the Forum website following the conference:
http://csrc.nist.gov/organizations/cspmf.html

Attendance is limited to US Federal and State government employees and their designated
support contractors who participate in the management of their organization’s information
system security program.

» For questions and comments, please contact: sec-forum@nist.gov
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