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X-To: "'Multiple recipients of list'" <wgvote@nist.gov> 
X-To: "'crt_members@nist.gov'" <crt_members@nist.gov>, 
Dear CRT Members,
 
Attached is my latest version of the conformance clause that incorporates Brit’s concerns.  I want to point out an additional change I made.  In the conformance clause I now allude to (procedural) requirements for voting officials.  Since the resolutions concerning wireless, VVPAT, software distribution and set-up and human factors clearly require some procedural requirements for voting officials (please let me know if there’s a better term to use than “voting officials”) we need to describe what these requirements entail.  The conformance clause also suggests that these requirements may be considered “Best Practices” by the states.   It’s not clear to us how we should incorporate these requirements (as a separate document/section or intermingled with the other requirements).  Please read this new text in sections 1 and 2 carefully.  We will be discussing this issue at the TGDC meeting next week.
 
Thanks.
 
Mark
 
 
 
****************************************************************
Mark Skall
Chief, Software Diagnostics and Conformance Testing Division
Information Technology Laboratory
National Institute of Standards and Technology (NIST)
100 Bureau Drive, Stop 8970
Gaithersburg, MD 20899-8970

Voice: 301-975-3262 
Fax:   301-590-9174 
Email: skall@nist.gov
****************************************************************

Conformance Clause
Introduction    
The following is the draft Interim Conformance Clause for the 2002 Voting Systems Standards (VSS).  A revised voting system standard is currently being developed which will include a conformance clause that is applicable to the new standard.  

As important background on conformance, please note the following:

1. A conformance clause is a section of the standard that states all the criteria that must be satisfied in order to claim conformance to the standard. A conformance clause is a high level description of what is required of implementations.  It also defines what class of implementations need to conform (i.e., to whom the standard applies.)  The conformance clause may refer to other parts of the standard for details.

2. A conformance clause may partition the domain technology into functional subsets, such as profiles, modules or other partitions.  Additionally, it may specify minimal requirements for certain functions, as well as extensibility, optional features and alternative approaches and how they are to be handled.

3. The conformance clause specifies the method for expressing testable conformance requirements.  In the new voting standard these testable requirements will be referred to as compliance points.  

1.  Scope and Applicability

This conformance clause defines the requirements that voting system vendors claiming conformance to this Standard shall meet.  It also provides requirements that testing authorities responsible for the qualification of voting systems shall follow in order to qualify a voting system.  The above requirements may also be used by states to certify voting systems.  Additionally, procedural requirements are provided for voting officials.  These are a different class of requirements and can not be tested by Testing Authorities to qualify voting systems.  They may considered Best Practices to be used by the states.
This standard defines the minimum requirements for:

1. Designers and manufacturers of voting systems;

2. Authorities responsible for the analysis and testing of voting systems in support of qualification of systems for purchase within a designated jurisdiction.
3. Voting officials, including election judges, poll workers, ballot designers and officials responsible for the installation, operation and maintenance of voting machines.

In addition, the minimum requirements for designers and manufacturers of voting systems may be used by authorities to certify state voting systems.

Minimum requirements specified in the standard include:

1. Minimum functional requirements;

2. Minimum performance characteristics;

3. Minimum documentation requirements;

4. Minimum test evaluation criteria;
5. Minimum procedural requirements.

This conformance clause specifies:

· The entities who may conform to this standard;

· Subsets of the standard that impose unique requirements on implementers of that subset;

· The conformance model for this standard;

· An explanation of how normative requirements are conveyed in the standard;

· Rules for extensibility of the standard;

· Implementation Statement (of Conformance).

2. Who and What May Conform

The requirements, prohibitions, and options specified in this standard apply to voting systems, voting system vendors, voting officials and testing entities. 
In general, requirements for designers and manufacturers of voting systems in this standard apply to all voting systems, unless prefaced with explanatory narrative describing unique applicability. Other terms in this standard shall be construed as synonymous with “all voting systems”.  They are: 

· “all systems”; 

· “systems”;

· “the system”; 

· “the voting system”; 

· “each voting system”.  

The term “voting system vendors” imposes documentation or testing requirements on voting systems, via the manufacturer or vendor. Other terms in this standard shall be construed as synonymous with “voting system vendors.  They are:

· “vendors”; 

· “the vendor”; 

· “manufacturer or vendor”;
· “voting system designers”;
· "implementer".
The terms used to designate requirements for testing entities are indicated by referring to Independent Testing Authorities (ITAs) and test agencies. In addition, testing related requirements are also imposed on NASED. Under HAVA, ITAs have been replaced by accredited testing entities called Voting Systems Testing Laboratories (VSTLs).  In this standard, the terms VSTL and ITA shall be considered equivalent.
Procedural requirements for voting officials are expressed by stating “Voting officials shall . . .”

2.1 Subsets for Voting Systems
This standard defines subsets that categorize requirements into related groups of functionality to address equipment type, ballot tabulation location, and voting system component (e.g., election management system).  These requirements apply only to that applicable subset of voting systems and are imposed on voting systems and/or voting system vendors.  
Traditionally, voting systems have been defined by the mechanism the voter uses to cast votes and further categorized by the location where the system tabulates ballots.  This standard identifies two types of voting systems with respect to mechanisms to cast votes– Paper-Based Voting Systems and Direct Record Electronic (DRE) Voting Systems. Voting systems are further categorized, in this standard, by the locations where ballots are tabulated – Precinct Count Voting Systems, which tabulate ballots at the polling place, and Central Count Voting Systems, which tabulate ballots from multiple precincts at a central location.  This standard describes requirements for systems that fall within each of the above four categories.  In addition, requirements are sometimes described for mechanisms that cast votes in conjunction with the location where ballots are tabulated (e.g., DRE-Based Precinct Count Systems).  The following matrix enumerates all of the possible combinations:
	
	Paper Based Voting Systems
	DRE Based Voting Systems

	Precinct Count Systems
	Paper-Based Precinct Count
	DRE-Based Precinct Count

	Central Count Systems
	Paper-Based Central Count
	DRE-Based Central Count


Requirements may be described for each of the eight cells in the matrix.  
In addition, requirements for other subsets of voting systems include: Voter Verified Paper Audit Trails (VVPAT), Election Management Systems (EMS) and telecommunication components.

2.2 Conformance Model

Conformance to the standard is defined for voting systems and testing entities. Although the majority of voting system requirements are contained in Volume I of the standard, some voting system requirements are also contained in Volume II.  Like wise, although the majority of the testing entity requirements are contained in Volume II of the standard, some testing entity requirements are also contained in Volume I.  Figure 1 illustrates the relationship among voting systems, voting system vendors and testing entities and this standard.  (Need to do).  

Figure 1 Conformance Relationships

3. Normative language

The following keywords are used to convey conformance requirements.  

· Shall – to indicate a mandatory requirement to be followed (implemented) in order to conform.  Synonymous with “is required to”. 

· Is prohibited – to indicate a mandatory requirement to be followed, in order to conform.  Synonymous with “shall not”.

· Is encouraged - to indicate an optional recommended action, one that is particularly suitable, without mentioning or excluding others. Synonymous with “is permitted and recommended” or “should”. 

· May - to indicate an optional, permissible action. Synonymous with “is permitted”.

Note:  The term Must is also used within this standard.  This term is intended to convey conformance requirements, unless otherwise indicated. 
Text that is designated as normative is directly applicable to achieving conformance to this document. (Need to add labels to differentiate normative from informative or create a table.) Informative parts of the Standard includes examples, extended explanations, and other matter that contain information necessary for proper understanding of conformance and this conformance clause
4.  Extensibility

Extensions are additional functions/features/capabilities/ included in a voting system that are not required by the standard.  To accommodate the needs of states that may impose additional requirements beyond those listed in this standard and to accommodate changes in technology, this standard allows extensions.  Thus, a voting system may include extensions and still be standard-conforming.  The use of extensions shall not contradict nor cause the non-conformance of functionality defined in the standard.

5. Implementation Statement 

An Implementation Statement provides information about a voting system, by documenting the requirements that have been implemented by the voting system.  It can also be used to highlight optional functions and capabilities supported by the voting system, as well as to document any extensions (i.e., additonal functionality beyond what is required in the standard).   An Implementation Statement may take the form of a checklist, to be completed for each voting system, for which a claim of  conformance to the standard or one of its subsets is desired.
An Implementation Statement provides a concise summary and a quick overview of requirements that have been implemented.  The implementation statement may also be used to identify the subset of a test suite that would be applicable to the voting system being tested.

An Implementation Statement shall identify the version and date of the implementation and include a narrative description of the implementation.
6. Definitions

Conformance – the fulfillment of a product, process, or service of specified requirements. 

Conformance clause – a section of a specification that defines the requirements, criteria, or conditions to be satisfied in order to claim conformance.

Extension – the ability to incorporate additional functionality beyond what is defined in the specification. 

Subset – a discrete subdivision of the standard in which requirements have been designated (sometimes in varying degrees) for certain voting systems or testing entities.

Implementation Statement - is used to express the degree to which a voting system has met the standard’s requirements.
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