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Memo to:
Election Assistance Commission (EAC),



EAC Technical Guidelines Development Committee (TDGC)

From:

Fernando Morales, Inventor of a new electoral process paradigm

Re:
Dr. Williams' acknowledgment of violations

On January 18, 2005 Dr. Rivest, professor at MIT Department of Electrical Engineering and Computer Science and Chairman of the TGDC/Subcommittee of Security and Transparency, presented Subcommittee Resolutions to the TGDC for their consideration and adoption.  Dr. Brittain Williams is a Retired professor-Kennesaw State University and member of the National Association of State Election Directors. 

During the discussion of Dr. Rivest’s Resolution #14-05 on software security, Dr. Williams, in support of his argument against more security on software said: “if the people are going to do that, it’s against the standards right now.  And if people are going to violate the standards, we’ve got speeding laws and people that violate them every day so there is nothing that we can do about that, but I’m talking about the standards.”  

Dr. Williams clearly acknowledged that the current system is vulnerable in two points: 1) that government representatives in charge of the elections can corrupt the voting software and 2) that we have to accept it (“there is nothing that we can do about that”).  This extreme reasoning caps the creativity and ingenuity of the rest of the nation; I consider that offensive.  In the case of traffic violations there is no national security at stake.  However in the case of elections we are talking about putting the “other” person in office . . . totally a matter of national concern.  I strongly disagree with that position because there is an obvious solution.

Nevertheless, Dr. Williams’s analogy is very appropriate.  It clearly tells us that without police officers in the streets, every violation catches us unawares.  The same holds true about our elections.  Dr. Williams, tacitly acknowledges that it is quite possible for an impostor-software, designed to sometimes vote for a preferred candidate (irrespective of the voter’s selection), to be installed in a voting machine by a government official.  And, since we don’t have “software police officers” patrolling the machines’ processes, such impostor-software would get away with it one-hundred-percent of the time it violates the standards (the law).

In light of this, it is suffice to say that the current electoral process can NOT guarantee that all government officials and poll workers will choose fairness over partisanship (there are close to 200,000 precincts in the US).  For starters we can at least guarantee the voters that in all precincts the software used to cast our votes has been verified and loaded directly by the parties and that it is an exact replica of the official software under NIST’s custody.

A new electoral administration (composed of the government Board of Elections and the two leading political parties) would be responsible for the verification and loading of the software on each machine.  This entity would be able to assure us, the people, that the software running on each machine in each precinct is an authorized copy.

How would we implement this?  Each party representative at the precinct would verify the CD software prior to loading it into each machine and would witness the loading process. The verification can be performed by running the Hash algorithm on their own PC when comparing it with NIST’s official copy.  Similarly, the ballot files can be verified and loaded in the same manner.  The three representatives must agree and sign-off their approval of the software prior to running the machines and capturing the people’s will.

I invite you to read “Voluntary Voting Guidelines, Fernando Morales” and judge for yourselves if this could serve as a valid top-down approach to the new voting guidelines.  A more in-depth analysis of the proposed solution is available in “Part 2” and “Part 3” of Fernando Morales’ Public Testimony, located in the TGDC’s Public Testimony section of September 20th hearings published in the NIST website.

In conclusion, let’s remove any possible doubt over officials’ integrity and good will by introducing a truly Secure and Transparent electoral process. 
