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CyberWatch Mission

C\WAI and Goals

Mission: To improve the quality and quantity
of the information assurance workforce

Goals:

» Curriculum Development
Faculty Development
Student Development

K-12 Pipeline
Dissemination and Outreach

.
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CMI Curriculum

cybertisih Development

» Virtual Lab -
Montgomery College

» Digital Forensics Lab
- University of Maryland

» CyberWatch
Underground - Bowie
State University
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CyberWatch

Virtual Lab, VMware,
other virtual machines

Online course modules
Course sharing based
on the MarylandOnline
Quality Matters model
Adoption of the Quality

Matters rubric and
regimen

)nline Access

Prince George's Community Col
Preparation Partnership for Exp
Information Security Capacity i

Horne Ahoutls  + Deliverables + Programs = Events

Welcome to the Prince George's Community College
MHEC BRAC Information Security Grant,

The BRAC-Preparation Partnership for Expanding Information Security Capacity in Maryland provides a unified
effort between education, government and community partners to increase the number of qualified individuals
in the field of Infarmation Assurance - Infarmation Security, This collaborative venture between CyberWATCH
Regional Center, Prince Gearge's Community Calleqe, and MarylandOnline consists of three major
companents:

1. Converting current Information Security program courses to a MarylandOnling approved onling farmat;

2. Develaping an Information Secority Management certificate program; and

3. Developing MarylandQnline approved courses for the Infarmation Security Management certificate
pragram.

These programs will provide participants with nationally-recognized credentials in Information Security that can
be used at Fort Meade, Aberdeen Proving Ground, and other BRAC-impacted organizations,

The anling distance education Information Security Certificate pragram and the NEW Information Security
Management Certificate program at Prince George's Community College caters to the needs of working
professionals,

Three 15 certificates can be completed enroute to receiving the Prince Gearge's Community Colleqge
Information Security 4.4.5, Degree,

{ 2009 Prince George's Community College. Al Rights Reserved,
301 Largo Road, Largo, MD 20774-2159 USA » 301-336-6000

September9, 2010



Faculty Development
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CyberWatch

» Workshops/Institutes
/Conferences, e.qg.:

> Certified Ethical
Hacking

- FTK/EnCase
> Wireshark
- Secure Programming
o CISSP Training
» Island in Second Life
for faculty training

» Faculty Graduate
Program




C\AI Student Development

CyberWatch

» Internships, Scholarships, Career
Placements

» Student Competitions:

- Mid-Atlantic Regional Collegiate Cyber
Defense Competition (CCDC)

> Digital Forensics Cup
> Security Awareness Contest- IHE & K12

.
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CyberWatch

WHAT'S IT ALL ABOUT?

The EDUCAUSE and Internet2 Higher
Education Information Security Council, with
sponsorship by the National Cyber Security
Alliance (NCSA) and CyberWatch, is seeking
creative and educational videos and posters on
information security to be part of a national
campaign to increase information security
awareness at colleges and universities.

WHAT'S IT ALL ABOUT?

If your video or poster is selected you'll get
exposure for your work on the EDUCAUSE
security web site (educause edu/security), from
media announcements, and as part of campus
security awareness campaigns across the
country. And that's not all — winners receive
cash prizes:

Bronze:
$500

ENTER THE 2011 EDUCAUSE STUDENT VIDEQ CONTEST

Prasantad by:
HIGHER EDUCATION
--%n INFORMATION

SECURITY COUNCIL

WAYS YOU CAN PARTICIPATE:

+ Training or instructional video
(2 minutes or less)

= Public service announcement (PSA)
(30 seconds or less)

* Poster

Submissions should address information
security problems and/or suggest effective
ways of handling them.

Deadline to enter: March 31, 2011

WANT MORE INFORMATION?
For topic suggestions or help, contact us.
Emall: security-video@educause.edu

Web: educause.edu/securityvideocontest2011

Sponsorad by:

EISTAYSAFEONLINE.org k
Cyber
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CyberWatch

» K-12 Division Goals
include increasing:

- The IA workforce pipeline

- Community awareness of
IA workforce

- Community awareness of
C3-Cyberethics, Safety
and Security, and

- Security of K-12IT
systems

11



CMI K-12 Program

CyberWatch

- Informal after school
programs
- Mindtools (4-5)
- JR. Cyberwarrior Program
(6-8)
> Summer Cyberwarrior

High School Clubs
4H
Girl Scouts

Formal Lesson Plans




C\AI CW K12 Modules

CyberWatch

5 Content Modules
- Computational Logic/Programming—
Scripting/Gaming/Simulations
- Cryptography
- Digital Ethics, Safety and Security
- System Vulnerabilities
- Digital Forensics

> Grade bands 4-5, 6-8 and 9-12

> Tied to partnering school system math and science curriculum,
students engage in hands-on STEM activities and improve digital
literacy skills while learning and applying concepts through gaming,
modeling and simulation development.

- Speakers and field trips

The central focus is the field of IA, but it is supported by the too often
ted topics of citizen awareness of ethics, safety and security.



P roogra mameing

Cryptography

Digtal Ethics, Safetny
and Security

Sysfem
Vufnerabifities

Digrtal Forensics

Imtro bo LOCHGO -
Microwards,

Interactive PPT

Scratch

Intro to cryptology &
cryptanalysis
Transposion cipher
Inwisible nk

Substitution cipher
{cipherwhesls)

Elementary School
Fazsword/passphraszss

Cvberbulbring

Who's Who Online

Free iPod-Cpening
Attachmants

Fop Up=

Fassword Guessing

Decoding/Debugging
1511 WMWY programming

Leaming Binary
Mame in Computer
Talk™Binary
Mumbers
Barcoding

Fobotics | - BEobholab NSA Codemakers Digital Footprnts RealorUnreal
Codebreakers {Detecting scams)
Middle School
Computational Logic Intro to cryptology & Faszswords/Passphrasss System FRecognmon of similar
cryptanahysis foyberbullying Upkeeps/FPathing patterms

MigreWarkds/Scratch

Fobotics 11 -

Mindstormes
Gooagle ShaichlUo

Alhce

Coding/deocoding out of
the box

Substitution cipher and
letternumber fregquency

Cryptography Scavengsr
Hunt
Geometnc cipher

Online Reputation
Management

Dangemus Uploads
Securty Clearano=ss

Copynght'Plagiansm
Social Metaorks

Fhishing/Ehammng/
Hipacking

Password Cracking

SMNS Malaars

Meadle in a Hay Stack
(wherme's the bad
oode)

High School

Computational Loge:
Faptur=

Mo Waorkds/ Scratch
Python
Programming in Excel

Alce

Fobotics 111

Mindstomms

CW K12

Intro to cryptology &

cryptanahy=sis
Substation ciphers

Pap=rErmama

Algebraic ciphers

Intro Computer

cryptography
2 key cryptography

Content

Fassphrasss/pattems-
encryption

Cyvberbullving

Sexting

Online Reputation
Management

Webcams/GoogleHackng

Copynght'Plagiansm
Securty Clearances

File Sharing/Lime i
Social Metworks

Securty Layenng

Firewalls

Fassword Cracking
]

FPing/Trace Rout=

Feconnaissancs

Wiireshark

FPasco

Fatterns

Samipads exsrciss

Deleted/Hidden Files
SIM readeresxercisse

Foadrmuunner

Saminads exercise

FTK ImagerLits.
Entass (CWWDFL)

Fewversse Enginssnng

Sizganaaraphy/Diaial

Watermarking

SAEMUREJ/SU0R00/0.g SRS JOQIT/S{ RN SJUOLEJ/SROYPOCG S| profjy] Uf £100.k)

W
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Write your name in Computer Talk

The Alphaboet inn Binnanry Codcoc

Content Examples

Bina Binal
Letter | 2 0Ga” Letter | S0
- CloooooL = [EFER=T=1=1=pr%
) Ciooooio = Ciiocoio
= Ciooooia = Ciicooia
= Cioooioo O Ciicoioo
= oioooiol = [EEER=1=FN=F}
= ARIsIRIARREE] - [ARRIAIsRREE]
= Cioooiia o EEER=I=F ¥
=] [EEN=I=EN=1=1=] & [EEER=FR=1=1=]
T [EREslaREaIsk] i (AR LRIkl
E) Ciooioio 5 Ciicioio
3 Oiooio1l =< Oiioio11
[ AREsIaRREalE] [ [RRIARREsIE]
[ Ciooiioa - Ciiciioa
T~ Oiooiiio ~ EEET=FEER=]
=) oi1oo11i11 = EEET=-FEEEY
= Cioioooo = Ciiicooo
= EEN=FN=T=1=F} a Ciiicool
= EEN=EN=T=F¥=] r EEEEY==EX=]
= Cioaiooia = Ciiiooia
- [EEN=FN=FN=1=] i oiiicioo
[ [EEN=FN=-FEN=E} o EEEET=FY=F}
- Cioioiio — Ciiicaiioc
=y [EEN=FN=FEEY r [EEEEY=F Y
= [EEN=FEN=T=1=] < [EEEEEY=T=1=]
~ Cioiicoa o Ciiiiocoa
= EEN=FER=EN-=1 = oiiiio10

O c x @ % () er——

Decoding Bar Codes

63938200039 3

- Add together the value of all of the digits
in odd positions (digits 1, 3,5, 7, & and

11).
6+9+B+0+0+9=32

- Multiply that number by 3
323 =906

- Add together the value of all of the digits
N even positions (digits 2, 4, 6, 8 and 10).
3+3+2+0+3=11

- Add this sumto the value in step 2
96+ 11 =107

- Take the numberin Step 4. To create the

39382"00039'"'3

check digit, determine the number that,
when added to the numberin step 4, is a
multiple of 10

107 +3 =110

- The check digitis therefore 3.

2-3-4-5-6—-7-8-9-10-11-—check

http://www roubaixinteractive.com/PlayGrou
nd/Binary Conversion/Binary _to_ Text.asp

— o Lo B B el | b M e | it Adaci B Winsss e

[ ——————

+ Send me a polite or
write me a polite
coded binary
message

+ dpruitt@umd.edu

+ http://www roubaixinte
ractive.com/PlayGrou
nd/Binary_Conversion
/Binary_to_Text.asp

W Praeyreund - Binary Comsersien . Binary 1o Test (ASC Cenversion

15
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Can you tell the difference? _
With your parents help

<y mMoXq

g

e e

W ome o b oox &

SOURCE hitp /mozaig org/encrypt! AND http//mozaiq org/decrypt/

wizardofozd. jpg - JPEGsnoop

Eile Edit Miew Tools Options Help
NSE + @8 S
SW :[IJG Library 1 v
The following IJG-based editors also match this signature:
S : [GIMP 1
SW :[IrfanView 1
AW :[idImager 1
3 :[Fastitone Image Viewer ]
S :[NeatImage ]
S :[Paint.NET 1
SW :[Photomatix 1
S :[FnView ]
T] = -
Bazed on the analysis of compression characteristics and EXIF metadat: - M e a—_ it - —— s - e e B
ASSESSMENT: Class 1 - Image is processed/edited it - ral il e =
g . s .
This may be a hew software editor for the databaze. w o e o - T
If this file iz processed, and editor doesh't appear in list abowve, : O e ~ e TeL y - =
PLEASE ADD T0O DATABASE with [Tools->i4dd Camera to DE] s e ke b b s s - - "
= T
b - na e -
< | > . - P — -
Dane [ [ A



http://www.makeuseof.com/tag/tell-if-that-jpg-has-been-altered-with-jpegsnoop-windows/�
http://www.youtube.com/watch?v=EWd0fjTR1uY�

tent Examples

2 wawys  Lop

#o| slE/sl=as e x| alpse <=al O 7

to go

everyone [clickon]

waituntil [touching? "moon "rocket]
announce [The rocket landed on the moon]
stopall

end

to reset

rocket, setpos [150 -100]
setsize 40

seth 0

moon, setpos [-321 155]
seth 90

end

to rocketsize

rocket,
if ycor « -50 [=setsize 40 =top]
if ycor « -45 [setsize 39 stop]
if ycor « -40 [setsize 38 =top]
if ycor < -35 [=setsize 37 stopl]
if ycor < -30 [setsize 36 =stop]
if ycor « -25 [setsize 35 stop]
if ycor < -20 [=setsize 34 stop]
if ycor < -15 [setsize 33 stop]
if ycor « -10 [setsize 32 stop]
1f ycor < -5 [setsize 31 stop]
if ycor < 0 [setsize 30 =top]
if ycor « 5 [setsize 28 stop]
1f ycor < 10 [setsize 28 stop]
L L5 if ycor « 15 [setsize 27 =top]
v if ycor « 20 [setsize 26 stop]
. if yocor < 25 [setsize 25 stopl]
if ycor < 30 [setsize 24 =stop]
if ycor < 35 [setsize 23 stop]
if ycor « 40 [setsize 22 stop]
1f ycor < 45 [setsize 21 stop]
if ycor < 50 [setsize 20 stop]
if ycor « 55 [setsize 19 stop]
1f ycor < 60 [setsize 18 stop]
if ycor < &5 [setsize 17 =top]
if yocor < 70 [setsize 16 stap]
1f ycor < 75 [setsize 15 stop]
if ycor <« 80 [setsize 14 =top]
! if ycor « 85 [setsize 13 stop]
if ycor « 95 [setsize 12 stop]
if ycor < 100 [=setsize 11 stop]
setsize 10
end

Start Page

* Turtles (basic)

* Turtles (animation)
* Shapes and Clipart
*

-

Turtles (advanced)
Panes and Wallnanar > h Deccadirar | B Proiect| E Prorecces | & Shane




e =

L= S

B Igol0 =
e N NN

ray boxes = Unprotected Computers

5 Green boxes = Small Anti-Wirus Protection
aray Blue Boxes = Best Anti-Winus Protection
Furple = Wiz

Red = Infected

S Stop Button pressed!

September9, 2010
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How to Tell if an E-mail is Real

”Bank of United States

Dear Customer,

Unfortunately, your Online Accessis lodoed Out,

To @nsure your protedion we've now lock acoess 0o your accounts due to a miss-match of acoess
code between your seourity detals. Vou now nead to verify your Identity, You wont be able to
ga3in access to your accounts until you've done this

To warify your [dentity, kindly follow the reference below and go to the directions to instant
activation. This should take aboast five minutes.

hittps: /sitek ey blankofthe USA com/sas@signonSetup do

Fro more information on the Account Access Lock Out procedures please open the attached
decument.

Impartant Motice: You are strictly adwised to match your Ste-key Question and Answers
carmectly to avosd serwice demsal

£3 ancken of our apprecation For promptly responding, we will send you an Apple Ped
nanoe You must respond within 1 hour of receiving this message to receive your Apple Fod
nano

Tours Sincerely
Bank Of Americy

Omline Banking Custemer Serwice e

Don't be Lazy About Encryption

* Process may vary depending on the version of Windows
on any given machine

* EX:Windows XP
Open Windows Explorer

Right-click the file or folder that you want to encrypt,
and then click Properties

On the General tab, click Advanced

Check the box that says, "Encrypt contents to
secure data check”

W

Content Examples/Lessons

Sublect Bonk of America Online Banking Customer Service
From: Bank of Amarica sonlinghanking@bankotomarica coms

Date: 1162009 1037 AM -
To: v acdy Cj’) Clue #1 coming
e from South
Racoived: from md] mail umd adu (mdal du [128.8 31.163]) by po2. ESMTR i BWF1 7026 Fri 6 Mows 2009 103746 -0500

Rmcwived: from md. med umed sdu (md). mail umd edu (1288 31.169]) by mdl Afrfca SSMTF id SrWTS093, Fri. 6 Mov 2009 10:37:45 -0500
Faconed: from poagei] med wmd sdi (redged] meil umd edu (1268 3111 X 14GA)  with ESMTR id CLOA7735: Fri 6 Now 2009
X tranPon-Anti-Spam-Filred. e http://samspade.
priconPost-Asti-Spam-Result: Aa(ACIRBPDECXIS0dsz A CCURaiel o (IS 03166 Rt *BorAectesmatmCaCS02HBIOC0NCHD.
H-UMDPOS: pos
HelronParkAV: E-Sophosis*4 46341 243272000, d=*scon208.2170="74630 MM
ROCoived: from msl 2onewatco 10 (HELD [onineb 1onimweb co.20) (167181502 it uy bramps | v w1 wou mith ESMTP 06 Nov 2009 10:37.42-0500
Riacoived: from parking by zoneweb. zoneweb. co za with local (Exim 463)  (emvelope-irom <parking@zonewsb zoneweb co.203) id 1NEQsZ-0003M-NA  for dpris@u
H-PHP-Script: domelrwarehouss.co zaimail php for 82,126 22130
MIME Varsion: 1.0
Content-Type: i
Content-Transter-Encoding: 861
Mas 1d: <E1NEQ2Z-000IM-HAG 2 onweb 2onmweb.co 78>
X-ARNADUBS: This header was addec 10 Fack abite, PIEnss iNchide #wih oy Sbute repod
=

Enter this ip
KemiAbusa: Origins] Domain- umd edu

address into
XeAntiAbuse: OriginsoyCaller ID/GID - [543 32003) / [47 12]

KeAntiAbuse: Sender Addmss Domon - roneweb zonewsb co o
X-Source: Aubiniohe http://samspade
a5 bl phs .org/
X-Source-Dir. domainworehouse <o ropubhc_hml

H-dunkmail: UCE(56)
- : score-SES0, umd ey
) DAD20201 AAFA1 7530362 55=1. shfgs=0)

To see where
s0=2008-12-08 20 it-s rea"y
coming from T

K- dunkmnil-IWE ialso

Bk of America Higher Standasds
Custormer aning  laptes for Ondne Banking Orline Barkirag Alert

echn
.9" g,

How long to crack

+ Assume 1 million attempts a second

Digits | Lowercase (26) |Lowercase +
number (36)

Upper — Lower-
Numbers (62)

4 0.46 seconds 1.68 seconds 14.78 seconds

6 5.15 minutes 36.28 minutes 15.78 hours

8 |58 hours 32.65days 6.92 years

19



CyberWatch

; . Transmizsion Contral Protocol {TCF), = TCF warts on & sanding computer and & fecering Computar to mate Inthe tutorial the instructor opens up a window ta use Flle Transfer rotocal (FTF]. FTF isa way for ane i - Now itis Your turn!
Simple Password Sniffing vith Wireshark g i3 Trk seroar s ansggintion ragram e e <iee ampaar g e pax, Ty 2 s nsizet \ sigen
Whatin the worldis she saying?(! Andy, Irkernest Explorer, Safari, Firekm, or the program you wse for emeil ke Ontosk or Thunderkird, 52 bet's ‘seaurity fews. One of these faws 3 et t snds pRsTwars in dear fext. Newer, mare sewure pragrems i
YoerMaich Youwant me to do WHAT?? st your mpier asthe sender end the Eggeipgl seriers s te recefingsenier. 0y ot your RSEHGrY toan Tescatie |, Towerer FTPSandS the pRSHOTS ust a5 Watch the tutorial. Then...,
typadtnem-For Haweer it et tis e Dacnune you il De e
dte sture i & 3 ; -
Lure g the narTatar in the vides, s taiking about Transmiecion Control Protacal (TCF). This's ane wey ::lmm ssnots nceartent e Ve o Can you find the clear text passwords inthe sample file?

COMUTET Tk 0 ane aToEnAT The €75 g Rt MDA T COMARETS WaTE SO TR T oty

st e, q facebOOk
- st the sanger e cemt] et &m T

@yt (he server] tosee it itering The server respands tothe sender witha STIACK which
corms thet the destinetion computer is on and s listening. Then, the client sends an ALK bect tathe

i cheartest. I
pswords, | have people t sk when | forget them!

Tryit out!

1. Open Wiresharkfromyourthumbarive
2. Double dick on the Wi Shark Folder

senier to canirm it ot the SMRACK . N b. Double dick on the WitesharkPortable icon
= Yo COMpr S0 pankets of AT 10t EAGRNAR, S Then, Bt SagaDOn, e s esch
et = ruman sey5 ek ello! How U doi? aw U cip? pacit % oani  macsage Tt 0 our COTPASRY 2258y g% the packe (et a0 acknowedgement) H.I 2. Once the Wireshark programhas launched
A Tt possiohe far peckets o getbost or come: ot ofarder, fyour comauter doss nat rezie e 2. Clickon Fileand select Open
anfrmetion tmmwm‘r«mmxr_un@mmm: resens the kot pacets. The 0P on ad b. Chaose the SAMPLEDATA wefile
A ey sl . o
Successful R st ) 34 28 g recing s e the TCPtream. : et nfmfmr:mmermm yaur own 3. Review thefilztofind zl the clesr text passwords. ffyou need towstch the
) B compuer, This shausd anty b2 done i you are & trus forensics investigator, law enforeemest, o tutoriz] agein, a copy s on your thumb drive.
Your Computer says & network edministrator. This s beceuse the Yijestak program hes tode runving an the
Connection sl i @ facehook @‘ EE—— O p—— List ll the clear text passwarcs you find here:
am sending you e ——————r S 10 four camputer e &1 the cammunicRtions inta your ComBRer 201t a2t B inthe data
What thet sounds ke in TCP tali h rets' ~ . ;imW‘:'F path. imagine Jirashark s the answering mactine that reconds sllcall in and out of your
e pa ;' '-/I ; ' g or e Diing - the prione e ke & pPyice dota path. The tars she s -
[y | ey r—— Hello Back! c::m:r netwar 9, s 4, 580 ke g, r seting e wivles adapter 2 promiscunas e
Famingamet ot lonly got packets one. Fsdion ot 4feg sésster i you b 3 gy B - ey v e s et
:::::::: and three! GREATY 7 carifes the jargon she uses 2o descioe ways of Pt the Javar) rogrem n e date
‘oukrg 2 e i
An H
] i
Unsuccessful \ 1 I 1
Connection /
(]
/ Gty Y
Wt thet sounds ke | 3TN |Weit 4 mintesfora ll'l “ nlll] 1 1n ] 1
T STHADK then ] ]] 1 0 %I' U] Ifyou have time, review the filatainvestigate which chients spplications or progrems|
g 0 ! 1 [} J 00 are sending clear text passwords. Write the names of the progrems next tothe
YN [5ynehnonize sequence rumbers] -8 notieation o the sandar to the reneler s g the it peckat / . passwords
efinrmetion : i H i
- / Infarmetion your compiter getsin R Ln:rnmunywrmmmr Eo HF this s your camputer, what would you do?
A0 einowissgemene] -8 mazege uned intha Tranmistion Contel Fratonl TCF| acinowiese reseie of L’
rpeae i |
EH Faged Paged

September9, 2010 20




Participants wi

rasaArERare, A

CyberWatch

Cyberethics, Cybersafety, and Cybersecurity Conferenc

Agemia | wworkshon

Travel FAGS

2003 c3® conference a

pr——

Thanks for Attending.

2010 €3* conference
Information

rters - Dus Moy 10, 2010

# hear from st
ke

Ihakars o6 & & it g 100AE B0 Incide:
rrsabic, B CH Tl LORRS" 10 ki Gy, kienify e on
reputation management, newly released online inberactive Samulations

ate and local educators, law enforcement, inbernet satety/secunty Curmcukum providers and
ANl PArng Iaguaon, S cARenAl NSt AL

syate makers
= De recognized in ihe onnve and gk

+ Share your crgarazstion’s urigus CI%

e

Sponsonng the G5 Confers:

2009 Spaakers

ot ghoes yous
commuri:

Y

I L Allen

Cybersecurity

The Forgotten Element

GetNetWise

FileSharing

W E

Digital Footprints:

Davina Pruitt-Mentle, Ph.D.
Directar
Ed Tech Policy, Research and Outreach


http://www.edtechpolicy.org/Cyberwatch/collcareers.html�
http://www.edtechpolicy.org/C32009/index.html�
http://www.edtechpolicy.org/Cyberwatch/gcworkshop.html�

K-12 Pipeline:

C\Aw, Saturation Model

» Cyberethics, Cybersafety and |
Cybersecurity (C3) Conference g _A;-

» Cool Careers in Cybersecurity for Girls
Conference

» Careersin IS/IA and Digital Forensics for
Guidance Counselors Workshop

» After School Elementary and Middle School
(+parents)

» High School Summer Programs

(+ parents) Q'a»\TechHOIO
o> ‘5?}»&
» CW K12 Content § Linking PCRSSSIN O,
= Research b ) 5
= <

Clubs

22


http://www.edtechpolicy.org/C32010/�
http://www.edtechpolicy.org/C32010/�
http://www.edtechpolicy.org/Cyberwatch/gcworkshop.html�
http://www.edtechpolicy.org/Cyberwatch/gcworkshop.html�

K12 Pipeline

W

CyberWatch

» Teacher Cisco
Academy Training
Program

» Educator Training

» C3 Conference-C3
Awards and Grants

» Security Awareness
Events

September9, 2010



C\AI Research
» Social Learning » Integrated
Theory » Trained Educators
» Engaging, » “Community
interactive—hands- Development
on or project based Model” buy
» Sequential in/ownership from
» On-going or at stakeholders
minimum “booster” » Multi-layers

sessions

.



\w What’s Missing

CyberWatch

2 Year —— 4 Year

—



W

CyberWatch

What’s Missing

High __, 2 Year —— 4 Year
School

.



CW 130 Understanding Operating Systems

CW 160 Computer Security, Security+

CW 150/151 Networking—w/ some existing track course (Cisco 1 & 2)
CW 235 Network Defense and Countermeasures

v Vv v VW

» Some CW 110 Computer Ethics content and case studies will be included in
Cybersecurity CTE IA track (can also make use of Simulation Case studies via
NSF grant)

Foundation needed for:

CompTIA's Security certification Cisco CCNA Preparation certificate
Apply credits IA A.A.S. degree CISSP Prep Exam

CCENT Cert




CyberWatch

Training




Dissemination and
Outreach

LW

CyberWatch

» Presentations to academic conferences,
government agencies, and industry associations

» Newsletters, news articles, and reports
» Speakers Bureau

All Designed To:

» Promote information assurance education at all
evels

» Promote CyberWatch memberships and
partnerships
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CyberWatch

>

Manage personal safety
Protect the privacy of othe

Manage a positive personal repu

~aechng,
Value relationships with others p, 'og.""* %i
r:?‘ "g
Respect the ownership of intellectual | L?‘;? ="
property .. v k|
Practice
'pg

Protect the technology used at school
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SECURE IT:

Strategies to Encourage Careers in

CyberWatch Cybersecurity and IT
Formal: Individual Classroom JR. FIRST Lego League
Elementary Activities FIRST Lego League (FLL)
MINDTOOLS Formal: Extension Units — eCYBERMISSION
Informal: After School Program
Formal: Individual Classroom FIRST Lego League (FLL)
Middle Activities eCYBERMISSION
JR CYBERWARRIORS Formal: Extengion Units pp Am Comp Sc League
Informal; After School Program
Informal: Summer Program o | FIRST Tech Challenge > Year Progranm
High = L FIRST Robotics &
CYBERWARRIOR l Am Gomp Sc League
CTE :IA Track Image Cup -
— High School CCDC l
Patriots
Forensics Cup
4 Year Program
Other Activities Parent Awareness
Cool Careers in CyberSecurity for Girls Event Community Awareness
C3: CyberEthics, Safety & Security Confersnce Teacher Training
Careers in1S/IA and Digital Forensics for Guidance | K12C3 Awareness Contest
Counselors Workshop Cybersecurity Olympiad
C3 Awareness grants




Thank You!

.



CyberWatch
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About Us

Getting Started

522 1010101011010100101¢

CyberWatch

Expanding Knowledge in Cyber awareness and Careers in Cybersecurity

Summer High School
CyberWarrior Courses

in Full Swing

OUR PROGRAMS

VWHAT'S NEW

- Oth Annual C3 : Cyberethics,
Cybersafety and
Cvbersecurity Conference.
October 7-8th , 2010

« CW launches Phase Il of
SECURE IT Program

« Cybersecurity workshop for
Girls Summit - National
Electronics Museum

« Careers in IA/NS Digital
Investigation for Guidance
Counselors - September 30th

PROGRAMS

We have a wide range of
programs, content and activities
for formal and informal settings.
The central focus is [A content,
but it is supported by the too
often neglected topics of citizen
awareness of ethics, safety and

WORKFORCE AVWARENESS

Cz conference Annual GC
Workshop Professional
Development Speaker

Sessions, Topics More =]

C3 AWARENESS

C3 conference Professional
Development Speaker
Sessions/Topics More [~

K12 IT SYSTEMS

Workshops are conducted at
pariner institutions on a variety
of topics determined by our
annual needs assessment

SUrvVey. More /=



\‘\AI CW Model IA Programs

[ | AR =3 [
QVQE? Watch

2 A.A.S. in Information Assurance

2 A.S. in Information Assurance

.- Certificate in Information Assurance

.. Certificate in Information Assurance Management

Curriculum development emphasizes:
» building core technical skills
» meeting 4011 and/or 4013 standards

» help prepare for several industry certifications
including:

.. CompTIA's Network+ and Security+

:» Cisco Certified Network Associate (CCNA)

= Microsoft Certified Professional (MCP)

i Certified Network Professional (SCNP)




\ Model A.A.
CyberWatch

S. Deg

=

ree

Credit Hours

FIRST YEAR

SECOND YEAR

 Technical Courses

- i 140 - Ethics and the

G50 - Nebwoking 1

o G260 - Metworking 3

- o 235 - Metworls Defense and

43 credits ) 4 eredits o eredits
Information Aoe (Countertne asures
3 oredits 3 oredits
- Englizh 420 - Introduction ta 151 - Hetworing 2 o L 251 - Mebwaking 4 i BiologicaldPhysical Sciences
G credits Computers 4 credits b redits 34 credits
23 redits
gﬂf}t:;“;i::'“ oo 430 - Microcomputer GOV 460 - SECU ;o zes - Hardening the | gif":j':g‘*ha“'”’a' Beiences
Operating Systems =3 oredits Infrastructure
3 credits 23 credits

Arts and Humanities
3 credits

. English; Compaosition 1
o3 eredits

o Englizh: Composition 2
3 eredits

o Technical Elective #1
3 credits

o Technical Elective #2
3 credits

i Health/Fitnessfifeliness o Mathematics . Tl i HealthdFitnessfifellness o LW 2T0 - Capstone
3 oredits 34 credits 3 EWESD M 3 oredits 3 oredits
Windows Server 2003
3 credits
SocialiBehavioral Sciences
o3 eredits
 BiolagicalfPhysical Sciences
3-4 credits
E4-EE cradits 15-16 credits 17 credits 17 credits 15-16 credits



A.A.S.

First Year Second Year
Semester 1 Semester 2 Semester 3 Semester 4
Cw 110 Network
Ethics and the CW 150 CW 250
: : . Defense &
Information Networking 1 Networking 3
Counter-
Age
measures
CW 120 CW 151 CW 251 Bio or Physical
Intro to . . .
Networking 2 Networking 4 Science
Computers
CW 1?_;0 CW 160 CwW _225 Somgl &
Operating . Hardening the Behavioral
Security + , .
Systems Infrastr’r Science
Comp’n & Intro Comp'n & CW Technical CW Technical
to Literature 1 Literature 2 Elective 1 Elective 2
College CW 230 PHE/MEA
. Health/ CW 270
Algebra or Windows 2003 :
Fitness/ Capstone
Calculus Server
Wellness




Model A.S. |A Degree

CyberWatch
Credit Ha
:: Technln?al Courses - o 440 - Bthics and the I} 15_III - Netwoking 1 I} 25_III - Netwoking 2 o 235 - Metwaork Defense and
2 A0 credits R — 2 eredits 2 eredits
Information Aoe (Couttermeasures
3 credits o3 eredits
:: English L 420 - Introduction to B 151 - Networking 2 cE 251 - Netwoking 4 o BiologicalfPhysical Sciences
oG ocredits Computars oG credits oG credits 3G credits
3 credits
;“it::;;'i:'m o 130 - Microcomputer ;O 160 - SECULT o 225 - Hardenng the | 2111':2&““'””' Seiences
Chperating Systems 3 oredits Infrastructure
3 credits 3 oredits
iGen Ed i Composition and Intreduction to i Composition and Introduction || Gen Ed i Gen Ed
G credits Literature 1 to Literature 2 3 credits 23 credits
3 credits 3 eredits
- Health!Fitnessfile lIness i College Algebra or Caleuluz . Ry - Health/FitnessflelIness o C 270 - Capstone
3 oredits 34 credits i E:uh' 230 M 3 oredits 3 credits
Windows Server 2003
3 credits
i BociallBehavioral Sciences
3 eredits
: BiologicalfP hysical Seiences
o 3-d credits
E4-BE credits 15-16 credits | 17 credits 17 credits 15-16 credits

A



A.S.

First Year Second Year
Semester 1 Semester 2 Semester 3 Semester 4
CW 110 Network
Ethics and the CW 150 CW 250
: : . Defense &
Information Networking 1 Networking 3
Counter-
Age
measures
CW 120 CW 151 CW 251 Bio or Physical
Intro to . . .
Networking 2 Networking 4 Science
Computers
CwW 130 CW 160 CwW _225 Socal &
Operating . Hardening the Behavioral
Security + : .
Systems Infrastr’r Science
Comp’n & Intro Comp’'n &
to Literature 1 Literature 2 GenEd GenEd
College CW 230 PHE/HEA
. Health/ CW 270
Algebra or Windows 2003 .
Fitness/ Capstone
Calculus Server
Wellness




CyberWatch

Credit Hours Semester 1 Semester 3 Semesterd
- o 410 Ethics and the - LW150 - Netwoking 1 + LW 250 - Networking 3 - o235 - Metwork Defense and

E— 4 credits 4 eredits

Information Age Countermeasures
=3 eredits =3 eredits
S G120 - Introduction to 5 G151 - Networking 2 5 251 - Netwoing 4 : Technical Elective #2
Computers = eradits =& credits =3 eredits
o3 credits
stz Microcomputer | o180 - Secur - o zzs - Hardentng the | g“:r:;i Capston
Crperating Systems -3 wredits Infrastructure
53 eredits 53 credits

i Technical Elective #1

« o220 Microsoft o

Windows Server 2003

o3 oredits

4E credits 9 credits 14 credits 14 credits 9 credits




IA/IS Management
Certificate

\

CyberWatch

Information Security Management Certificate

This certificate will help meet the needs of technical and security staff for both managing and implementing
information security projects, Coursework may include basic computer operations, operating systems, security,
cyber law, disaster recovery, project management and systems analysis, Students wishing to continue may
apply these credits to the Information Secunty A.4.5, degree. Students are also encouraged to complete the
Information Security Certificate and the Cisco CCHA Preparation Certificate offered by the Engineering
Technology departrment,

All three certificates may be applied to the Information Securty A4.4.5, degree program. Support for this
certificate program was obtained via the Maryland Higher Education Committes BRAC intiative,

CIS 1010 Computer Literacy 3

CIS 1700 Understanding Operating Systems 3

CIS 1620 Computer Security, Securty+ 3

CIS 2840 Systems Analysis and Project Management =
Choose one of the following

MGT 2860 Cyber Law 3

MGT 1900 Introduction to Public Administration 3

MGT 2880 Disaster Recovery and Risk Management 3

Total Required for Certificate 16 credits




SECURITY NEEDS

LW

I AR =d s
CyberWatch

y - Cybersecurit%/ is one of the top priorities of the
Department of Homeland Security and the federal
government”

» “... The DHS plans to build the next generation of
our cybersecurity workforce by committing
resources to educating and training current
employees [and] recruiting new talent.”

» “The unavailability of people with the right skills is
a top challenge for security groups.”

.
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CM, President’s 60 Day

oW Cyberspace Policy Report

» “The United States should initiate a K-12
cybersecurity education program for digital
safety, ethics, and security; expand university
curricula; and set the conditions to create a
competent workforce for the digital age.”

.
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\, " Report

» Report suggests:

- Initiation of a national public awareness and education
campaign to promote cybersecurity risk awareness for all
citizens;

- Changes in the educational system that will help enhance
the understanding of cybersecurity and allow the United
States to retain and expand upon its scientific, engineering,
and market leadership in information technology; and \

- Development of educational opportunities and strategies
that will expand and train the workforce to protect the
Nation’s competitive advantage, including attracting and

retaining cybersecurity expertise in the Federal
Fayernment
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4011 Standings

College Mapped | Note Curriculum
Anne Arundel 100% Accepted - 2006 Model
Balto Co 100% Accepted - 2007 Modified
Chesapeake CC 0% Pending Curriculum Dev Model
Erie CC 0% Curriculum Review — 2008 Undefined
Hagerstown 0% Summer 08 Completion Undefined
Harford 0% Target - Summer 2008 Model
Howard 100% Accepted — 02/08 Modified
Montgomery 0% Summer 08 Completion Modified
NVCC 100% Accepted - 2007 Modified
Prince George’s 100% Accepted - 2007 Model
outhern MD 100% Pending course offerings Model




4013 Standings

College Mapped Note Curriculum
Anne Arundel 100% Approved Model
Balto Co 0% 2008 Completion Modified
Chesapeake CC 0% Pending Curriculum Dev Model
Erie CC 0% Curriculum Review 2008 Undefined
Hagerstown 0% 2009 Undefined
Harford 0% 2009 Model
Howard 0% 2008 Completion Modified
Montgomery 0% 2009 Modified
NVCC 0% 2008 Completion Modified
ince Georges 0% 2008 Completion Model
2008 Completion Model




*Former chem/physics teacher

*\WWorked at NRL—testing JP5 Jet Fuels--saw conn w/tech

*MED sec sc and PhD ed tech policy

*Dissertation: The relative utility of IT workforce and DL skills in transcultural
community

sTaught at MD college of ed—integration of tech in classrooms—interest in
standards—esp digital citizenship

o created C3 course based on C3 framework

sloud advocate for security—not on radar until a year ago (2009)

*C3 framework---NCSA connection and working with NP groups (internet
safety)

*Director and Sr researcher at ETPRO—one bucket--curr development and
program evaluation of internet safety of tier 1 google—ikeepsafe—
cybersmart—WWKids—Netsmartz etc.. And work with dept of ed
*Other bucket is in STEM education

*Also C3 baseline study and follow up—hope to do in 2010

*Also CISSE chair K12—position paper

*NCSA co-chair

September9, 2010
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