
Sponsored by the National 
Science Foundation
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 National Science 
Foundation

 Several supplemental 
grants

 Consortium members in 
18 states + DC:
Community Colleges
Universities

• Numerous 
Agency/Industry 
partners
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http://www.cyberwatchcenter.org/�


Mission: To improve the quality and quantity 
of the information assurance workforce

Goals:
 Curriculum Development
 Faculty Development
 Student Development
 K-12 Pipeline
 Dissemination and Outreach
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 Virtual Lab –
Montgomery College

 Digital Forensics Lab 
– University of Maryland

 CyberWatch 
Underground – Bowie 
State University
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• Virtual Lab, VMware, 
other virtual machines

• Online course modules
• Course sharing based 

on the MarylandOnline
Quality Matters model

• Adoption of the Quality 
Matters rubric and 
regimen
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 Workshops/Institutes
/Conferences, e.g.:
◦ Certified Ethical 

Hacking
◦ FTK/EnCase
◦ Wireshark
◦ Secure Programming
◦ CISSP Training

 Island in Second Life 
for faculty training

 Faculty Graduate 
Program
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 Internships, Scholarships, Career 
Placements

 Student Competitions:
◦ Mid-Atlantic Regional Collegiate Cyber 

Defense Competition (CCDC)
◦ Digital Forensics Cup
◦ Security Awareness Contest- IHE & K12

7



8



September 9, 2010 9



Sponsored by the National 
Science Foundation

Davina Pruitt-Mentle, PhD

10



 K-12 Division Goals 
include increasing: 

◦ The IA workforce pipeline 

◦ Community awareness of 
IA workforce 

◦ Community awareness of 
C3-Cyberethics, Safety 
and Security, and 

◦ Security of K-12 IT 
systems
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◦ Informal after school 
programs
 Mindtools (4-5)
 JR. Cyberwarrior Program 

(6-8) 
◦ Summer Cyberwarrior

high school programs

Virus Attack Program Simulation

High School Clubs
4H
Girl Scouts
Formal Lesson Plans



5 Content Modules
 Computational  Logic/Programming—

Scripting/Gaming/Simulations
 Cryptography
 Digital Ethics, Safety and Security
 System Vulnerabilities
 Digital Forensics

◦ Grade bands 4-5, 6-8 and 9-12

◦ Tied to partnering school system math and science curriculum, 
students engage in hands-on STEM activities and improve digital 
literacy skills while learning and applying concepts through gaming, 
modeling and simulation development. 

◦ Speakers and field trips 

◦ The central focus is the field of IA, but it is supported by the too often 
neglected topics of citizen awareness of ethics, safety and security. 
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Write your name in Computer Talk Decoding Bar Codes



http://www.makeuseof.com/tag/tell-if-that-jpg-has-been-altered-with-jpegsnoop-windows/�
http://www.youtube.com/watch?v=EWd0fjTR1uY�
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Cool Careers in Cybersecurity for Girls

Annual Careers in IA/IS Guidance Counselors Workshop

Annual C3 Conference PD Opportunities and Speaking Topics

http://www.edtechpolicy.org/Cyberwatch/collcareers.html�
http://www.edtechpolicy.org/C32009/index.html�
http://www.edtechpolicy.org/Cyberwatch/gcworkshop.html�


 Cyberethics, Cybersafety and 
Cybersecurity (C3) Conference 

 Cool Careers in Cybersecurity for Girls 
Conference

 Careers in IS/IA and Digital Forensics for 
Guidance Counselors Workshop

 After School Elementary and Middle School 
(+parents)

 High School  Summer Programs 
(+ parents)

 CW K12 Content

 Clubs
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http://www.edtechpolicy.org/C32010/�
http://www.edtechpolicy.org/C32010/�
http://www.edtechpolicy.org/Cyberwatch/gcworkshop.html�
http://www.edtechpolicy.org/Cyberwatch/gcworkshop.html�


 Teacher Cisco 
Academy Training 
Program

 Educator Training
 C3 Conference-C3 

Awards and Grants
 Security Awareness 

Events
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 Social Learning 
Theory

 Engaging, 
interactive—hands-
on or project based

 Sequential
 On-going or at 

minimum “booster” 
sessions 

 Integrated 
 Trained Educators
 “Community 

Development 
Model” buy 
in/ownership from 
stakeholders

 Multi-layers
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2 Year 4 Year



2 Year 4 YearHigh 
School



 CW 130  Understanding Operating Systems 
 CW 160 Computer Security, Security+ 
 CW 150/151 Networking—w/ some existing track course (Cisco 1 & 2)
 CW 235 Network Defense and Countermeasures

 Some CW 110 Computer Ethics content and case studies will be included in 
Cybersecurity CTE IA track (can also make use of Simulation Case studies via 
NSF grant) 

Foundation needed for:
CompTIA’s Security certification Cisco CCNA Preparation certificate
Apply credits IA   A.A.S. degree CISSP Prep Exam
CCENT Cert



Sponsored by the National 
Science Foundation
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 Presentations to academic conferences, 
government agencies, and industry associations

 Newsletters, news articles, and reports
 Speakers Bureau

All Designed To:

 Promote information assurance education at all 
levels

 Promote CyberWatch memberships and 
partnerships
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:: A.A.S. in Information Assurance
:: A.S. in Information Assurance
:: Certificate in Information Assurance
:: Certificate in Information Assurance Management

Curriculum development emphasizes:
 building core technical skills
 meeting 4011 and/or 4013 standards
 help prepare for several industry certifications 

including:

:: CompTIA's Network+ and Security+
:: Cisco Certified Network Associate (CCNA)
:: Microsoft Certified Professional (MCP)
:: Security Certified Network Professional (SCNP) 





First Year Second Year

Semester 1 Semester 2 Semester 3 Semester 4

CW 110
Ethics and the 

Information 
Age

CW 150
Networking 1

CW 250
Networking 3

CW 235
Network 

Defense & 
Counter-
measures

CW 120
Intro to 

Computers

CW 151
Networking 2

CW 251
Networking 4

Bio or Physical 
Science

CW 130
Operating 
Systems

CW 160
Security +

CW 225
Hardening the 

Infrastr’r

Social & 
Behavioral 

Science

Comp’n & Intro 
to Literature 1

Comp’n & 
Literature 2

CW Technical
Elective 1

CW Technical
Elective 2

College 
Algebra or 
Calculus

CW 230
Windows 2003 

Server

PHE/HEA
Health/
Fitness/
Wellness

CW 270
Capstone

A.A.S.





First Year Second Year

Semester 1 Semester 2 Semester 3 Semester 4

CW 110
Ethics and the 

Information 
Age

CW 150
Networking 1

CW 250
Networking 3

CW 235
Network 

Defense & 
Counter-
measures

CW 120
Intro to 

Computers

CW 151
Networking 2

CW 251
Networking 4

Bio or Physical 
Science

CW 130
Operating 
Systems

CW 160
Security +

CW 225
Hardening the 

Infrastr’r

Social & 
Behavioral 

Science

Comp’n & Intro 
to Literature 1

Comp’n & 
Literature 2 GenEd GenEd

College 
Algebra or 
Calculus

CW 230
Windows 2003 

Server

PHE/HEA
Health/
Fitness/
Wellness

CW 270
Capstone

A.S.







 “ Cybersecurity is one of the top priorities of the 
Department of Homeland Security and the federal 
government” 

 “… The DHS plans to build the next generation of 
our cybersecurity workforce by committing 
resources to educating and training current 
employees [and] recruiting new talent.”

 “The unavailability of people with the right skills is 
a top challenge for security groups.”
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 “The United States should initiate a K-12 
cybersecurity education program for digital 
safety, ethics, and security; expand university 
curricula; and set the conditions to create a 
competent workforce for the digital age.”
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 Report suggests: 
◦ Initiation of a national public awareness and education

campaign to promote cybersecurity risk awareness for all 
citizens; 

◦ Changes in the educational system that will help enhance 
the understanding of cybersecurity and allow the United 
States to retain and expand upon its scientific, engineering, 
and market leadership in information technology; and \

◦ Development of educational opportunities and strategies 
that will expand and train the workforce to protect the 
Nation’s competitive advantage, including attracting and 
retaining cybersecurity expertise in the  Federal 
government
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College Mapped Note Curriculum

Anne Arundel 100% Accepted - 2006 Model

Balto Co 100% Accepted - 2007 Modified

Chesapeake CC 0% Pending Curriculum Dev Model

Erie CC 0% Curriculum Review – 2008 Undefined

Hagerstown 0% Summer 08 Completion Undefined

Harford 0% Target - Summer 2008 Model

Howard 100% Accepted – 02/08 Modified

Montgomery 0% Summer 08 Completion Modified

NVCC 100% Accepted - 2007 Modified

Prince George’s 100% Accepted - 2007 Model

Southern MD 100% Pending course offerings Model
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College Mapped Note Curriculum

Anne Arundel 100% Approved Model

Balto Co 0% 2008 Completion Modified

Chesapeake CC 0% Pending Curriculum Dev Model

Erie CC 0% Curriculum Review  2008 Undefined

Hagerstown 0% 2009 Undefined

Harford 0% 2009 Model

Howard 0% 2008 Completion Modified

Montgomery 0% 2009 Modified

NVCC 0% 2008 Completion Modified

Prince Georges 0% 2008 Completion Model

Southern MD 0% 2008 Completion Model
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•Former chem/physics teacher
•Worked at NRL—testing JP5 Jet Fuels--saw conn w/tech
•MED sec sc and PhD ed tech policy
•Dissertation:  The relative utility of IT workforce and DL skills in transcultural 
community

•Taught at MD college of ed—integration of tech in classrooms—interest in 
standards—esp digital citizenship
• created C3 course  based on C3 framework
•loud advocate for security—not on radar until a year ago (2009)
•C3 framework---NCSA connection and working with NP groups (internet 
safety)

•Director and Sr researcher at ETPRO—one bucket--curr development and 
program evaluation of internet safety of tier 1 google—ikeepsafe—
cybersmart—WWKids—Netsmartz etc.. And work with dept of ed
•Other bucket is in STEM education
•Also C3 baseline study  and follow up—hope to do in 2010
•Also CISSE chair K12—position paper
•NCSA co-chair
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