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DISCLAIMER

Certain commercial entities, equipment, or materials
may be identified in this document in order to describe an
experimental procedure or concept adequately.

Such identification is not intended to imply
recommendation or endorsement by the National
Institute of Standards and Technology, nor is it intended
to imply that the entities, materials, or equipment are
necessarily the best available for the purpose.

*Please note, unless mentioned in reference to a NIST
Publication, all information and data presented is
preliminary/in-progress and subject to change
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*PLENARY WILL TAKE PLACE IN THE GREAT LAKES BALLROOM*®

7:00AM ARRIVE AND CHECK-IN
8:00AM
WELCOME AND OPENING REMARKS
Walt Copan
Keynote Speaker, Jonathan Lewin
9:00AM
PSCR PROGRAM OVERVIEW
Dereck Orr
10:00AM y
PSCR PORTFOLIO OVERVIEWS
@ HAPTIC INTERFACES FOR PUBLIC SAFETY
11:00AM #% Scott Ledgerwood
Megan Waldock
12:00PM
1:00PM 1:00 - 1:30PM 800 § 1:00 - 1:30PM

NIST Identity, Credential, and
Access Management (ICAM)
Workshop Outcomes:

John Beltz,

Bill Fisher,

[ [olo}

Evaluating Speech
Analytic Technology
Tasks in Simulated
Public Safety Related
Communications:
Fred Byers, A

1:00 - 1:30PM @@O
Indoor Mapping

& Navigation

Pilot - Improved

First Responder
Preplanning through
Open Standards:

Bart De Lathouwer,

1:00- 1:30PM

LMR Data Modeling for LTE:
Chris Dennis, MIST

Don Bradshaw, NIST

AGENDA

WELCOME & KEYNOTE ADDRESS
Ed Horowitz

TECH TO PROTECT: DESIGNING APPS THAT FURTHER THE MISSION
% OF EMERGENCY RESPONDERS
Craig Connelly

10:45-11:30AM L 1 Je)
Improving the Security and
Authentication Features on

First Responders’ Mobile

1:00-1:45PM 90
Securing First Responder
Mobile and Wearable Devices -
Going Beyond the Public Safety
Use Case:

Gema Howell, NIST, Kevin Brady,

NIST, and Michael Ogata, NIST

10:45-11:30AM
Body-Worn Camera Analytics:
Jason J. Corso, University of

1:00-1:45PM 00
Imagine a World Where Data

A% Is Shared Safely:

Terese Manley, Chrstine

Task, Challenge Winners,

Community First Responder

10:45-11:30AM

Ultimate Navigation Chip -
Chip-Scale Personal Navigation
System Integrating Deterministic
Localization and Probabilistic
Signals of Opportunities:

Andrei M. Shkel and Zak Kassas,

000

1:00-1:45PM

An Infrastructure-Free
Localization System for
Firefighters:

Anthony Rowe, Car

10:45-11:30AM
Propagation Channel
Models & System
Performance:
Andreas Molisch and
Hussein Hammoud,
University of Southerm
California

000

1:00-1:45PM

Enabling Service
Continuity Using UE-to-
Network Relays:
Richard Rouil, David
Griffith, NIST

WELCOME AND FIRESIDE CHAT

Paul Steinberg

9:45-10:30AM L L L]
Demonstration of the
Wildland-Fire Data
Logistics Network
(WDNL):

Nancy French, Michigan
Tech Research Institute,
Ezra Kissel and Martin
Swany, Indiano University,
Micah Beck, University of
Tennessee

10:35-11:35AM 00
7000+ First Respenders
Have Something to Say:
Are We Answering the
Call?:

Kristen Greene; Mary
Theofanos, Yee-Yin
Choong, Sandra Spickard
Prettyman, Pamela
Konkol, /ST

1:00-1:45PM

Robert Van Renesse,
Cornell University

9:45-10:30AM €00

Developing Real-Time
Analytics to Improve
Outcomes:

David Blankinship, Ir ]
David Van Ballegooijen,
We re Ch

10 1:35AM
Demonstrating the Power
of Collaboration to Solve
Video Analytics Challenges
in Baltimore Citiwatch:

1:00-1:45PM 00
Real-Time Video Analytics
for Situation Awareness:
Junwei Liang and Salvador
Medina, ¢

000

9:45-10:30AM

First Responder Indoor
Location using LTE Direct Mode
Communications Signal:

H. Howard Fan

10:35-11:35AM 000
Situational Awareness for
Emergencies through Network
Enabled Technologies (Safe-T-
Net):
Professor Moe Z.

o

1:00-1:45PM L
UWB Localization and Mapping
Using Computational Imaging:
Fabio da Sitva, NIST

9:45-10:30AM { L 1o}
Modeling and Improving Device-to-
Device Direct Discovery:

Collin Brady, University of Washington

10:35-11:35AM L1
Open-Source Simulation Platform

University of Washington, Marco
Mezzavilla, New York University,
Michele Polese, University of Padovo

1:00-1:45PM 900
Recent Mission Critical Voice QoE
Awarded Projects:

Brad Fain and Alessio Medda, Georgia
Tech Research Institute, Henning
Sculzrinne, Cofumbia University
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ty Broadband Stakeholder Meeting

Track Overviews

Mission Critical Voice Overview

Location-Based Services Overview

Public Safety Analytics Overview

User Interface / User Experience Program Ovg

Security Overview

Recilient Sveteme Nverview

Attendees

(Q_ Search Attendees

My Messages

Benson, Jeb
Inbox

No messages yet
Find someone to message on

Coward, Brian the Att
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tendee List.

Intern
NIST PSCR




Stakeholder Meeting Resource Center

2019 Session Videos COMING SUMMER 2019

PSCR Video Gallery - Pulling the Future Forward
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What does it mean to have Mission Critical Voice?




Mission Critical
Push to Talk




Direct Mode
Operations
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Number of discovery
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Performance of UE-to-Network Relay Discovery
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What does the future
of MCV look like?
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So what are




Why is MCV so important?




MOUTH TO EAR LATENCY

Direct Mode

))))))))

Talker Audio Capture Mouth To Ear (M2E) Latency Audio Playback

VOICE QUALITY & INTELLIGIBILITY

O/Quality
“Dispatch, Unit 12, Radio Check” -
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PSCR/NIST Access Time
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Audio Playback

Talker Audio Capture
Access Delay

— B
e m2E
PTT  PTT Request Access Grant Voice Send Voice RX

N— —

End to End Access Time

PROBABILITY OF ACCESS & RETENTION

))))))

lllllllllllllllllllllllllll

tispatch, Unit 12, Radio Check”)

))))))h

I










Next Up ‘ e
Scott “, 9 ~

Ledgerwood

Ul/UX

‘ .
36

I l ‘ !
|




Public Safety Broadband Stakeholder
Meeting

Enhanced User Interface and User Experience Portfolio
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Over 7,000
public
safety

~ members
" shared







2018 - Heads-up Display Navigation Challenge Finalists
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Haptic Interfaces for Public Safety Challenge

Help first responders by developing haptic interfaces, prototyped in virtual reality and embedded in firefighter equipment for alive competition

Haptic Providers:

Engineering Acoustics, Inc.
Contact Control Interfaces . = FIRSTNET.
Janus Research Group, Inc. W= Built with AT&T
First Responder
Network Authority®

Haptic Development Teams:
Brilliant Sole, Inc.
Carnegie Melon University
Engineering Dynamics LLC
IFTech Inventing Future Technology Inc.
Team ASA-VR; Team DSGN
Team Haply
Team WEAR Lab. West Metro

Fire Rescue

MSA

The Safety Company




PSIAP-Ul Grant Awardees and Cooperative Agreements
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Georgia Research
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UNIVERSITY
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LEVEL TWO

Haptic Challenge

* PSIAP-Ul VR Demos
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2019 Stakeholder Meeting

LBS Portfolio Overview

PSCR



N

\\ \
\

\‘ Side Alpha v

g. Wind Direction
Q 'Il
N
o
)
o 3
(] o Preconnect 1 %

T <  hose line

e \ deployed by
| —— \Engi Supply f
Computer Store Xreme 6 menlon

\ Engine 27
—--’1-——-- \ l-__,_-—-' s /’?,”"-.,_ v\ '\.‘.

| ‘L—-—-~ , (s
Partition wall separating  L2dder 35 FF 2 |\ \

exercise area from (lnjured)P \ \ [

storage and office area \ P
~—X_ Preconnect 1 %"

hose line
Platform 11 FF 1 \ deployed by
Ladder 35 FF 1 (Injured) Engine 35
Engine 44 forced (Deceased) o i

door and pulled '\ |l c o P \-.j\—"
= / '.\ ! ‘\.‘
" Collapse | ThriftStore

hose line to door | | g
but did not flow \——" [ |
\ area | Storagearea

water
\

\ /
N\
\

e -~

Thrift Store




N RIII L ,




e gy r
< ey \-.’::;..g

LOCATION-BASLED
PSCR SERRVICES







210,000,000,000 sq. 1t

U.5. commercial + residential real estate

01 U.S. oce’an and coastal waters mapped
using modern SONAR technology







Sq. ft. of real estate in U.S 2008 - 2017

FIREFIGHTER FIRE GROUND DEATHS PER
100,000 FIRES

181.5B s

87.4B

3
]

RESIDENTIAL NON-RESIDENTIAL

2X 15X
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~29 Buildings
4,500,000 sq. ft.




Open Camera.

Point at QR Code.
Click the link.

Or use the app.

1209 € A A 8 WAlLH

= 2019 Public Safety Broadban... Q

#PSCR2019

About Schedule Activity Feed Speakers

Organizations  Instagram Maps Track

Overviews

Demonstration Prizes & PSCR Session
Info Challenges Newsletter Si.. Feedback Su...

loT Interview Image Quality Grants Mgm
Sign-up Experiment  Office Hour,

pdoherty_napsg ~ [&

General Information

Department or Agency*

Department/Agency Type

Sele e e best describes the

Mapping and Pre-Incident Planning

Who is responsible for conducting
pre-incident plans for your
department/agency?

Various personnel as they have time

fihe haad pdoherty_napsg ~ &8




Tech To Protect Challenge:
Fire Safety in 3D

121M




1%

$40.998

Projected global indoor
location market by 2022
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R ‘*For more information, see the story map
In Search of the Holy Grail: Indoor Tracking for.First
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The First Responder 3D
(FR3D)
Indoor Tracking Prize

Watch grants.gov for
official announcement
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Analytlcs Portfol o |

John Garofolo

ey



Mariposa Fire @Mari ire - 18 J
Wheeler Fire (Mariposa County)

(
O 2 O 2

Boyer Fire - Mariposa County - Mariposa Fire

Boyer Fire Incident Information: Last Updated: June 15, 2018 7:14 pm
Date/Time Started: June 15, 2018 1:37 pm Administrative Unit: CAL FIRE...
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Our Focus: Increase automation to identify and analyze emergency events
in real-time from a large number of data streams and provide first
responders with actionable information.
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Data to Enable R&D
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PSCR

ANALYTICS
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Enabling e
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University of

CINCINNATI




Alice 38 F .o
Bob 15 M.
Carla 40 F ..o
Dan 25 M e
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Task Visualisation

“Firtastructured ontology
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might be sent to
g S ‘. 2 Request >
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ANALYTICS

- 0> PSCR
Frameworks

Rogers Fire Department Daily Report
Apr 23, 2018 7:00 AM - Apr 24, 2018 7:00 AM

As of Apr 24, 2018 7:05 AM

Note: N t you see on your
2,977,769
Incident Summary
Metric Value
Platoon A
Total Incidents 14
EMS Incidents 10
Fire Incidents 4
Total Responses 29
Six Minute Response Percentage 84.84
90% Turnout Time (sec) 103.80
90% Event Duration (min) 72.51

10




ANALYTICS

0
0 PSCR

Frameworks

NIST

Multi-sources input

Analytics 1
Analytics 2
Analytics n

OpenStack Project OpenStack Project
(Subnet separatad) (Subnat senarated)

Input Stream Qutput Stream

Dockar
iContainer




Laegiis IR P3CR
= | -} = -~ %l Applied Analytics

PN AN e ey
L L A
L LIS )

IRl A S 1]
Powtnl | ok
LA

AL I

"o

: | % \ PSIM infrastructure
M User / PSIM client
. v Enhanced Analylics Layer

anlu.g Mchﬂ«

Basic Functional
Modules

Qbject 10 Obyect Tracking
Spatial Temporal

Communication Channel & Network
Infrastructure impact:

* Packet loss

* Network Congestion etc

Video encoding

i 'S - Unusual Motion

Stalled vehicle
Wrong direction
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Applied Analytics

PSCR

ANALYTICS

Secured Cloud

Historical Data

Network . |
atairom Analytics and Models

B

other first

responders

| Guidelines

Protocols/

7

Real-time Sensing and Computing
Voice feedback/reminders | | Text to Filtering and Feature
Speech | | Cognitive Inference | [Extraction
T t
Voice recordings | | Speech | | Natural Language Signal
to Text Processing Processing
Embedded System
Wearable Interface f
o

LL"&

)
| Patient Vitals

Center Updates

i

Ca}diac Monﬂitor

ER Center
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Applied Analytics 0o DCR

Gunshot Geo-Localization — Las Vegas Shooting

Satellite View &

r'v’ - - .

Pins: Camera locations Ei
Possible shooter
location:
1. Donut area
2. Between green
line and blue line




Collaboration Project with Baltimore CitiWatch

Demonstrate Agile Development/testing of Video Analytics with Public Safety Partners

CaYs

Curate Build

il

[ Integrate
Analyze Understand Refine |
the the the : the and Within Test with
Smalife Analytic Analytic Tools Test Measurement Public Safety
Infrastructure Modeling and

University of Houston/ Needs Models Framework | Use rs

Houston PS Video Program  ggitimore CitiWatch Data Models in NIST ACE Baltimore CitiWatch
Baltimore CitiWatch/ Voxel51
Voxel51 the Lab

Voxel51

Ilterate and Document Best Practices

16
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él 911 call received

/waiel First Responder’s body worn at 0817 for ‘ q 14
camera shows multiple GSW  medical emergency et§CtS multi-
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location and images d ' at 0759, nearby
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ASAPS - City Scale Emergency Analysis "% 02CR
with Actionable Information Delivery
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Access Controls

Mobile Application Security
Intrusion Detection

loT/Wearables 3
LTE/5G Network Security 3 &)CECﬁa"Ln

Encryption ceeveer

ldentity Management

Privacy Vulnerability Mitigation
Operating System

Over the air
Updates/patching

Forensics
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Server Name: DS

Database:
LoginID:
Password:

[] Use Integrated Security




Federation




National Institute of
Standards and Technology

U.S. Department of Commerce

_I\ICCDE NIST

BERSECURITY

EXCELLENCE




Texas Department of Public Safety

Department of Homeland Security
Kansas Bureau of Investigation

Houston Fire Department  Safety

Washington State Patrol
MD DPSCS-CJIS AT&T NYPD GTRI

TN Bureau of Investigation pjyerse Computing, NC. - CJIS

eR1 oyrs FIrstiNet e
Motorola Solutions DHS OEC Division
Oasys International Corporation

Colorado Div. of Homeland Security and Emergency Management
Texas Department of Public

N.C. State Bureau of Investigation

NIST







NIST SPECIAL PUBLICATION 1800-13A

™ Mobile Application Single
Sign-On

Executive Summary

o Enhanced
-~ Authenticators







USE YOUR SECURITY OR
DEVELOPMENT EXPERTISE
TO HELP PUBLIC SAFETY
OFFICIALS!

$100k in prizes!

WWW.PUBLICSAFETYSIMCARD.COM
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SECURITY
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NATIONAL CYBERSECURITY
CENTER OF EXCELLENCE

PSCR
OPEN
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Networks




eSS
M 0 HIPAA

I E T F ® Health Insurance Portability

and Accountability Act
SA M va D)
Secunty Assertion Markup Language

I OpenlD

COMPUTER SECURITY

NIST = ™
National Institute of -
Standards and Technology
U.S. Department of Commerce A GLOBAL INITIATIVE

NIST Special Publication 800-63-3

Digital Identity Guidelines A I— I— I A N C E
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