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Certain commercial equipment, instruments, or materials are identified in this paper in order to specify the
experimental procedure adequately. Such identification is not intended to imply recommendation or endorsement
by the National Institute of Standards and Technology, nor is it intended to imply that the materials or equipment

identified are necessarily the best available for the purpose. This publication is intended to capture external
perspectives related to NIST standards, measurement, and testing-related efforts. These external perspectives can
come from industry, academia, government, and other organizations. This report was prepared as an account of a

workshop; it is intended to document external perspectives and does not represent official NIST positions.
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NIST Corporate Disclaimers

Certain commercial entities, equipment, or materials may be 1dentified
in this document in order to describe an experimental procedure or
concept adequately.

Such identification 1s not intended to imply recommendation or
endorsement by the National Institute of Standards and Technology, nor
1s 1t intended to 1imply that the entities, materials, or equipment are
necessarily the best available for the purpose.



Acronym Glossary

APCO = Association of Public Safety
Communications Officials

API = Application Programming Interface
AR = Augmented Reality

AS = Authorization Server (term specific to the
OAUTH spec)

ATF = Alcohol, Tobacco, Firearms

BCP = Best Current Practice

C = Circa/Approximately

CPSSP = Central Public Safety Service Provider
CRC = Communications Research Centre

CSS = Centre for Security Science

DRDC = Defense Research and Development Canada

EAS = Extended Area Service

EMS = Emergency Medical Services
EMT = Emergency Medical Technician
ESN = Emergency Services Network

FIDO = Fast Identity Online

FOSS = Free and Open Source Software

FRS = Fire and Rescue Service

GIS = Geographic Information Science

GPM = Gallons Per Minute

HMI = Human-Machine Interaction

HTTPS = Hypertext Transfer Protocol Secure

ICAM = Identity, Credential, and Access
Management

ICS = Incident Command System

IdP = Identity Provider

IETF = Internet Engineering Task Force

LDAP = Lightweight Directory Access Protocol
LEO = Law Enforcement Officers

LMR = Land Mobile Radio

LTE = Long Term Evolution

MCPTT = Mission Critical Push-to-Talk

MFA = Multi-Factor Authentication

NCCoE = National Cybersecurity Center of
Excellence

NFC = Near Field Communication
NFPA = National Fire Protection Association

NENA = National Emergency Number Association

NPSTC = National Public Safety Telecommunications

Council

OAUTH = a rights delegation protocol
OIDC = Open ID Connect

PCP = Pre-commercial Procurement

PKCE — Proof Key for Code Exchange

PPDR = Public Protection & Disaster Relief
PPl = Public Procurement of Innovative Solutions
PS = Public Safety

PSAP = Public Safety Answering Point
PSBN = Public Safety Broadband Network
PSFR = Public Safety First Responder

RFC = Request for Comment

RP = Relying Party

SaaS$ = Software as a Service

SAML = Security Assertion Markup Language



SCBA = Self Contained Breathing Apparatus
SDK = Software Development Kit

SME = Subject Matter Expert

SP = Special Publication

SPOC - Single Point of Contact

SSO = Single Sign On

SWAT = Special Weapons and Tactics

U2F = Universal Two Factor

UAF = Universal Authentication Framework
UAV = Unmanned Aerial Vehicle

UICC = Universal Integrated Circuit Card
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WHY IS IT IMPORTANT?
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Open Innovation

Accelerating Results & Engaging Diverse Communities

Heather Evans, NIST
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Innovation Framework

Mindset: Looking at the same
things over and over and seeing
new possibilities combined with
the desire to take action

Process: The execution of new
ideas that tend to occur at the
intersection of ideas
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Joy’s Law

“No matter who you
are, most of the
smartest people

work for someone
else.”

-Bill Joy, co-founder Sun
Microsystems

NN NN N NN NN

P77 N

)
PSCR

o /LA TLAN NN SNy



Defining Open Innovation
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* Define a problem to be solved or a
goal to be reached.

* Participation is open to anyone,
regardless of credentials, experience,
connections, or past performance.

 The solver has flexibility to be
creative and innovative in how they
get to the solution.

PSCR
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Methodologies for Open Innovation
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* Crowdsourcing

* Citizen Science
 Hackathons

* Prize Competitions/
Challenges

)
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Methodologies for Open Innovation

Crowdsourcing

Individuals or
organizations solicit
contributions from a
large group of
individuals, trusted
individuals, or experts @,

P~
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Methodologies for Open Innovation

Crowdsourcing
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Objects of Interest
2

www.backyardworlds.org
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Methodologies for Open Innovation

Citizen Science

Open collaboration in which members of the public

PSCR
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Methodologies for Open Innovation

Citizen Science
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Methodologies for Open Innovation
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Sprints in which computer
programmers and others involved
in software development,
including graphic

designers, interface

designers, project managers, and
others collaborate intensively

on projects

)
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Methodologies for Open Innovation

Prize Competitions

Challenges that award a cash (or other)
prize for the accomplishment of solving a
distinct problem

Typically designed to extend the limits of
human ability and technology

)
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Methodologies for Open Innovation

Prize Competitions — some history
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Open Innovation Track Record

/ years
/ 75+ crowdsourcing & prize competitions

120+ agencies

5250 million in prizes J‘}“C Cha“enge°gov

Government Challenges, Your Solutions

5 million+ site visits

. @gz citizenscience.gov
Visitors from every country

Participants from every state in the USA
)
PSCR
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What This Means to You

Innovartion
AcceLeraror

prize — ‘\ J

—CHaLLenees
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Public Safety Innovation Accelerator

4

years Location-Based Services

ae

key categories Public Safety Mission Critical Voice %3

for Public Safety Enhanced User Interface g
2
external Public Safety Analytics j\Q)\
collaboration
Network & Device Security ()
—

PSCR
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Virtual Public Safety Test Environment
Challenge

Design a physical measurement environment that uses immersive virtual
reality tools for testing new first responder technologies.

‘HeroX.com/NISTvr
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Virtual Public Safety Test Environment
Challenge

Results:
Open for

community members

competitors

entries Diverse
Skills

: %0/ —~ MultiVRse
ks o
.Accelerated LT
Results -

votes cast

In prizes

winners

PSCR
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What’s Next?
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* Prototyping
* |[deation
* Data

PerfLoc Prize Competition

Using NIST test data from four buildings, develop
an indoor localization and tracking app

in prizes and trip to Japan for IPIN Conference

https://perfloc.nist.gov/
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A Grand Challenge for 2021:

Z-AXxis & 3D Indoor Mapp

Innovartion
AcceLeraror

prize — \
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Get Involved

Open means that YOU are invited!

e Align with areas of interest P
* Join working groups ACCeLerator

* Submit solutions and solve problems PrIze — \
— CHaLLenGes

Follow & compete: Bit.ly/PSprizes

Sign up for the newsletter: PSCR.gov

Contact us: PSprizes@nist.eov
ﬂﬁﬂ» P @ g

PSCR
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Public Safety LTE goes Global

An update from international partners on their
public safety LTE deployments

qﬂ,))) 2017
PUBLIC SAFETY BROADBAND
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Speakers

* Moderator: Jason Kahn — PSCR Research, Testing, & Evaluation Group

* Joe Fournier — Canada's Federal Government Centre for Security
Science (CSS)

* David Lund — Public Safety Communication Europe (PSCE) Forum

e Gordon Shipley — UK Home Office Emergency Service Mobile
Communications Programme (ESMCP)
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Defence Research and Recherche et développement
Development Canada pour la défense Canada

Public Safety Broadband

Activity in Canada

Canadian Safety
and Security Program
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Joe Fournier

PSCR 2017 PS Broadband Stakeholder Meeting
San Antonio, TX

June 13, 2017
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Shrink Capsc

Oh Canada!
by 100
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700 MHz Public Safety Broadband Network (PSBN)

* A transformational national capability

e Canada very active since 2010

* Key tenets — Interoperability,
affordability, sustainability, efficient use
of spectrum, 24/7 availability

(/

* Band 14 (758-768 MHz D/L, 788-798
MHz D/L)




How Did We Get Here?

°* Nov 2010: Industry Canada launches “Consultation on a Policy and Technical
Framework for the 700 MHz Band and Aspects Related to Commercial Mobile
Spectrum”

°* Mar 2012: Minister of Industry announces setting aside 10 MHz of spectrum in the
700 MHz band, with a possible additional 10 MHz to follow

°* Aug 2012: Industry Canada launches “Consultation on a Policy, Technical and
Licensing Framework for Use of the Public Safety Broadband Spectrum in the D
Block the PSBB Block.”

* April 2015: Government of Canada identified an additional 10 MHz for public safety
broadband - total of 20 MHz (Band 14)

°* May 2016: Federal, provincial and territorial (FPT) ministers responsible for
emergency management met in Toronto to discuss national priorities.

“Ministers agreed on the creation of a public-private advisory group to inform the way
forward on this important, yet complex initiative.”

DRDC | RDDC



So What’s Going on Now?

May 19, 2017: Public Safety Canada and Innovation, Science and Economic Development announce a
commitment of Can$3 million in 2017-18 to engage diverse stakeholders and produce evidence-based
analysis on implementation models for a potential Public Safety Broadband Network (PSBN).

/ Governance [ FIPIT Ministers } \

[ F/PIT De}ly_xM\‘inisters '

. gl 0
A; EMC L lv)"l:'n‘MP [ SORE‘i)lAlg_esponse
Communicati so:: ::;t;r::’e(r:::iali;: [ M e H Workm%’G_Qup g Working'GQup b
January 2011 meer\mﬁr::“w F/ngm‘?ity N A;foTig;Ps }
7 /
[Work Groups } — [PSBN Task Team }
» Deployment Options » DRDC CSS / Innovation
S BB st i ol O & Governance Science & Economic
e e T > : Development / Public
£ Poxe HiEE awem I Yakon Canadi \ User Requirements Safety /

DRDC | RDDC * Expanded to include municipalities and tri-services




Deployment Options & Governance

Public safety use only Both public safety and Public safety service on
commercial usage commercial networks
* Dedicated public safety
broadband spectrum * Designated public safety e Spectrum obtained
broadband spectrum through auction

Roaming Exchange Roaming Exch - - Roaming Exchange : Roaming Exchange
- - g Exchange
National Roammg Ne“”"’k International ) clatlonal Roaming Network Internatlonal 'Naqur,'::::;mmg '\ Ne Ro;ﬁgag::ﬂe,s National Roammg Netwmk Intematlcnal
Partners L _] oammg Partners Partners < S Roamlng Partners % a ers L@_I Roammg Partners
== . PSBN Nationa ‘
Natlonal MNO ofthe| ___ _ _ PSBN National - ’ Natinl ______ PSBN National
- Pr L Coordination
P :
|

- - — MNO A MNO B \ MNOC \ MNOD
s SUDSHIDES B i SEEe A 6 oserib A) ('L e B) CL b C) 6 bserib @ (Subscribers A) @ubsctibers ED LSubscribers (a (Subscribers @
Multi Mobile Network Operators / Multi Networks Multi Mobile Network Operators / Single Network Multi Mobile Network Operators / Single Network

C
Operations Operations
Region A Region D

Single Mobile Network Operator / Single Network

Operations Operations
Region B Region C

Subscribers

24/7 Service Availability Interoperability Affordability Sustainability

Efficient Use of Spectrum Information Access and Sharing || Common User Experience

DRDC | RDDC

EEEEEEE T -



Use Cases & User Requirements

Use Case Use Case Use Case
#1 #2 n
User User User
Needs Needs Needs
#1 #2 n

User
ements

Use Case sources: Canada TAG, CSS, FirstNet, NPSTC

DRDC | RDDC
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PSBN Task Team — Key Deliverables

_I Comparing PSBN ' _| Network ' l I
_l Impact of NG-911| _I Priority and l
) —I MCPTT—over-LTE' —

E

Real-time

1

DRDC | F\'DDC



Leverage Extensive Work on PSBN since 2010

* Technology T |
* 700 MHz Spectrum Requirements for Canadian Public Safety ' = S =, -
* Technical Advisory Group (technical reports, technical advice)

* Test and evaluation capabilities

* Experiments

° CoIIaboratlon with the US
Canada-US IWG
*  Technical Annex for CSS/CRC — PSCR collaboration
®*  Chair the Deployable System Work Group
®* DHSS&T/ FirstNet / NPSTC
* Texas A&M

. Homelan
P Security (@

° Operatlonal/governance|n|t|at|ves
Industry Canada consultation 2012
*  Montreal Model -
*  FPTIWG - _m
* |WG Governance Sub-committee “ '
®*  Economic Analysis

DRDC | F%DDC
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PSBN — Recent Supporting Initiatives

* Test and evaluation capabilities
PSBN Pilots

e Ottawa region PSBN pilot network
* Calgary Police Pilot

* Yukon / British Columbia deployable LTE
Systems

* Experiments

e Ottawa Fire Services
* Regina Stadium
e CAUSE Resilience

e Other Projects

* Public safety broadband applications —
University of Regina

* Emerging wireless for public safety
* In-building broadband wireless
DRDC | ADDC



Test and Evaluation Ecosystem

Communications Interoperability Research Test and Evaluation Centre

DRDC | RDDC

mEaEEEEN |

FirstNet -

Ecosystem

Advanced NPSBN :
research - PSCR Boulder

Public Safety
Broadband Test
and Evaluation

Deployable
PSBN - Simon
Fraser

>PS LTE Testbed -

Texas A&M



Canada-US Enhanced Resiliency Experiments
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PSBN Pilot Projects
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PSBN Pilot Projects

Ca | ga ry Motorela Network Operations Cent

L]

City of CALGARY

NMS A City of Calgary
Public Safety LTE Network

Calgary Public Safety Responders E
woT

¥ Applications

Local Public
Safety

Further Expansion

Saskatoon, Regina,
Vancouver, Victoria, etc,

SIPON2 QT O v
FIOMIDN $5020y opey Aedje)




Broadband LTE Experiments

Ottawa Fire (HazMa&)J Deployable Systems Stadium

w:

DRDC | RDDC
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l * Defence Research and Recherche et développement
Development Canada pour la défense Canada

Thanks!!
DRDC | RDDC

SCIENCE, TECHNOLOGY ano KNOWLEDGE SCIENCE, TECHNOLOGIE er SAVOIR
ror CANADA'S DEFENCE ano SECURITY PouR LA DEFENSE &1 LA SECURITE pu CANADA
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European Interoperable Broadband for PPDR

é,;&@

PSCR Public Safety Broadband Stakeholder Meeting
13 June 2017

David Lund, PSCE Forum

www.broadmap.eu @BroadMap H2020




Public Safety Communications Europe Forum - PSCE

* Established as a result of a European Commission funded project in
2008. Evolved into a sustainable independent forum,

* Public safety user organisations, industry and research institutes

* Discuss and exchange ideas and best practices, develop roadmaps and
improve the future of public safety communications.

curope

Public Communication €urope



Public Safety End Users

Saving Lives!

Managing Strategy, Tactical Planning & Operations
Running, Managing & improving the effectiveness
of Public Safety Communication
Processes

New and improved
Communication
Applications,
Services, Devices
and Networks

Would this new idea We have

his problem
work for you? i

a solution?

— Collaboration to develop new
Applications, Services, Devices
and Networks /
Industry

Development and Supply
of Communication Applications,
Services, Devices and
Networks

We want to improve our
products and services
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© PSCE Forum 2017

EC’s Horizon 2020 Project Call

wsl H2020-DRS-2014-2015 x

Publication date: 11 December 2013

‘nes of action: CSA Coordination and support action

""mneModel: single-stage
'ate:



A Cornerstone for European Critical Mobile Broadband Comms

BROADMAP will inform Horizon 2020’s co-funded procurement
process which will likely use the PCP and PPI instruments of
H2020 and/or other instruments

L
=)

=Sgat
-
Co-ordination and Support Action(CSA

BROADWAY BROADNET
Applied R&D / Pre-commercial Procurement (PCP)

! ]

|
Phase 0 Phase 1 Phase 2 Phase 3 Phase 4
Requirements  Solution design Prototype Original development Deployment of commercial
Solutions of limited volume volumes of end-products
Transition ,

of first test products /
services

Wide diffusion of newly developed
solutions

Roadmapping Supplier A

1
1
1
1
1
X ! development
:
1
1
1

1
1
1
|
1
1
1
1
1
1
= SUPpPlier B | e
1
1
1
1
1
1
1
1
1

1
! Supplier B : % Supplier B
! : / Supplier C
| Supplier C ! : — — Supplier D
! / Supplier D
- Supplier D : : :
! | Also normally multiple sourcing here
I ' to keep competition going
2016 2018 Circa 2020-2022 2025

2025 — Commercially Deployed Interoperable
Broadband Applications, Services, Networks, Devices
for PPDR



Approach

: May 2016 Collect
e Collect, assess and validate
National
e Workahop
) . 2 1 .
the PPDR’s wireless o,
5 X
o é e VClatIi(or;]al
1 1 © = & B orkshop =
broadband communication s 157" ) May-hugust
: @ S ™
reqUIrementS * End User
) " Stakeholder event
Define Transition
\ Hendmags! October 2016
L/ A\
i initi Final Stakehold
April 2017 TSGR FEAIMER |- e eent
and PCP Specification 4 )
April 2017
May 2018

SEC-04-DRS 2017
Broadband Communication System
Pre-Commercial Procurement

EU Interoperable Broadband

v Applications, Services, Networks
Circa 2025 and Devices for PPDR




Approach

e Establish a core set of

specifications to fulfil the

requirements

May 2016

BroadMap

\

April 2017

May 2018

\/
Circa 2025

Policy and Standards Liaison

Collect
Requirements

Validate
Requirements

Define Transition
Roadmaps

\ 4

Final Definition of
Transition Roadmaps
and PCP Specification

National

National

Workshop

National
Workshop
X

Workshop May-August
2016
End User

Stakeholder event

October 2016

Final Stakeholder
event

April 2017

SEC-04-DRS 2017
Broadband Communication System
Pre-Commercial Procurement

EU Interoperable Broadband
Applications, Services, Networks

and Devices for PPDR



Approach

May 2016 Collect
Requirements
National

5 Workshop

% ! National

4 Validate -

-é Requirements / ~—/ W°f|;(ShOP
Q é | National
S 4 Workshop ) May-August
T g Establish a core se v 2016
g 2 of Specifications/ . -
0 S \—l—/ ™

* End User

. . Stakeholder event
Define Transition
\ Roadmaps / October 2016
L] ° e  / A 4 .
* Define transition roadmaps for R — Fnapetiono | / Pl Shoter /
. . and PCP Specification | —~ )
research and standardisation for oy 2018 April 2017

future evolution of European
interoperable radio communication ,
solutions, within legal procurement l

—EU Interoperable Broadband—

con St ral ntS \/ Applications, Services, Networks
Circa 2025 and Devices for PPDR

SEC-04-DRS 2017
Broadband Communication System
Pre-Commercial Procurement




Approach

* Prepare the ground for a new eco-
system to catalyse new
applications, services and
processes making use of broadband
capabilities for Public Safety and

Security

May 2016

BroadMap

\

April 2017

May 2018

\/
Circa 2025

Policy and Standards Liaison

Collect
Requirements

Validate
Requirements

Establish a core se

Define Transition
Roadmaps

\ 4

Final Definition of
Transition Roadmaps

1
National
Workshop ) May-August
2016

and PCP Specification |~

National
Workshop

National
Workshop
X

End User
Stakeholder event

October 2016

Final Stakeholder
event

April 2017

SEC-04-DRS 2017
Broadband Communication System
Pre-Commercial Procurement

l

and Devices for PPDR

EU Interoperable Broadband
Applications, Services, Networks




A Broad Map

PSCE providing project
B (nvolved partners -
coordination and support,

B Supporting partners | consortium Leader:
. Dr. David Lund, PSCE

15 potential buyers/end users,

of which
* 12 represent EU Member
States
* 3 represent Associated
Countries

* 8represent the
responsible Ministry
within their country

"" « 7 represent end user

organizations and/or
operators of emergency
service networks

48 external supporters

* 7 extra countries
DGFLA providing legal expertise

/)




National
Workshop
Natnonal

Workshop

National v

Workshop | May-August
2016
15 project partner countries
25 workshops - validate user requirements
276 PPDR organisations from 18 countries
600+ practitioners (users) involved

Largest Study ever carried out across Europe
regarding Broadband for PPDR



September to November 2016

Translation of Requirements => Specifications
Definition of Candidate Solutions



December 2016 to February 2017

Transition Roadmaps

SpiceNet Reference Architecture



SpiceNet Reference—

| TETRA(POL) uucy Narrow Band system

- | Standardised PPDR Interoperable
Communication Service for Europe

H
A
R
M
0
N
I
S
A
T
!
o
N

ey
— A B | Threc layers:
The harmonisation layer  The harmonisation layer enables own
organisation schemes to provide PPDR
services.

« Flexible harmonisation is achieved by using
3GPP and other standardised technologies
and commonly agreed harmonized tuning
ranges.

I Standardised PPPDR Interoperable Communication for Europe (SpiceNet) service
. Country B&C Contractual agreement for PPDR Interoperability

P Country A&C Contractual agreement for PPDR Interoperability

B Country B,C&X Contractual agreement for PPDR Interoperability

I P:an European Contractual agreement for PPDR Interoperability



SpiceNet Reference—
Standardised PPDR Interoperable
Communication Service for Europe

Three layers:

Standardised
267 pPORMC s

service for Europe

Spiceict » The interoperability layer defines

Solutions

|

A

I

N

11

3 Standardised PPDR Interoperable Communication service for Europe (SpiceNet-HUB) SpiceNet

8 Papp. Governance

B —— P S p—

R EU Count Country B Standardised PPPDR
ryA ountry Country C Country Z

A Agencies Operational Operational Operational ' eee Operational Interoperable

? Operational Solutions Solutions i ‘ Solutions Communication

L

]

T

Y

{ SpiceNet (Standardised PPDR

. . iyl iy Interoperable Communication for
The Interoperability Layer Europe) as a common PPDR Pan
European cross-border interoperability
solution.

« This enables each country to use a set of
common services for pan-European
interoperability.

« For national interoperability countries have
freedom to use their own operational
solutions.



SpiceNet Reference—
Standardised PPDR Interoperable
Communication Service for Europe

Three layers:

N CE X

E v _ y_ v ¥ | SR | < The network and user layer enables

[ TS @@ En —— common services provided by SpiceNet

s \ I / to be used in all participating countries.

’ z § 3 . These common services can be further
\'.. »~ PPDR .

: ,',‘plowse,:' sers extended via agreements between

S

nations.

The network and user layer

I S ] unicau (V] iceNet) service
Country B&C Contractual agreement for PPDR Interoperability

P Country A&C Contractual agreement for PPDR Interoperability

B Country B,C&X Contractual agreement for PPDR Interoperability

I Pan European Contractual agreement for PPDR Interoperability




Next Steps

Phase O

Requirements

Solutions
Transition

Roadmapping

2016

2018

/,3 Pre-Commercial Procurement
2018 — 2021/22

BROADNET

Applied R&D / Pre-commercial Procurement (PCP)

Phase 1
Solution design

Phase 2
Prototype

development

Phase 3
Original development
of limited volume

of first test products /

Phase 4
Deployment of commercial
volumes of end-products
Wide diffusion of newly developed

Also normally multiple sourcing here

|
|
|
1
I
|
|
1
|
|
[—
1
|
|
1
1
|
|
|
|
1
'

Supplier A - services solutions
: _p Supplier B
Supplier B % Supplier B
: / Supplier C
Supplier C ! - i ’ Supplier D
/ Supplier D
Supplier D :
|
1

to keep competition going
Circa 2020-2022 2025
2025 — Commercially Deployed Interoperable

Broadband Applications, Services, Networks, Devices
for PPDR



Thanks for Listening

WWW.psc-europe.eu

PSCEuropéﬁ

Public Safety Communication €Europe

Next PSCE Conference,
14-16 November, Madrid
Hested by Ministerio Del Interior, Spain

www.broadmap.eu @BroadMap_H2020




.
.....

&
Home Office
Emergency Services Mobile

Communications Programme

e NG\ MY

.- s
’ -
’ wel AN - -
3 . % Y
v .’ ' 2

PSCR General Update
17 June 2017
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Background

Airwave: 3

N

ZNPCC
HM Government E

Was the first national public safety (PS) network
Is used by all UK Emergency Services and agencies / ‘
Is a private TETRA network with loaned spectrum L
Has ¢3,800 sites to provide full national coverage &
Includes underground and air-to-ground coverage
Provides functionality, coverage, availability, security
National shut down is 31 Dec 2019 with extensions
Is expensive and cannot support broadband data
Was bought by Motorola in 2016
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Programme objectives

* To replace Airwave with the Emergency Services Network (ESN) by A _A
enhancing a commercial mobile network (a carrier) to provide: , .

— Integrated broadband data services

— Public Safety functionality
— National full coverage (97%/geography; 98%/population)
— Improved availability through greater resilience

— End-to-end security

— Priority access over the general public
— Greater choice in device types

— A much cheaper service

 Available in 2018 with transition complete in 2020
* Meet user requirements but not necessarily in the same way
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Programme costs

Financial Measure

Net Cost ( inc/less Income exc NonCash )
Total Saving (Base Case less Net Cost i.e. inc
Income, exc Non-Cash)

Total Investment

Return on Investment

First Year of Saving/Benefit

Payback Year

15 year
costs/savings

Programme

5,010
2,895

1,060
2.7
2,020
2,023

7

HM Government

E National Police Chiefs’ Council

ESMCP PROGRAMME-WIDE COSTS

2015(17 017/18 2015/19 2015/20 2020/21 202122 202223 202324 202423 202326 202627 2027/28 202525 202550 203051 203152 203233 203354 2034/33

Anandsl Year

FBC Forecast (V7.40) reported to ESN Finance Group March 2017
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Programme costs

Total ESMCP Costs 2015/16 — 2031/32

Lot1 (Delivery Partner)

0.7%

Lot2 (User Services)
15.7%

Existing contracts
27.4%

Lot3 (Mobile Services)
22.9%

Optimism Bias/QRA
4.7%

Device Installation
—

1.8%

Control Rooms
1.1% Devices

7.4%
Local Users ESN Management Team
Wave /
Data and connections 7000 Extended AreaServices Air to Ground
6.3% 0.7% 3.8% 1.6%

o

E National Police Chiefs’ Council

HM Government

Total ESN “Steady State” Costs
2021/22 - 2031/32

Optimism

Device

Installation
2.1%

Devices Lot2 (User
10.2% Services)
26.0%

Data and
connections
11.9%

Extended Area Lot 3 (Mobile

Services Services)
4.7% 32.9%

ESN
Management
Team
3.1%
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Key dates

Contract awards 2015

Motorola acquires Airwave Feb 16

Detailed design May 16
Reference system Aug 16

Test and functional trials Aug 16 to Feb 18
Major operational trials Q2 2018
Transition commences Q3 2018
Transition completes 2020

HM Government




Programme structure

Devices Coverage Mobilisation Engagement Management Services Commercial
(Devices (Coverage (Mobilisation (Transition (Management (Service (Commercial
Board) Board) Board) Board) Board) Board) Advisory Board)

Programme
Management
Office

Handheld
Devices

Projects
Procurement

Extended

g Management
Area Services

Test
Assurance

Vehicle
Devices

Coverage
Delivery

Technical
Architecture

Transition
Readiness

Airwave
Service

A2G
Devices

Trials and
Pilots

Coverage
Assurance

People &
Engagement

Resilience

Technical
Support

User
Support

DP/TfL
Contracts

Finance &
Governance

Technical
Support

Technical
Support

Corporate
Security

Delivery Partner
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SCS structure

Programme
Director

DD
Devices
DD DD
Coverage Engagement

DD

Transition
Director

DD
Management

DD

Mobilisation Services

DD Senior Users
Commercial : (Police, Fire,
Ambulance)
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Programme scope

 Emergency Services User Organisations:

— 44 Police forces
— 50 FRS
— 13 Ambulance Trusts

« Other User Organisations:
— non-Home Office police forces
— other government departments
— local authorities
— Transport agencies and utility companies

- Control rooms: c200 ¥ |

- Vehicles: ¢50,000 -
. _ B § T

« Aircraft: c115

 Users: ¢300,000

- A@J@‘:’;‘"
N

HM Government ENPCC
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Main procurement lots

* Lot 1 (Delivery Partner) - KBR

— A Delivery Partner to support the Authority oversee the build out of the
network; manage transition; training support services; vehicle installation
design and assurance, and delivery support

* Lot 2 (User Services) - Motorola

— A service provider to provide end-to-end systems integration; public safety
functionality; account management; network and IT infrastructure;
technical interfaces to all other lots and services user device management;
application hosting; customer support; and service management

* Lot 3 (Mobile Services) - EE

— A mobile network operator to provide an enhanced radio access service
with highly available full national coverage using the Extended Area
Services; and technical interface to Lot 2

AN

ENPCC
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Other procurements

» Devices: handheld, vehicle and aircraft * Dependent projects:

(and their installations), and NSS — Crossrail
- Coverage: EAS, LUS, General and — HS2

Special coverage — Network Rail (Telecoms)
* Networks: Control Rooms, Connections — New venues

and Interworking
* Related activities:

— Coverage assurance

— Resilience assurance

— Security architecture

— Testing

— Trials

— Live Services

— Transition readiness
and assurance

o

H M Government E National Police Chiefs’ Council
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Commercial approach

User Organisations (UO)

A A A A A A ﬂ \ 7
L
Core ESN Non-core . Non-core
- - - .
services ESN services = ESN services
centrally centrally c locally
— procured procured . procured
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Contract
management
Centrally procured
contracts and
frameworks
managed by EMT

Central ESN Procurement
Provides core ESN functionality, work
connectivity plus programme
management of the support for
Transition to ESN

Other ESN central procurements
Provides additional ESN functionality largely in response to needs and
demands that vary between user organisations and that complement the

core ESN service;

Local ESN procurements
Provide additional support for user organisations in the Transition to the
new ESN service; there may or may not be a need for individual
organisations to procure support services depending on their existing
capabilities and/or support arrangements

4’\
HM Government

ZNPC

National Police Chiefs’

Council
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Transition

2018 2019 2020
L L L L L L L L L B B B
North West
c East Midlands |
-(% London
o South Central
Service % North East S D
Ready | > | East |
— 2 | Yorkshire
9 [ West Midlands |
Q;: [ South E%;( |
ESN| S ales
live | & Skotland
& | South West
Qg National
ED+24 m +36 m +48 m

- There will be 12 Regional Transition Groups and &

one National Transition Group

< P
D &
(3 Ky

- 2

H M Government E National Police Chiefs’ Council

Transition
complete
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Progress Updates

(Tuesday after Conference in Conference Room 14)

* Mobilisation

* General Coverage

- Extended Area Coverage

* Air to Ground

« London Underground

* Devices

* Transition

« Control Room Upgrades

« Control Room Connections
* Network Interworking

« Special Coverage

H M Government E National Police Chiefs’ Council
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Thank you!
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FirstNet Update

Jeff Bratcher
2017 FirstNet Chief Technology Officer
D)

Public Safety

Broadband
PSCR Stakeholder Meeting June 13. 2017



FirstNet Responsibilities

Middle Class Tax Relief and Job Creation Act of 2012
Public Law 112-96 signed February 22, 2012

“The First Responder Network Authority

shall hold the single public safety wireless license
and take all actions necessary to

ensure the building, deployment, and operation
of the nationwide public safety broadband network”

June 13, 2017



FirstNet Assets

THE LAW FUNDING A
2.22.12
FirstNet becomes law S7B authorized to build the FirstNet

(Public Law 112-96) network — funded via spectrum auctions
through 2022.

r‘\m
GOVERNANCE - sa'sa NATIONWIDE SPECTRUM
FirstNet Board has 15 members that

bossess telecommunications and public 20MHZz of bandwidth dedicated to public safety
safety backgrounds. in prime 700MHZ frequency range (BAND 14).

Each Governor appoints 1 Single Point of

Contact (SPOC) and a governing body to 2\ 3 2 \ 3
represent the State’s interests to FirstNet. wa % g% we 3z 0 F [E8 2| % fE_)\2
A 5 55 s & s 27| &8 |57 |5
e dsh o o mmlEl)E| emlEl)E
43 member Public Safety Advisory | | & |.. = & (o = SBrisve “ u
Committee (PSAC) advises FirstNet on w S — m o\

public safety intergovernmental matters.
June 13, 2017




FirstNet’s Journey

FirstNet Created Deployment
2001 2012 2015-16 2017-22
* Radio communication * Independent agency * Consultation in all 56 states/territories * Nationwide deployment of
challenges impact responding to deploy Public « FirstNet works with states to collect the Public Safety
law enforcement, fire, EMS Safety Broadband . Broadband Network
Network and validate users and coverage data
W

o

9/11 Commission Outreach Partnership & Plans
2004 2012-15 2016-17
* Recommends national radio * Outreach to the public safety * RFP for public-private partnership
spectrum for public safety purposes community to build and operate network
* Public safety unites to advocate for * Governors identify single points of * Delivery of State Plans
broadband network contact (SPOC) for FirstNet ) .
* Governor’s decision

June 13, 2017



RFP Statement of Objectives (16)

Building, Financial First Device Applications  Accelerated User Service
Deployment, Sustainability Responder Ecosystem Ecosystem Speed to Service Capacity
Operation & User Market Availability
Maintenance Adoption
of the NPSBN

o Yo/ = 328 <) () §-
= e N/ -’ m

Facilitation of

Cyber Priority Integration Integration of Life-cycle Program and Customer
Security Services Of Opt-out Existing Innovation Business Care and FirstNet’s
State RANs Commercial/ Management Marketing Compliance
Federal/ With The Act
& Other Laws

State/Tribal/Local
Infrastructure To
June 13, 2017 Support NPSBN
Services



FirstNet & AT&T: An Innovative Public-Private

Partnership To Build Public Safety’s Network

20MHz Technology
Spectrum & Innovation &
$6.5B Funding

Program
Management

~ublic Sarety Customer . -

Expertise & Experi Security (Cyber, | Telecommunications
‘ e Application, & E '

Innovation PPII ’ xpertise

Network)

June 13, 2017



3GPP Standards for Mission Critical Services

June 13, 2017

Release 12 (March 2015) &

Release 12:

° Proximity Services (PFOSE)

e Group Communications System
Enablers for LTE (GCSE_LTE)

Release 13:
e Mission Critical Push To Talk
over LTE (MCPTT)

e |solated E-UTRAN Operations
(10PS)

e enhancements of prior features
(D2D and group)

Release 13 (March 2016)

Release 14 (March-June 2017)

Release 15 (Nov. 2018) &

Mission Critical Video (MCVideo)
Mission Critical Data (MCData)

Mission Critical Services Common
Requirements (MCCoRe)

Mission Critical Push To Talk over
LTE - Realignment (MCPTT-R)

enhancements of prior features
(D2D, IOPS, and group)

Release 16 (March 2020)

MCVideo Enhancements
MCData Enhancements
MCPTT Enhancements
MCCoRe Enhancements

5G support for Quality of
Service (QoS), Priority, and
Preemption

5G support for Dynamic

Controller

Improvement of Direct Mode
capabilities




J

Public Safety Device Ecosystem Vision

N

i~

* Smartphones * In Vehicle Routers (IVR) * Hybrid

* Tablets * Hotspots / Mobile Data Terminals (MDT) * Wearables

* Feature phones * Modems * Hands free
Types * Ruggedized * VVehicle Network System (VNS) * Gloved usage

* All operating systems * Range extension / High Power UE

« Satellite fallback
* LTE, 3G, Satellite, 5G * LTE, 3G, Satellite, 5G * LTE, 3G, Satellite, 5G
* Wi-Fi, Wi-Gig * Wi-Fi, Wi-Gig * Wi-Fi, Wi-Gig
e *NFC * Ethernet *NFC
Conpectivity sl Bluetooth * USB * Bluetooth
* Tethering * Direct Mode

* Direct Mode

All inclusive vision building on economies of scale to target COTS pricing and availability

June 13, 2017



Public Safety Devices Roadmap Vision

Latency
Resiliency
Redundancy

d 14

Mission
Critical

Existi
. Technglogy
O
Today

June 13, 2017




Applications

N

**Create apps that enable public safety user adoption
**Leverage scale and technologies of the commercial market

= VisiOn

* *Innovate continuously to meet the needs of public safety
* *Support a vibrant public safety developer community
**Enable development of a growing portfolio of public safety apps

mmm ECOSystem

* *Facilitate the secure coexistence of FirstNet and commercial apps on
devices

* e Offer best-of-breed solutions

June 13, 2017



Applications Ecosystem Vision

App Dev Env Test & Cert

dentity, Credential,
& Access Management

Coexist with
Federated ICAM Platform for Certify = test commercial
developers against criteria apps

SDP Cloud Services Local Control Security

Application Layer

Open APls

Service Delivery : | \
Platform Cost-effective Agency controls App and data

Network Services agency options security

June 13, 2017




June 13, 2017

Situational
Awareness

Reporting
& Data
Access

AVL/
Location-
Enabled
Tracking

Information
Synthesis

Internet of
Things
(loT)

centralized
Operations




Variety of
Drones and Robots

Sensors
Temporary Connected
Cameras Vehicles Temporary Event Installations

June 13, 2017



FirstNet Innovation and Test Lab — Boulder

« State-of-the-art telecommunications laboratory for FirstNet and current/future
vendors to validate and test NPSBN public safety specific features and functionality
« Ribbon Cutting held Nov. 9, 2016

Focus areas:

* Quality of service
Priority
Preemption
Mission-critical services,
devices, and applications
R&D efforts with PSCR

June 13, 2017




FirstNet State Plans

Rich Reed | FirstNet Chief Customer Officer N\ | % |

\\
Junests, 2017 ‘ \



Transforming Public Safety Communications

50 state:

N ﬁ’ﬂﬁ

ACROSS 5 territories

a b

FirstNet - Dedicated to Excellent Customer Experience (CX)

MODERNIZED

PRIORITIZED SPECIALIZED

. T, Innovative apps and large ﬂ, Emergency communications Nationwide coverage with
Bt devices ecosystem receive highest Quality ji;  access to deployables
,ﬁ & Priority & Preemption i
Network improvements g, Rapid deployment of network Aggressive pricing for public
and upgrades over 25 years safety
Multi-layered, proven, B> O«8 Instant nationwide coverage Dedicated 24/7/365 bublic
cybersecurity and network e leveraging existing N o helodesk Y
security solutions . o B infrastructure safety helpdes
Bo= 24h

June 13, 2017



FirstNet Priorities

Core
Network




June 2017 SPOC Meeting

All 50 states, 5 territories and
the District of Columbia met in
Addison, TX.

June 13, 2017



Content of the State Plan Portal

) Network Architecture

FirstNet Overview { Technical and operational information on
the reliable, scalable, secure infrastructure
that will be made available through FirstNet

A

v

Background and mission of
FirstNet, including recap of
the acquisition process

Consultation & Outreach

A

Recap of the consultation and
outreach efforts within the State /
Territory that informed the
acquisition and State Plan

Products & Services
Coverage

A

Information on the features,
applications, devices, and services

(including pricing plans) that will be
available on the FirstNet network

Interactive map of coverage, including
phased buildout in the State /Territory

Governor’s Decision

Detailed information on the process for opting-in,
as well as all information required to make an

informed opt-out decision
June 13, 2017



State Plans Timeline

State Reviews
and Provides
Any Comments
on State Plan

National State

Plan Kickoff HrstNet

Reviews Any
Comments

FirstNet State
Plan Release

Meeting

No later than

Mid-J
id-June Aug-Sept

June 7-8 Up to 45 days

FirstNet Engagement with States

June 13, 2017

Official Notice
to Governor

No later than
Late Sept



Evolution of the Chief Customer Office

. Office of Chief .
Current Functions e O e Planned Functions

State Plans Product

Development /
Product Management )
Outreach
q

Governor
Decision

Customer Engagement

Consultation & Satisfaction

Branding &

Communications S
Communications

June 13, 2017



For Public Safety, By Public Safety
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What Is QPP? FirstNet

* Quality of Service (Qo0S): Establishes service quality parameters
* Priority: Gives users preferred access to network resources

* Preemption: Terminates or relocates lower priority users to
provide access for high priority user

,ﬂ
N,

Quality of Service, Priority and Preemption

q Ifh/ 4




. F]rA - )
FirstNet QPP FirstNet

e Standards based solution
« Supported on multiple bands
* Supports

» Load control mechanism with access priority
 Traffic management capabilities

« Admission control priority with pre-emption

« Scheduling priority

Quality of Service, Priority and Preemption



FirstNet QPP Capabilities S e rstNet”
in a Nutshell

* Access Class Barring (ACB)

* Public safety users will have special Access Class and will be exempt
from throttling/barring

* High Priority Access (HPA)
» Public safety users will have HPA and receive priority treatment in various
call setup stages

 Traffic Management
* Non FirstNet traffic will be offloaded from Band 14 during high load

 Admission Control (ARP)

 Public safety primary users will have higher Priority Level (PL) and will be
Pre-emption capable

» Certain RAN resources will be reserved for high priority users

Quality of Service, Priority and Preemption




FirstNet QPP Capabilities §= FirstNet"
in a Nutshell )

Three levels of permanent priority that can be assigned by public safety
agencies

A special, temporary “Incident Level” giving top network priority that can be
assigned through the Incident Management Tool (IMT) by public safety
agencies

* IMT can assign Incident Level priority to their own FirstNet users or FirstNet users in other
primary or extended public safety agencies

 Uplift will apply to both on-going and new sessions
* Incident Level “uplift” expires after a predetermined time period

QPP available in AT&T-managed LTE coverage areas

Quality of Service, Priority and Preemption



NORMAL OPERATIONS
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User Driven Approach:
Identifying Communications and Data Needs
from Station to Scene

Mary Theofanos
Yee-Yin Choong, Shaneé Dawkins, Kristen Greene
Ryan Winpigler, Sandra Spickard Prettyman

2017

PUBLIC SAFETY BROADBAND
PSCR | STAKEHOLDER MEETING

#PSCR2017



Introduction

PSCR
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Technological Changes
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Efficient and Effective User Interfaces Require:

* Usability testing environment
 Where context is as realistic as possible
* Provides for repeatability and reproducibility

* Infrastructure and instrumentation for new interaction paradigms
such as:

* Voice/Speech Technology, Gesture, Eye Gaze, Touch/Haptics, Wearable
Computers, Electronic Textiles, Bio-Sensors, Vibrations, Heads-Up Displays
and Context Aware/Location (Situational Awareness)

* Well-defined methodology based on knowledge of:
e Users (first responders)
* Tasks (what first responders do, how and where)
%») * Needs and Requirements

PSCR




Introducing: The Usability Handbook

* Specifically, for Public Safety
Communication: Ensuring Successful
Systems for First Responders

* Introduces concept of usability and user
centered design (UCD)

e Showcases how UCD process can
improve a system’s effectiveness, and
efficiency, and user satisfaction

* https://www.nist.gov/ctl/pscr/newsroo

Thanks to subject matter experts from NPSTC; m/publications/usability-handbook-for-
PSAC; NFPA; APCO; NIST Fire and Police; FEMA P B . .
USAR; FBI; Bomb Squad; and Fire, EMS, and Law DUbllc Safety communications

%))) Enforcement personnel in the northeast corridor.

PSCR
-~ = O\ NN\ NN\




User Centered View: Users Plus Technology

Context

Age, Gender, Experience, Abilities, Innate Human Limits, Tasks, Goals

User Requirements

User Interface

Infrastructure

Technology Requirements \
Instructions, Affordances, Capabilities m

)
PSCR .
7y S SNBSS SN\




Four Phases of User Centered Design

e Currently defining the Context of

Context of Use

Use
* The users, tasks, equipment
: As-ls Task
(hardware, software and materials), Analysis RN
and the physical and social , Users User &
environments in which a product is  Evaluation Organizational
USEd Requirements

AN 4

.




First Responder Input is Necessary

)
PSCR

After Action
Reports/ Scenarios

' Taxonomy of Users

(1) Context

l

(Final Deliverables)

Input

/'

(2) Needs

Interviews and
surveys

Information Items

Usability Testing
Methodology

(3) Tasks

\ /.

Requirements for
Testing Environment

(4) Interaction
Requirements
(use cases)




Information and Collection Methods

1. Environments and Scenarios »After Action Reports and Scenarios
of Use

2. Types of Users » Certification Bodies

3. Operational information, Perceptions, and facts» From Youl!
(interviews and surveys)

4. |Information items* References and one on ones with first
responders
)
PSCR
BN s 4y 4 — a4y A T e NSNS OSSR SN O N N S N




User Types

* Based on specialization within PS domain
* Follows available federal standards — e.g., NFPA, APCO/NENA
 Official titles depend on Region of the U.S.

* Fire Service:
* Firefighter, Fire Officer, HazMat, Wildland, Fire Apparatus Operator

* Emergency Medical Services
 EMT, Paramedic, Tactical Paramedic, Ambulance Vehicle Operator

e Law Enforcement Services
 Patrol, Investigation (Narcotics, ATF), Tactical / SWAT / Special Ops, K-9

e PSAP / 9-1-1 Services
flﬂr))) * Call-taker, Emergency Medical Dispatch, Triage Telecommunicator

PSCR




Information Items: Original Data

* Purpose: user needs analysis
* Research what information first responders need
* Investigate how they use, or would use information

 Origin/Foundation: 2015 APCO/PSCR Workshop

* “Identifying and Categorizing Data Types for Public Safety Mobile Applications”
(NISTIR 8135)

50 participants with diverse backgrounds in public safety

Discussion framed by 11 scenarios ranging from chemical explosion to traffic stop
Futuristic scope: imagine the perfect app(s) on the perfect mobile device
Objective: examine influence on cybersecurity of PS organizations

Over 100 “data types” identified

)
PSCR
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PSCR

Information Items: Original Data

APCO/PSCR Workshop “Data Types” Identified

evacuation routes
event location

event location
evironmental conditions
facial recognition

FF sensors(biometrics and equipment)

first responder assets

flight traffic/FAA
flight traffic/fAA information
fuel sources

functional roles
geo data / accelerometer

ground cover

hazardous materials

hospital bedcounts

hospital capacity

hydrants

ICS (incident command system) forms/plans
images + media from ng911

impact map/plume model
impact model (plume model)
incident action plan

body camera data

building footprints

chem track

common operationtal picture
comms

completed incident command system (ICS)
forms/plans

crime scene geographic information system (GIS)
intel location

critical infrastructure(Cl) around location
geomapping

critical locations

critical logistics stations

critical static locations (shelters|ccps|EVAC|LZ)
crowd sourced information

deployable assets

domosf needs assessment

elevation model

Emergency Response

environmental conditions
environmental sensor data
equipment/smartsensor

ERG - (Emergency Response Guide) and
PPE ( Personal Protective Equipment )
evac routes and plans

medical facility bed count

street traffic

tactical command and control
traffic-surface

types of hazardous materials
utilities

utility info - hot wires

utility information

utility logistic info
vdeo around location
victims/casualties

Video
video data analysis

video from security cameras
video/photos

weather

what is the hazard

white boarding

white force locator
accelerometer data

active authenitcation
active authentication
blueprints

NGO9-1-1

officer status - sensor monitoring
patient info casualties

patient information

patient quarantine (no PIl)

patient triage

personal protective equipment (PPE) responder
biometric sensors

personnel on site ( employes and visitors )
personnel on-site
photo's video audio ( of target suspects )

physical asset inventory
physical asset location

plant inventory

point of contacts
blueprints of the facility
resident contact info
responder camera
responding assets
response markers/location

satellite imagery
search status for secondary explosive devices
security check point locations

Information about suspects

input from social media pre processors
law enforcement intel

license and plate reader

license plate recognition(LPR)

location GPS

location of caller

location of responders
managing security
maps

medical facility bedcount

Damage assessments

department of transportation(DoT)
logistic info

pre-plans (PIl)

incident management

Info from multiple CAD LE Location
shelter

social media

social media push

standing water




Information Items: Original Data

APCO/PSCR Workshop “Data Types” Identified

evacuation routes
event location

event location
evironmental conditions
facial recognition

body camera data

Body camera data

FF se

Fuel sources

first

flight traffic/FAA
flight traffic/fAA information

COTHIIUIT Operatonar pretor e

comms

completed incident command system (ICS)
forms/plans

crime scene geographic information system (GIS)

street traffic
tactical command and control

NG9-1-1

officer status - sensor monitoring

traffic-surface
types of hazard|

utilities

Officer status — sensor monitoring

utility info - hot wires

utilibvinformaation

critical infrastructure(Cl) around |
geomapping

intel location
Utility

information

critical locations

fuel sources

functional roles

Hydrants

critical logistics stations

critical static locations (shelters|ccps|EVAC|LZ)

geo data / accelerometer

ground cover
hazardous materials

crowd sourced information

vdeo around location
victims/casualties

Video
video data analysis

deployable assets
domosf needs assesment

meras

Weather

hog
| Impact map/plume model }:-
hy nditions

ICS (incident command system) forms/plans

images + media from ng911

impact map/plume model
impact model (plume model)
incident action plan

)
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environmental sensor data
equipment/smartsensor

Evac routes and plans

medical facility bed count

what is the hazard
white boarding
white force locator
accelerometer data

active authenitcation
active authentication
blueprints

patient triage

personal protective equipment (PPE) responder
biometric sensors

Information about suspects

input from social media pre processors
law enforcement intel

license and plate reader

license plate recognition(LPR)

location GPS

location of caller

personnel o
personnel o

Location of responders

Hers

photo's videSaUOTO T OT TaTEet SUSPECS )

physical asset inventory
physical asset location

plant inventory

Taps

medical facility bedcount

Maps

Damage assesments

department of transportation(D
] 1ol oL

]

point of contacts
blueprints of the facility

Medical facility bed count

resident contact info
=

Blueprints of the facility

satellite imagery
search status for secondary explosive devices
security check point locations

Info from multiple CAD LE Location
shelter

social media

social media push

standing water




Information Items: SME Needs

e Understanding users and their context of use

e Discussions with subject matter experts (SMEs)

 ASTM Subcommittee E54.09 Response Robot Meeting
* Fire, HazMat, EMS, Bomb Squad, FEMA USAR, FBI

e Local first responders
* Fire, EMS, Police

)
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Information Items: SME Needs — Preliminary Findings

* Asked first responders

* How would you use this information item?
* SMEs reflected on previous incident responses to describe use of information items

* Are there any missing information items?
* SMEs identified several items (e.g., drone/UAV, SCBA air level, robots, radio codes)

* Found that information needs varied depending on:
* Domain
* Location & region

Federal, state, local

User rank & role

User tasks

Scope of incident

)
PSCR .
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Information Item
critical logistics stations

department of transportation (DoT)

logistic info

elevation model
plume model / impact model /
impact map

first responder assets

hydrants

fuel sources

location of responders

deployable assets

geo data

location GPS
patient info casualties

flight traffic / FAA information
pre-plans (PIl)

Information Items: SME Needs — Preliminary Fin

How would you use it?

not “boots on the ground” level of responder; useful information on where to resupply water, food, etc. during emergency.

In logistics context, for example, hurricanes can destroy entire bridges/roads. If a roadway is damaged, you don't want to have to backtrack a convoy 20 miles to find
alternate route (very hard to maneuver a convoy; can add 10s of hours to response, e.g., happened during Hurricane Katrina).

If Local LEO could tag a bridge being out, that would be gold for incident response. It would be great for local LEO to quickly disseminate information to other responding
teams.

AKA: ToPo map (topography) — used more out west
More useful for wide open areas, not urban. Maybe use at FDOC level.

Automation would be great for logistics and turnaround time. If you use equipment from ambulance, could automate keeping track of that and send to logistics desk so it’s
ready at hospital for reduced turn-around time.

flow/GPM

pressure

private vs. city

last scheduled checkup

If it's operational, locations are known (part of employee orientation). Would be helpful for mutual aid scenarios.

Need to know if it’s down.

This is a huge issue, especially z-axis information. Currently technology can determine location within 3 meters, but z-axis unknown. This is especially for squad leaders; each
squad leader knows location of subordinate.

Assets include: All public safety personnel; Vehicles; People; Robots

RFID tags would be good for inventory

Use it to get data on location of hydrants, static water sources, addresses, block numbers, road changes name, where roads interrupted by a water source.

Currently communicated electronically via MDT (mobile data terminal). If you log onto system, you can see where other trucks are.

This is critical, used for everything. Needed in buildings and canyons, where there are no satellites (e.g., geolocation instead of maps)

From a tech search standpoint, helps me in my planning & ability to do triage. For example, if | know there are 3 deceased and 2 potential survivors in a building, that
provides info of how bad things are on the inside.

Only useful if a dignitary comes in and the "bird" doesn’t fly. Currently get information watching the news.

Especially useful for large agencies. Information included ranges. Current effort to include operational medicine in pre-plans (as EMT on SWAT team).

AKA IAPs (incident action plans) for EMS. We have them for different types of events. For example, in a drowning, what units are dispatched, what people with what skills are
disp- *ched, protoce’ “or paramedice ‘ what parame “cs would do. ™ ere are templ- = IAPs for larg’ “events (e.g., F ardwalk even* runs, polar p/ 1ge). On a sm~ ‘ar scale,
p” *<addre- <health’ >, Could” T EVMS - ts with 2 “hearts, I’ “oatient v ‘o letusr Yy their 7
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Information Items: SME Needs — Preliminary Findings

Information ltem

critical logistics stations
department of transportation (DoT)
logistic info

How would you use it?
not “boots on the ground” level of responder; useful information on where to resupply water, food, etc. during emergency.
In logistics context: e.g. hurricanes can destroy entire bridges/roads

-if a roadway is damaged, don't want to have to backtrack convoy 20 miles to find alternate route (very hard to maneuver a convoy; can add 10s of hours to response) e.g.,
happened at katrina

If Local LEO could tagged a bridge being out, that would be gold for incident response. It would be great for local LEO to quickly disseminate info to other teams.

Information Item | How would you use it?

=t

|

r first responder assets | Automation would be great for logistics and turnaround time. If

you use equipment from ambulance, could automate keeping
track of that and send to logistics desk so it’s ready at hospital for
reduced turn-around time.

4 hydrants

flow/GPM

pressure

private vs. city

last scheduled checkup

patrentinto casualties

flight traffic / FAA information
pre-plans (Pll)

PSCR

From a tech search standpoint, Nelps me m my planning & ablilty to do triage. For example, If T KNOW there are 3 deceased and 2 potential survivors 1n a puidme, that
provides info of how bad things are on the inside.

Only useful if a dignitary comes in and the "bird" doesn’t fly. Currently get information watching the news.

Especially useful for large agencies. Informaiton included ranges. Current effort to include operational medicine in pre-plans (as EMT on SWAT team).

AKA IAPs (incident action plans) for EMS. We have them for different types of events. For example, in a drowning, what units are dispatched, what people with what skills are
disp- “ched, protoce’ “or paramedice ' what parame “cs would do. ™ ere are templ- = IAPs for larg” “events (e.g., F ardwalk even* runs, polar p/ ge). On a sm~ ‘ar scale,
p” t <addre- <health’ ‘>, Could” ~EVMS - ts with a’ “hearts, I’ “oatient» ‘o letusr Yy their 7




Information Items: SME Needs — Preliminary Findings

Information Item How would you use it?

critical logistics stations not “boots on the ground” level of responder; useful information on where to resupply water, food, etc. during emergency.

department of transportation (DoT) In logistics context: e.g. hurricanes can destroy entire bridges/roads

logistic info -if a roadway is damaged, don't want to have to backtrack convoy 20 miles to find alternate route (very hard to maneuver a convoy; can add 10s of hours to response) e.g.,

happened at katrina

If Local LEO could tagged a bridge being out, that would be gold for incident response. It would be great for local LEO to quickly disseminate info to other teams.

| Information Item | How would you use it?

| Department of In logistics context, for example, hurricanes can destroy entire

W Transportation (DoT) | bridges/roads. If a roadway is damaged, you don't want to have to
logistic info backtrack a convoy 20 miles to find alternate route (very hard to

i maneuver a convoy; can add 10s of hours to response, e.g.,

. happened during Hurricane Katrina).

d If Local LEO could tag a bridge being out, that would be gold for

; incident response. It would be great for local LEO to quickly

'j disseminate information to other responding teams.

flight traffic / FAA information Only useful if a dignitary comes in and the "bird" doesn’t fly. Currently get information watching the news.

pre-plans (PIl) Especially useful for large agencies. Informaiton included ranges. Current effort to include operational medicine in pre-plans (as EMT on SWAT team).

flﬂy ))) disp <l protoce: ‘o paramedics "wht parame - woulddo. ere are templ = AP for larg - vents (o arcwalevert Tuns, polar b ngeh On Ay ot scaly
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Information Items: SME Needs — Preliminary Findings

Information Item How would you use it?

critical logistics stations not “boots on the ground” level of responder; useful information on where to resupply water, food, etc. during emergency.

department of transportation (DoT) In logistics context: e.g. hurricanes can destroy entire bridges/roads

logistic info -if a roadway is damaged, don't want to have to backtrack convoy 20 miles to find alternate route (very hard to maneuver a convoy; can add 10s of hours to response) e.g.,

happened at katrina

If Local LEO could tagged a bridge being out, that would be gold for incident response. It would be great for local LEO to quickly disseminate info to other teams.

— L —

Information Item | How would you use it?

- e

—

T Plume model / More useful for wide open areas, not urban. Maybe use at FDOC
| impact model / level.
impact map

=

Elevation model AKA: ToPo map (topography) — used more out west

:
SOUad TEa0er RNOWS TOCatIon o SUDOramate.

deployable assets Assets include: All public safety personnel; Vehicles; People; Robots
RFID tags would be good for inventory

geo data Use it to get data on location of hydrants, static water sources, addresses, block numbers, road changes name, where roads interrupted by a water source.
Currently communicated electronically via MDT (mobile data terminal). If you log onto system, you can see where other trucks are.

location GPS This is critical, used for everything. Needed in buildings and canyons, where there are no satellites (e.g., geolocation instead of maps)

patient info casualties From a tech search standpoint, helps me in my planning & ability to do triage. For example, if | know there are 3 deceased and 2 potential survivors in a building, that
provides info of how bad things are on the inside.

flight traffic / FAA information Only useful if a dignitary comes in and the "bird" doesn’t fly. Currently get information watching the news.

pre-plans (Pll) Especially useful for large agencies. Informaiton included ranges. Current effort to include operational medicine in pre-plans (as EMT on SWAT team).

) AKA IAPs (incident action plans) for EMS. We have them for different types of events. For example, in a drowning, what units are dispatched, what people with what skills are

disp- “ched, protoce’ “or paramedice ' what parame “cs would do. ™ ere are templ- = IAPs for larg” “events (e.g., F ardwalk even* runs, polar p/ ge). On a sm~ ‘ar scale,
p” +<addre- <health’ >, Could” 2 EVMS - *s with o "hearts, I’ “oatient *oletusr Yy their 7
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Information Items: SME Needs — Preliminary Findings

Information ltem

critical logistics stations

department of transportation (DoT)

logistic info

How would you use it?
not “boots on the ground” level of responder; useful information on where to resupply water, food, etc. during emergency.

In logistics context: e.g. hurricanes can destroy entire bridges/roads
-if a roadway is damaged, don't want to have to backtrack convoy 20 miles to find alternate route (very hard to maneuver a convoy; can add 10s of hours to response) e.g.,
happened at katrina

If Local LEO could tagged a bridge being out, that would be gold for incident response. It would be great for local LEO to quickly disseminate info to other teams.

| Information Item | How would you use it?
i critical logistics Not for “boots on the ground” level of responder; useful
| stations information on where to resupply water, food, etc. during larger
emergencies.
location of This is a huge issue, especially z-axis information. Currently
4 responders technology can determine location within 3 meters, but z-axis
. unknown. This is especially for ICs/squad leaders; each squad
. leader knows location of subordinate.
CUrmeETty cormmoTmtateueETectronmtany vid vio T (moome Udtd teETiTary. myou Il}g OO SYSTETT, you tarr S WiTeTES UtNET trutRSare.
location GPS This is critical, used for everything. Needed in buildings and canyons, where there are no satellites (e.g., geolocation instead of maps)

patient info casualties

flight traffic / FAA information

pre-plans (PIl)

From a tech search standpoint, helps me in my planning & ability to do triage. For example, if | know there are 3 deceased and 2 potential survivors in a building, that
provides info of how bad things are on the inside.

Only useful if a dignitary comes in and the "bird" doesn’t fly. Currently get information watching the news.

Especially useful for large agencies. Informaiton included ranges. Current effort to include operational medicine in pre-plans (as EMT on SWAT team).

AKA IAPs (incident action plans) for EMS. We have them for different types of events. For example, in a drowning, what units are dispatched, what people with what skills are
disp- “ched, protoce’ “or paramedice ' what parame “cs would do. ™ ere are templ- = IAPs for larg” “events (e.g., F ardwalk even* runs, polar p/ ge). On a sm~ ‘ar scale,
p” t <addre- <health’ ‘>, Could” ~EVMS - ts with a’ hearts, I’ “oatient» ‘o letusr Yy their 7




Information Items: Card Sorting

pre-plans
ICS (incident
o . P i command system) o
GoaI: to eI.|C|t categories and Rt first responder crtica
relationships assets locations
. . . incident action
* First responders in Fire, EMS, olan incident
and LaW management
TIEES ERELE street traffic
* Procedure: evacuation  plueprints of
* Group information items based on plans the facility
which are closely related or similar GIS data
to each other levation ICS
e Label each group model utility
* Identify missing information items SR e TEHe
hosy | fuel sources
counts
_ patient
hydrants functional roles quarantine
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Information Items: Card Sorting
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{

blueprints of the
facility

|

evacuation plans

fuel sources

utility information

— hospital bed counts

{ patient quarantine }

patient triage

Information ltems: Card Sorting — Preliminary Findings

ICS

( )

critical locations

elevation model

GIS data

{ hydrants }

street traffic

( )

first responder

assets

functional roles

ICS (incident
— command system)
forms / plans

{ incident action plan }

incident
management
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Information Items: Scenario Mapping — Preliminary Findings

e Goal: Identify scenario-based

relationship between user needs
aps
and user tasks

* Procedure:

* Review scenario

* Select information relevant to
scenario from list of items

{ 615 dat }

hydrants

{ street traffic }

ICS

~[ functional roles ]

ICS (incident
— command system)
forms / plans

{ incident action plan }

incident
management




Incident Scenarios Collection

* Compiled from Various Sources

 DHS SAFECOM Program — Public Safety Statement of Requirements
for Communications & Interoperability, Vol 1, v 1.2

* NIST PSCR

* NISTIR 8135 — Identifying and Categorizing Data Types for Public
Safety Mobile Applications: Workshop Report

» After Action Reports (AARs) - summarized and anonymized

)
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Incident Scenarios - Attributes

* Vignette

* Region and Location

* Time, day and month of the year

* Incident duration

* Actors

* Resources

* Complicating factors or considerations as the incident unfolds

* Incident outcomes

)
PSCR .
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Incident Scenarios - Example

Incident: Subway Fire
Region: South: South Atlantic
Location: Metropolitan city

Time of year: Monday in January

At 15:14, an Office of Unified Communications (OUC) operator received a call from a subway supervisor about a debris fire on the tracks near a
major subway station. Additional 9-1-1 calls were received reporting heavy smoke at and near the station. A train stopped after encountering
an accumulation of heavy smoke while traveling southbound in a subway tunnel. After stopping, the rear car of the train was about 386 feet
from the south end of the subway station platform.

Ten minutes later, the OUC operator received a call for medics at the station because people could barely breathe due to the smoke. OUC
dispatched a Rail Station Box Alarm to the subway station.

Considerations:

)R
PSCR

Due to heavy smoke, responders could not see the train in the tunnel until they were right next to it.
Radio communication was sporadic in the subway stations and tunnels.

The side door of the train required special keys and would not open for passengers.

One person on train was found unconscious.

The following were dispatched: 5 Engine Companies; 2 Ladder Trucks; 2 Battalion Fire Chiefs; 1 Battalion Fire Chief to Operations
Command Center; 1 Heavy Rescue Squad; 1 Basic Life Support Unit; 1 Advanced Life Support Unit; and 1 Emergency Medical Services
Supervisor.

Passengers and pedestrians near the subway station were evacuated. Rescue personnel estimated that evacuation was completed by 16:25.
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Considerationg

Region': South: South Atlantic
Location: Metropolitan city

Time of year: Monday in January
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Passengers and pedestrians near the subway station were evacuated. Rescue personnel estimated that evacuation was completed by 16:25.




Incident Scenarios - Example
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Incident Scenarios - Example

Incident: Subway Fire
Region: South: South Atlantic

Locatian: NMotrannlitan citv

Tin Complicating Factors
At ] ra
ma e Due to heavy smoke, responders could not see the train in the tunnel until e

an

ol they were right next to it.

Ten

dst e Radio communication was sporadic in the subway stations and tunnels.
Co

* The side door of the train required special keys and would not open for

passengers.

* One person on the train was found unconscious.

Supervisor

qﬂﬂ)) * Passengers and pedestrians near the subway station were evacuated. Rescue personnel estimated that evacuation was completed by 16:25.
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Incident Scenarios - Example

Incident: Subway Fire
Region: South: South Atlantic

Locatian: NMotrannlitan citv

Tin Resources and Outcomes
At ] ra

ma o The following were dispatched: 5 Engine Companies; 2 Ladder Trucks; 2 &

an

frol - Battalion Fire Chiefs; 1 Battalion Fire Chief to Operations Command

Ten

dsi  Center; 1 Heavy Rescue Squad; 1 Basic Life Support Unit; 1 Advanced Life

Col

Support Unit; and 1 Emergency Medical Services Supervisor.

* Passengers and pedestrians near the subway station were evacuated.
Rescue personnel estimated that evacuation was completed by 16:25.

Command Center; 1 Heavy Rescue Squad; 1 Basic Life Support Unit; 1 Advanced Life Support Unit; and 1 Emergency Medical Services
Supervisor

Passengers and pedestrians near the subway station were evacuated. Rescue personnel estimated that evacuation was completed by 16:25.




Summary — 40 scenarios currently
| Fre | lawEnfocement | EMS | MultiDisciplne

Structure fire (2) Active shooter (4) Heart attack Bombings at a planned event

Subway fire Barricade standoff Medical emergency Earthquake (2)

WUI fire (7) Manhunt on shooting Routine patient Earthquake exercise
suspects services and car crash
Police ambush Explosion at a chemical plant (2)
Rioting Hurricane (3)
Search in a national park Overturned tractor trailer on highway
Terrorist car bomb Personal injury collision with hazards
Traffic stop (2) Pre-planned event: college football game
Undercover officer River flooding

Winter storms
10 13 3 14

)
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Incident Scenarios Collection

* Living and evolving

* Long-term goal — Use cases for testing and evaluation
e Consistent set of attributes

Share your stories with us!

usability@nist.gov

)
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In-depth Interviews

* To understand first responders’
* Experiences, tasks and context
* Views on public safety communications technology
* Technology usage and user interaction with technology

* Information needs




In-depth Interviews

* Sampling considerations:

Fire, Law Enforcement, EMS, and PS officials

Urban, suburban, and rural

Federal, state, local, and tribal

Geographical regions

* User groups, full-time and volunteer first responders

* Strategic sampling plan

* Phased approach

* 8areasin FY17
e Urban, suburban, and rural
flﬂy))) * “Boots on the Ground”

PSCR
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Geographical Regions
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Geographical Regions — 4 Coastal regions
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Geographical Regions — 4 Inland regions
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Geographical Regions for Sampling — Potential FY17
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In-depth Interviews

* More interviews in FY 18
e Perform qualitative analysis — interview data
* Lead to quantitative large-scale survey

Your voice is critical!

usability@nist.gov

)
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NCCoE: Mobile Single-Sign On

Achieving a secure, reliable, accessible SSO solution for Public
Safety & First Responders

qﬂ,))) 2017
PUBLIC SAFETY BROADBAND
PSCR | STAKEHOLDER MEETING

#PSCR2017



Introductions

)
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* Paul Grassi — NIST, Applied Cybersecurity Division

* Bill Fisher — NIST, National Cybersecurity Center of Excellence
* Mike Korus — Motorola Solutions

* John Bradley — Ping Identity

* Arshad Noor — StrongAuth

* Mark Russell — Mitre Corporation
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Challenge
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Security Challenge

* Mobile platforms offer a significant operational advantage to public
safety stakeholders by providing access to mission critical information

NN NN N NN NN N

* These advantages can be limited if unnecessary or complex
authentication requirements prohibit an official providing emergency
services, especially when delay — even seconds — is a matter of
containing or exacerbating an emergency situation.

Q—N C C - E National Institute of
NATIONAL CYBERSECURITY Standards and Technology
CENTER OF EXCELLENCE U.S. Department of Commerce
)
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Benefits of an
NCCoE Solution
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NCCoE Benefits — Industry Collaboration

NCCoE brings in Industry experts to design and build the reference

design:
P . Google

1 ET F

I OpenlD RSA

Mobile SSO Technology Vendor Build Team:

@

o
Pin
Iden'rlty.g
MOTOROLA

) vubico  JSmoncAur

PSCR
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NCCoE Benefits — Standards Based

NCCoE solutions implement standards and best practices:

I~ OpenID @ Mok NFC))) !’. e (@AppAuth

1 ET F

Using modern commercially available technology:

)
PSCR
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NCCoE Benefits — Practical Guidance

* Project will result in a freely available NIST Cybersecurity Practice Guide

IIIIIIIIIIIIIIIIIIIIIIIIIIIII

Securing Wireless
Infusion Pumps
In Healthcare Delivery Organi:

zations
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Kangmin Zheng
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S. Department of Commerce
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Value to Public Safety/First
Responder Sector (PSFR) Community
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Value to PSFR Personnel

Efficiency
@ Save time and efficiency by reducing the need to authenticate

to multiple mobile applications individually

Simplicity

Allowing a user to manage less username/password credentials

@ =] Flexibility
§ Multiple options for multifactor authentication

o~
=

)
PSCR
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Value to PSFR Organizations

Modern

Solution takes advantage of the latest commercially available mobile technology and best
practices

Interoperable
Technology uses standard protocols and flows to improve interoperability

Security
Architecture designed with security characteristics as core requirement (more on this later)

Cost Savings

Reduction in costs - NCCoE delivers requirements, architecture and a reference
implementation
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Solving Mobile Single
Sign-On Using Standards
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Internet Engineering Task Force - BCP

* Title: OAuth 2.0 for Native Apps

* Implemented via AppAuth Software Development Kit
developed

* Developed by OpenlD for Android and iOS
* Implements standards such as Oauth and PCKE (RFC7636)

* Free and open source

NN NN N NN NN N

* Ensures mobile applications do no have access to
username/password

‘Uh))) e Support identity federation
PSCR

) N e
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Benefits of AppAuth

)
PSCR

Securely implements standards

7 AppAuth

User's password and other credentials are never exposed to the SaaS provider or
mobile app

“Drag and Drop” into a mobile app

Apps get an OAuth Token with limited scope of authorization - apps only get
access to back-end systems they should be accessing

|IdP policy controls which user attributes are shared with the SaaS provider

PKCE prevents malicious apps on the device from intercepting the authorization
code and using it to get access tokens

NN NN N NN NN N
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Standards Based
Multifactor Authentication
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Introduction to FIDO (Arshad Noor)

Passwordless Experience Second Factor Experience

Q) || || 9¢

kd (G KIS

O

Flexible authentication spanning
any number of service providers

PSCR *slide taken from FIDO Presentation to NCCoE 5/31/2017
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MFA using External Authenticator via FIDO U2F

FIDO U2F — External Authentication over NFC

U2F token used in addition to primary authenticator (e.g., password)

NN NN N NN N AN

* Authenticators typically have “proof of user presence” (e.g., by pushing a
button) but not strong user authentication

IdP may support the protocol directly (natively or using a plug-in)

* Authenticator attestation sent at time of registration & authentication —
IdP can decide whether or not the authenticator is acceptable

)
PSCR
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MFA using Biometrics via FIDO UAF

FIDO UAF - Biometric

UAF token may be the sole authenticator once it’s registered with the IdP

NN NN N NN N AN

* Authenticators typically have stronger user authentication (e.g., biometrics)

IdP can send policies during initial registration request with a list of accepted authenticator
criteria (manufacturer, security characteristics, etc.)

* Typically supported by a FIDO server separate from the IdP

)
PSCR
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Benefits of FIDO

No 3rd Party in the Protocol

No Secrets on the Server Side

Biometric Data (if used) Never Leaves Device

No Link-ability Between Services

No Link-ability Between Accounts

*slide taken from FIDO Presentation to NCCoE 5/31/2017

PSCR
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Simple Example
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High Level Components

)
PSCR

Technologies

Software as a Service (SaaS)

* This approach uses centrally-hosted
software that is provided “on demand”,
includes apps and back-end servers

OpenliD Provider

* Server used to manage user identities and
roles, and to share user info with other
organizations

Authorization Server

* Server used by SaaS provider to
communicate with an OpenlID Provider
and authorize users

Fast Identity Online (FIDO)

*  Work-in-progress: This protocol, and
hardware that uses it, allows users to sign
on w/ tokens instead of passwords

Actors

Central Public Safety Service Provider
(CPSSP)

* Represents a SaaS provider that hosts a
back-end for mobile apps used by the PSFR
community

* This may or may not be the same entity
that writes the mobile client apps

Local Public Safety Department (LPSD)

* Represents a local Police, Fire, EMS, or
other public safety or first responder
organization that uses the services
provided by CPSSP

* This organization manages user accounts
and has an OpenlD Provider for
authentication

NN NN N NN NN N
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Simple SSO Scenario

OTHER SAAS PROVIDERS ACCEPT INITIAL LOGIN AND
GRANT ACCESS.
3. User Info /

2. User Logs in 3
FIRE DEPT = POLICE DEPT

SAAS \
PROVIDER
4. Return Data

"
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Demonstration
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Architecture Benefits
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Security Benefits:
Security Without Sacrificing Usability

* No need to establish accounts and passwords for each application
* FIDO tokens can eliminate the need for complex passwords
e Seamless single sign-on when switching between apps

* Improved audit/revocation

Secure Implementations of Secure Protocols

* OAuth 2.0, OpenID Connect 1.0, SAML 2.0, FIDO U2F & UAF - all very secure when
deployed correctly

* Implementation complies with best practice and security guidance from IETF
e Common OAuth implementation weaknesses addressed

%))) * Credentials, tokens, and codes transmitted over HTTPS
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Questions?
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Project Resources

* Project Description Document:

* https://nccoe.nist.gov/sites/default/files/library/project-descriptions/psfr-
mobile-sso-project-description-final.pdf

* Document has details architecture and flow diagrams

* Build Team Announcement & Blog:

* https://nccoe.nist.gcov/news/nccoe-and-industry-collaborate-mobile-
application-single-sign-project

* Discusses products used in the build

* PSFR-NCCoE@nist.gov
* Inquiries go directly to NIST project leads
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PSCR Security Community

v’ Mission Critical Voice Community
v'LBS Community
\/Analytics Community

o

v'UI/UX Community i ettet)
=

? Security Community >
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PSCR Security Community Partnership

PSCR Security is interested in creating a community of stakeholders
to provide the following services:

* Stakeholders receive updates on our research projects

* Stakeholders have an opportunity to help select the most critical
and promising research areas and help guide the projects

* Stakeholders can participate in certain research projects through
partnerships including Federal Funding Opportunities and CRADAs

* First Responders can participate in certain research projects to
ensure user requirements are incorporated, and help us collect field
data

)
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* How many people have signed up?
* What were the preferred methods of communication?

* What were the top Public Safety Broadband Security topics of
interest?




Sign up through the following methods:

® On the PSCR Conference App
* Email John Beltz, john.beltz@nist.gov

* At the table in the back of this room

* At the PSCR Security Demo Table tomorrow



Over the Air Updates for
UICC

Mike Bartock
NIST, Computer Security Division
IT Specialist

qﬂ,))) 2017
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SIM Cards and Over the Air Updates

* UICC known as a ‘SIM Card’ is the security anchor for the
LTE Network.

* Store sensitive cryptographic keys used for authentication
and to protect communication

* Public Safety specific features in LTE may increase the use
of Over the Air (OTA) updates to enable features such as
Group and Device to Device Communications (e.g.,
Proximity Services).

* Updates to the SIM card can occur over the air €=




Background

* Proximity Service information stored on UE in UICC

* Sensitive data may need to be updated using LTE’s existing
Over The Air (OTA) mechanism.

* Applied security testing on a critical function that could
potentially be used to enable Mission Critical Voice and

Device to Device communications

)
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“Let County Officer
B in the group”

IP Network

Mobile
Network

County A
Operator

eNodeB 8

County A Officer

County B Officer



Project Objectives

Standards,

e Use Cases for OTA Threat Model for Security
Specifications,

Updates for Public OTA Updates and Guidance & Best
Safety Scenarios UICC Practices

and Vendor
Documentation
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Benefits

* Gain organizational expertise about the UICC OTA update process and
its dependency and/or interconnection with MCV

* Inform Public Safety Community of potential threats and implications
to their mission

* Validation that ProSe can leverage current implementations of UICC
OTA updates in a secure manner

e Security Guidance that can influence industry implementation and
use of the UICC OTA update process

* PSCR may find areas of weakness or improvements that can be made
through Grants and Prize Challenges based on outcomes of this

research



Mobile Application Security

Michael Ogata
NIST, Applied Cybersecurity Division

IT Security Engineer
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A Vulnerable App Can Endanger the Entire
Enterprise




What Can Be Done to Strengthen App Security?

9
e — A

Application Vetting
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Vetting Early and Late in the App Lifecycle

A A

JAVA JAVA

A
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PSCR Research Goals

* |dentify the capabilities of vetting technology and how they can be

used for public safety
* |dentify strengths and weaknesses in mobile app vetting technology

* Aid in improving the state of the art in vulnerability detection

)
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What is the Benefit to Public Safety?

* Increased trust in mobility as a platform

* Increased protection from threats

* Access to modern mobility functionality

—
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PSCR Research Activities

* NISTIR 8136: An Overview of Mobile Application Vetting Services for

Public Safety (January 2017)

* https://doi.org/10.6028/NIST.IR.8136

* Mobile Application Security Exercise(July 2017)

* Expanding the Static Analysis Tool Exposition (December 2017)




Handset and Wearable
Security

Joshua Franklin
NIST, Applied Cybersecurity Division

IT Security Engineer
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Importance to Public Safety and the NPSBN

Mobile devices and wearables will

be used on the NPSBN
«I\ DAT.

Securing mobile devices and
wearables ensures life saving

 What are the security needs
for public safety devices?

activities can continue

* How can we provide guidance
to architect secure public
safety systems?



Public Safety Wearables

Headgear / AR First Responder
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Research Flow

ldentify Mobile

Security
Objectives

Analyze Public
Safety Devices

Gap Analysis and
Recommendations




Conclusion

* Interviewing members of the public safety and industry to understand
their security needs

* |dentify how can industry architect to secure public safety systems

* Review the security posture of phones and wearables built specifically
for public safety

* Draft best practices for public safety radio operators to provision,
deploy, and manage new cellular devices
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