Dataset Development Documentation Template
Intended usage(s) for dataset: 
	[bookmark: _heading=h.gjdgxs]	☐ Training exercise
	☐ Competency/Proficiency/Certification test

		☐ Capture the Flag exercise/test
		☐ Tool testing

		☐ Verification of artifact/finding
		☐ Product/Tool development


	  ☐ Other: 
Development method:
	
	☐ Hardware-Based/Physical Device
	☐ Emulation

		Make/Model:
		Emulation environment: 

		OS/Version:
		Version/Configuration:

	Device Identifier/Serial Number:
Phone Number (if applicable): 
ICCID1:
ICCID2:
Applications tested:
Device date/time settings: Choose an item.

	Applications tested:


[bookmark: bookmark=kix.19one9flo3sk]Date and time format used (include timezone):  YYYY/MM/DD HH:MM (24-hour UTC)  Note that date formats are often confusing since there are many commonly used variations.  The key point is to be clear what format is being used.
User Account Information:
	Platform/Service: Click or tap here to enter text.
	User Account/Username: Click or tap here to enter text.
	Password: Click or tap here to enter text.
	Account Creation Date: Click or tap to enter a date.
Account Creation Time: Choose an item.

Repeat section as needed based on number of configured user accounts.

 Application Information:
2

Application: Click or tap here to enter text.
Version: Click or tap here to enter text.
Installation Date: Click or tap to enter a date.
Installation Time: Click or tap here to enter text.
Username: Click or tap here to enter text.
Password: Click or tap here to enter text.

Permissions:
	Default:
Requested by app:
Granted by user:
Notes:

Repeat section as needed based on number of installed applications.


Operating System (Device/Emulated System):
Name:
Version:
Installation Date:
Installation Time:
Username:
Passcode/Password:
Administrator/Root Privilege? ☐ Yes	☐ No

Operating System (Host, if using emulation):
Name:
Version:
Installation Date:
Installation Time:
Username:
Passcode/Password:
Administrator/Root Privilege? ☐ Yes	☐ No
Test Activities:
	Test Procedure:
		Include brief paragraph or list outlining test prep, setup, activities, and extraction info.
	Detailed log: Add table rows as needed
	Date
	Time
	Application
	Action
	Content/Details/Location

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



[bookmark: _heading=h.1fob9te]Acquisition Information: (if applicable)
	Acquisition Tool: Include tool name and version number
	Acquisition Date: Click or tap to enter a date.
Acquisition Time: 
Acquisition Method/Type: Choose an item.    
	Acquisition File Name(s): 
	Acquisition Notes:
	Hash Value(s): List hash type and value for each extraction file
		Filename: Click or tap here to enter text.
		Hash Type: Choose an item.	Hash Value: Click or tap here to enter text.
Known Limitations:	Include brief paragraph or list outlining limitations re: dataset creation or usage. Might want to include some typical examples – like variability among app/OS versions, underlying hardware, etc. How was the test data populated – manual vs automation? Hardware vs emulated caveats, etc.
