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General Comment
I would like to see data governance and security guidelines for data shared or stored by vendors.
I would like to see more guidelines to form best practices around how to limit the storage of sensitive data
with external vendors.

an example using the recent Okta breach is that many companies use Okta as an authentication and
authorization provider, but it is not necessary to store sensitive customer data in Okta to get these benefits
from the service.
e.g.

 - the username doesn't have to be the user's email
 - upon login to a system the system could translate the user's email input to an anonymized unique

identified
 - the anonymized unique ID can then be used to verify the user's authentication and authorization with

Okta

end goal: minimize the organization's exposure to 3rd party security breaches in first place


