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Importance of Cybersecurity

“America's economic prosperity in the 21st
century will depend on cybersecurity...
Cyber threat is one of the most serious
economic and national security challenges
we face as a nation.”

. —President Barack Obama
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Today’s Agenda

e VAITWD Overview

 NICE and the National Cybersecurity
Workforce Framework

VA OIT Competency Model Overview

« How VA s Implementing the Framework
 [TWD’s Next Steps
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VA ITWD Overview

 ITWD prepares VAs IT
professionals to better serve ’ Tm
Our natlon’s Veterans IT WORKFORCE DEVELOPMENT
through the delivery of
targeted, competency-based
skills and development

programs

Department of Veterans Affairs



. NATIONAL INITIATIVE FOR CYBERSEC

URITY EDUCATION

NICE and the National Cybersecurity
Workforce Framework
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Overview of NICE and the Framework

The National Initiative for Cybersecurity
Education (NICE) developed the National
Cybersecurity Workforce Framework (the
Framework) to define the cybersecurity
workforce and provide a common taxonomy
- and lexicon by which to classify and
categorize cybersecurity professionals.
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Framework Categorles

THE NATIONAL CYBERSECURITY

WORKFORCE

FRAMEWORK

Seven Categories

 Provide
overarching
== oPcrATE structure of the
Framework

 Group
cybersecurity
specialty areas

* Provide flexibility
for organizations

INTRODUCTION
'he ahility of acadsmia and publr and
ate o . educate,

erEk
the Mational Cybersecurity Workforce
Framework (“the Framework”) to provide
common understanding of and lexicon fo
cybersacurity work.
[Full text wersion]

THE CALL TO ACTION
Only in| the universal adoption of the
]

ANALYZE
OPERATE
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Framework Specialty Areas

National Cybersecurity Workforce Framework
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Securely
Provision
Operate and
Maintain
Protect and

Defend
Investigate
Collect and

Operate

Oversight and
Development

31 Specialty Areas
(each with typical job titles, tasks, and KSAs)

Department of Veterans Affairs



n NATIONAL INITIATIVE FOR CYBERSECURITY EDUCATION \ 3 1 3

‘N AR NAAARBNANA AR

Framework Specialty—Example

National Cybersecurity Workforce Framework

Example!
Securely B)
Provision

Operate and
Maintain
Protect an
Defend

Investigate

Collect and

Oversight and

Development

Specialty: Test and Evaluation
Role/Title: Software Quality Engineer

Task: Analyze the results of end-to-end testing
(e.g., software, hardware, transport, seams, interfaces)
KSA: Knowledge of computer networking fundamentals
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VA OIT Competency Model
Overview
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Develop and maintain a highly
skilled and motivated IT workforce

Evaluate cybersecurity professionals’
skills and identify skill areas that can
be improved upon

Professionalize OIT staff through
training and certification programs

Department of Veterans Affairs 12



. NATIONAL | R 5 \

NITIATIVE FOR CYBERSECURITY EDUCATION

Overview of OIT Competency Models

* VA uses competencies
based on KSAs and " RalsSpeciric Mode's
behaVIOrS o Supervisor Model

CEore c°mpetency Modl JE—— ——

« Models comprised of role- w
specific profiles

 Program provides -
Learning Events

continuous training for g Coincsir”
workforce

e Models administered -
through VA's TMS R — ana pronciencice gl

- ___‘_Talent Management System,, —

Position Descriptions
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Core Competencies

Technical Competencies

Cross-
cutting .
and Leadership

applicable Vil | Competencies

to all VA Role-
OIT Roles Specific Cross-cutting and applicable to all VA

OIT supervisors
. J
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OIT Competency Model Development

VA OIT Competency Models

Information Security Data Manager Enterprise Architect
Chief Information Officer IT Project Manager IT Operations

: Network Security
Core/Supervisory IT Program Manager Operations Center
Software Developer Customer Support Financial Management
Network Administrator System Analysis Management and Program

Analyst

System Administrator Internet
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Applying OIT Competency Models

Align
Learning
Events

Identify
Training
Needs

Develop
elDP

Track
Progress

Role-based
Competency
Model
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Competency/Proficiency—Example

Information Knowledge of methods and procedures to protect information systems and data by ensuring their
Assurance availability, authentication, confidentiality, and integrity
Proficiency Behavioral Indicators
Level
Level 5— ¢ Coordinates and builds consensus internal and external to the organization for the integration
Expert and implementation of information assurance strategies

o Establishesaudit policy and reporting mechanisms for ensuring compliance with the information
assurance standards

Level 4— ¢ Implements and supports security software and hardware across multiple platforms, applications,

Advanced and architectures

¢ Develops and administers policies, procedures, and standards to ensure desired levels of enterprise-
wide information assurance

Level 3— ¢ Understands and applies knowledge of information assurance concepts and their impacton
Intermediate the organization

¢ Tracks audit findings to recommend changes to information assurance standards and procedures
Level 2— ¢ Describes basic information assurance concepts and vulnerabilities in applying technology to secure
Foundational organizational data

e Complies with information assurance standards, practices, and procedures to perform routine

operations

Level 1— e Familiar with the coordination of routine activities relating to information assurance
Novice ¢ Understands basic concepts of information assurance

Department of Veterans Affairs 18



NATIONAL INITIATIVE FOR CYBERSECURITY EDUCATION

ldentifying Training Needs

 Determine Competency and Proficiency gaps via the
TMS competency assessment

o Select from learning events suggested by the TMS to
add to the elDP

e
Teonnical Change Management 0.0 T TS0 Sier Petateg Itens
Knowledge of change management principles, strateges, and technigues ALIUa2.00 Req.2 r
required for effecthvely planning, inglenenting, and evaluating charge in the
— Competerlcy ASSIgﬂmﬂnts and Ratlngs & Help
Assign Items

Competency. Change Management

Previous Assign Selected Item
Related Items
Item Title Rating Provided  Action
Managing Your Team through Change < I

Leadig chestrating as a Team Leader

Preparing for Organizational Change

LA Rim

4
3
'h'lanagrng elftinrough Change 3
3

Managing Change: Building Positive Support for Change
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OIT - Top 10 Technical Skill Gaps
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Competency-based Training

Competency-based Training
and Development

* Informs the design of training and learning
experiences (including scenario-based training)

» Serves as the foundation of a training
curriculum and provides a data-driven
approach to ensuring and tracking
role-based training

* Allows cyber staff to link development
needs to learning opportunities
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Integrating Role-based Training

On-the-job Activities Expert

Conferences

_ Self-study
f&

Certifications

Training \

Novice

22
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How VA Is Implementing
the Framework

23



ONAL INITIATIVE FOR CYBERSECURITY EDUCATION IT WORKFORCE DEVELOPMENT

50NN ANNANN AN

g NICE ITWO

Aligning to the NICE Framework

@ @ O ® ® @

SECURELY OPERATE AND PROTECT AND COLLECT AND OVERSIGHT AND
PROVISION MAINTAIN DEFEND I ATE OPERATE R DEVELOPMENT
*Enterprise *Customer *Network *Network Security *Network Security *Network Security  +Chief Information

Architect Support Administrator Operations Operations Operations Officer
*Information «Data Manager *Network Security  Center Center Center +Information
Security Information Operations Security
*Network Security ~ Security Center *IT Project
Operations sInternet Manager
Center *Network *IT Program
«Software Administrator Manager
Developer *Network Security *Network Security
«Software Quality Operations Operations
Assurance Center Center
«System Analysis  *Operating *Operating
Systems Systems
*Systems *Policy and
Administrator Planning
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Integration of the NICE Framework

e Benefits:

— The combination of NICE
Framework and VA's
competency model
program provides multiple
benefits:

e Organizational

 Employee VA OIT
' d Empl
 http://csrc.nist.gov/nice/ mployees
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ITWD’s Next Steps
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Next Steps

e Expand our role-based training programs to
strengthen our cybersecurity capabilities

o Collaborate with NICE to integrate ITWD training
titles into NICCS catalog

 Develop additional competency profiles for non-
2210 roles within OIT (Management/Program
Analyst, Financial/Budget, Admin/Clerical)

 Determine data-driven training topics to address
skill gaps
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Summary

* NICE has created an effective Framework for
cybersecurity professionals

 Competency models provide an excellent
complement to the Framework for professional
development tracking

e Tracking data from the models provides a more
effective way to determine training priorities

Department of Veterans Affairs
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Closing/Questions
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Contact Information

For questions or additional information, please
contact:

— VA IT Workforce Development
vaitwd@va.gov
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