
How the Department of 
Veterans Affairs is 

Implementing the NICE 
Cybersecurity Framework 



Welcome and Introduction 

Terri Cinnamon 
• Director, IT Workforce Development (ITWD) 

Office of Information and Technology (OIT) 
Department of Veterans Affairs (VA) 
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Importance of Cybersecurity 

“America's economic prosperity in the 21st 
century will depend on cybersecurity… 
Cyber threat is one of the most serious 
economic and national security challenges 
we face as a nation.” 
                               —President Barack Obama 
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Today’s Agenda 
• VA ITWD Overview 
• NICE and the National Cybersecurity 

Workforce Framework 
• VA OIT Competency Model Overview 
• How VA is Implementing the Framework 
• ITWD’s Next Steps 
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VA ITWD Overview 
• ITWD prepares VA’s IT 

professionals to better serve 
our nation’s Veterans 
through the delivery of 
targeted, competency-based 
skills and development 
programs 
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NICE and the National Cybersecurity 
Workforce Framework 
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Overview of NICE and the Framework 

The National Initiative for Cybersecurity 
Education (NICE) developed the National 
Cybersecurity Workforce Framework (the 
Framework) to define the cybersecurity 
workforce and provide a common taxonomy 
and lexicon by which to classify and 
categorize cybersecurity professionals. 
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Framework Categories 
Seven Categories 
• Provide 

overarching 
structure of the 
Framework 

• Group 
cybersecurity 
specialty areas 

• Provide flexibility 
for organizations 
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Framework Specialty Areas 
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Framework Specialty—Example 
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VA OIT Competency Model 
Overview 
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ITWD Alignment with NICE Goals 
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Overview of OIT Competency Models  
• VA uses competencies 

based on KSAs and 
behaviors 

• Models comprised of role-
specific profiles 

• Program provides 
continuous training for 
workforce 

• Models administered 
through VA’s TMS 
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VA’s Talent Management System 
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OIT Competency Framework 
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OIT Competency Model Development 
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Applying OIT Competency Models 



Competency/Proficiency—Example 
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Identifying Training Needs 
• Determine Competency and Proficiency gaps via the 

TMS competency assessment 
• Select from learning events suggested by the TMS to 

add to the eIDP 
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Identifying Skill Gaps 
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Competency-based Training 
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Integrating Role-based Training 

22 



How VA is Implementing 
the Framework 
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Aligning to the NICE Framework 
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Integration of the NICE Framework 
• Benefits: 

– The combination of NICE 
Framework and VA’s 
competency model 
program provides multiple 
benefits: 

• Organizational 
• Employee 

• http://csrc.nist.gov/nice/ 
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ITWD’s Next Steps 
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Next Steps 
• Expand our role-based training programs to 

strengthen our cybersecurity capabilities 
• Collaborate with NICE to integrate ITWD training 

titles into NICCS catalog 
• Develop additional competency profiles for non-

2210 roles within OIT (Management/Program 
Analyst, Financial/Budget, Admin/Clerical) 

• Determine data-driven training topics to address 
skill gaps 
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Summary 
• NICE has created an effective Framework for 

cybersecurity professionals 
• Competency models provide an excellent 

complement to the Framework for professional 
development tracking 

• Tracking data from the models provides a more 
effective way to determine training priorities 
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Closing/Questions 
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Contact Information 
For questions or additional information, please 
contact: 

– VA IT Workforce Development 
vaitwd@va.gov  
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