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Who Are We?

« A Solutions company established in 2014, D2K utilizes:

— reliability centered design methodologies

— state of the art 00 Al software development platforms
(we love reusel)

— agile software engineering for on-time delivery of
validated software solutions

* Focus: to leverage system model-based reasoning for
delivering “Situation Aware” software. SA software is
“thinking” software that encapsulates insight and
understanding regarding operation, availability, uncertainty,
and adaptation.

- ...software that can intelligently and autonomously ,
, , or actions that will
successfully ensure safe, timely, and dependable results.
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Prognostics and Health Management (PHM)

PHM Systems are evolving to meet higher expectations

What should PHM Systems do?
— Determination of Health and its impact on system functions
— Monitor early warning of incipient failures
— Predictions of Remaining Useful Life
— Leveraging of advanced “reasoners”
« Signal processing for event detection
- Algorithms for event correlation and sensor fusion
«  Expert Systems and rule-based architectures
- Advanced neural and statistical classifiers
- Real-time state estimators
*  Model-based Reasoning

— Supervisory-level intelligence / logic

— Estimation and understanding of system state within operational
context

— Decision support to assist operators in maintaining operational
availability

— Optimize scheduling of maintenance and corrective actions
according to the principals of condition-based maintenance
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Prognostics and Health Management (PHM)

How have PHM Systems performed?
— Expensive
+ Takes too long to develop and deploy
— Oftenill specified
+ Limited access to existing design data
* Incomplete (or non-existing) design data
— Often an afterthought - considered very late in design cycle
« Oftenreduced in scope
*  Orinvolving small incremental improvements to legacy systems
«  Oreliminated altogether
— Excruciatfing test and validation cycles
. How to qualify PHM system?
*  No false positives / no false negatives
« Test and validation using Simulation vs. historical data vs. supervised learning
— Questionable performance
« s system availability increased (downtime minimized)?
* IS MTIR decreased?
«  Are operators better equipped and informed?
«  Are overall lifecycle costs reduced?
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System Management Design Considerations

Early as possible derivation of requirements

Design based on functional requirements and the
mitigation of failures (Behavior Driven Design)

Need to link failures to detectable events across
subsystems, and diagnosis to maintenance and corrective
actions

Design should identify necessary instrumentation (and
consequences of inadequate instrumentation)

Design should consider reasoning over systems,
subsystems, predictive models, usage, operational
regimes, real-time and historical data - within operational
context

Design should offer immediate advantages for life-cycle
management
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M Output of Design Methodology

e Crisp set of System Management requirements according
to operational context, functional requirements, and
mission objectives

e Preliminary definition of critical failure modes, associated
instrumentation and algorithms required to detect them,
and downstream consequences (as well as the intra-
subsystem event propagations that drive them)

* Baseline system object model required for reasoning
* Baseline fault models for diagnosis and prognostics

e Simulation and initial validation of diagnostic approaches
and understanding of underlying event propagation
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Quest for Software Quality

Test Driven Design (TDD)

Write a test that fails

Code until it passes

Refactor (re-coding if it breaks)
Behavior Driven Design (BDD)

“BDD is about implementing an application by describing its
behavior from the perspective of its stakeholders”

Requirements as User Stories

Pull vs. Push based

Automated Testing using philosophy of jUnit, TestNG (example
tools)

Automated Report Generation

Tests follow system through life-cycle
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Source Code (.c, .cpp, .h)i Q
Preprocessing Step 1: Preprocessor (cpp) «q’ 1;\
Include Header, Expand Macro (.1, .ii)l : 7;\
Compilation Step 2: Compiler (gcc, g++) 5 g
Assembly Code (. s)l .>- ms
Assemble Step 3: Assembler (as) % e
Machine Code (.o, .obj]l ‘/ 3.\)
Static Library (.1ib, .a)—» Linking Step 4: Linker (1d) ; y
Executable Machine Code {.exe]l "\\“0
Teg N
ATION
E
2| THAT MEANS NO MORE
& ] PLANNING AND NO MORE
E|] DOCUMENTATION. JUST
£| START WRITING CODE
F : §| ~ AND COMPLAINING.
| b e
3
t
2
T Tirme ‘;
g
Value delivered === Rizk of falure
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M Reliability Centered Maintenance Design

PHM Design Methodology — Part 1

Design Analysis and Asset Definition

R e e * Reliability Analysis, FMEA, PRA
¥
Knowledge Capture
1 Avsacy Perfomied, loontiy e Review content and determine
ppropriate Stakeholders and . .
Determine Where Knowled
gbuks hers ks if appropriate
v
dertiy Analysss yet o be  Tools and analyses should
errorme ° °
support PHM objectives.

\ 4

Define Domain ASsets | i ot e oeseasns * Drawings, specifications, schematics.
Model to detail required by critical
\ 4 °
Define each Assets Functions fqllure mOd es
according to Operating Context Includes primary,
(in terms of performance secondary, serial,
specifications, quality specifications, | superfluous, evident and
and safety/environmental hidden functions
require_ments)
1 J. Moubray. Reliability Centered Maintenance, Second Edition.
o New York, NY: Industrial Press, 1997.
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M Reliability Centered Maintenance Design

it HE
PHM Design Methodology — Part 2

Functional Failure Modes and Effects

Describe each Functional Failure o ° . .
S e—— * Functional Failure descriptions
specifications, quality specifications, asset fail to perform it’s
and safety/environmental defined functions? e ns Ure ‘l'ha‘l' ‘l'he P H M Sysi'e m
requirements)

detects what users care about

\ 4

o e ol Aryie! roous R and FEA e Analyses may not provide
analyses ° ° ° °
— insight into event propagation.
Mmool . . .
.  Consider deterioration,
Sves o o e, increased expectation, and
spontaneousunintentionél) applied S‘l'ress.
\ 4
) e * What happens as aresult of the
failure?
In what ways (if an‘y') does event affect
safety, environme.nt, availability, N .
pf°d“f'°"? e Take the time to consider event
What evidence of the failure exists? Deéig;sctlizg:nt prOPQQQﬁOn. tht eVidence iS
Consider Potential Failures. orithms ° °
I Hoert available? Consider subsystem
interaction

Cont'd
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M Reliability Centered Maintenance Design

PHM Design Methodology — Part 3

Failure Consequences, Criticality, and Event Propagation

Consider Failure Consequences Risk Assessment to

(why does it matter, and what should detsfmine whether L4 H ow Serio U S CI re th e effects ?

proactive or preventative

actions are appropriate
Are there any safety or environmental

you do about it?)

consequences?
1 * Did something break? Is the
What e pasrs system down? Did something
I} spill? Does anyone get hurt?

What is the cost of repair?

How Probable
are the failure

o e icon e What could be done to avoid
lower the
i probabilty? the consequences?

Asses Criticality and Risk

Conele Evont Sypatoma, Pl o * What insight is there for defining
= event detection logic?
S hed el * Ready to do fault modeling
Build Fault Trees

v

Cont'd
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PHM Design Methodology — Part 4

Usage Monitoring and Corrective Actions

Identify Proactive Maintenance Tasks

* Fault detection and isolation vs.

y
Consider all mechanisms for
deterioration (output, distance
travelled, operating cycles, calendar
time, running time) including direct
wear, fatigue, corrosion

Consider “average life”, “useful life"
and “safe life” statistics, as well as the
likelihood of premature failures

¥

Consider
scheduled
restoration and Y
scheduled discard
tasks (considering €
safety concerns
and cost
effectiveness)

Was the applied stress not variable?
Is there an identifiable age at which item
shows a rapid increase in conditional
probability of failure?

Do most of the items survive to that age?
Can item be restored to original
resistance to failure?

N
\ 4

Consider on
condition tasks. Y
Consider
downtime, repair - ——
cost, and safety.
Includes condition
monitoring, SPC

Is it possible and cost effective to detect
potential (incipient) failures?
|Is the associated P-F interval consistent?
Is it practical to monitor within time limit?
Is Nett P-F Interval long enough for
action to be taken?

VN

Consider failure finding and operational
verification tasks

Fault prediction

Usage . . R
Honipoey * Define the usage monitoring
peteeton requirements and parameters
Frequency
il  Published, estimated, and
" Faiure derived statistical fault

likelihoods
e Can failure rate be used as
specified (and PM scheduled)?

Wl Lo e If possible, prognosticate
frmvisd o

period)?

J. Moubray. Reliability Centered Maintenance, Second Edition.
New York, NY: Industrial Press, 1997.

NIST Industry Forum - May 8, 2018

Monitoring, Diagnostics, and Prognostics for Manufacturing Operations



Know!/ 2dge Based
systems

High Performance
Computing

* How to Decide?
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Traditional Control System Design

~ Potential Risks:
Process | Control System
Design ) Reference Design ) o T;fhggale .
uall u
* . y J
Customer - IS
Requirements OLEL S ("~ Schedule )
N > o chedule
[ Specification(s) _»|  Delivery
\__Problems /
[ Design Review ] ( Cost 7
—» Management
\__Problems /
i 4 )
Vendor Detailed | [ Incomplete
Design L Documents

Y

Validation & _»” Difr:i]zlij(léto R
Acceptance Testing

\ Modifications /
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e
Process

Design

Customer
Requirement

J

{

Control System
Reference Design] =
=
| Interactive Design
| Review =
I I —
| Y
Vendor Detailed

: [ Design J >
| v
| Validation &
| Acceptance Testing
I

\

Correct
Technical
\__Solution

/" Reliable
Schedule

\_Delivery

Cost Effective
Process

Life-cycle

High-Quiality
Documents

Suppon

/f\/f\/f

{ Plant Simulator

)
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System Model Based Reasoning

Goal: Transform data into information and
knowledge based on operational context,
leveraging all available wisdom

A Associations
Relationships
gO%jom, Insight, Moral
/ (Understand Principles)
WP© Knowledge, Strategy, Practice, Method

Connectivity
(Understand Models/Rules/Patterns)

@ © Information/Definition/Description
/ (Understand Relationships)

P© Data/Facts

How Why
Implications ?

What When
Where Who ?

>
Understanding
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M Object Oriented Development Platform

HealthMAP

External data and knowledge

Electrical Thermal %
Model Model Fluid Model

Advanced Simulation :
- Prognostics and Prediction Enterprise data

Q Failure Modes

Reporting/ Effects Analyses
Obiject oriented - Heallh “ 1 Areiieig (FMEAs)

Advisory
Generation

domain model Assessment

Notification

text

Business Process text
- State Policies text
Detection e

Data Acquisition/ text
SCADA systems
Data
Manipulation

Virtual Intelligent

Sensor Data Reference: General Atomics
E“‘(’{;?gg)e"t ‘ Acquisition
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Models of
Expected Process
Behavior

v

Empricial Health

Validated Sensor ~N Measured Process
Measurements Behavior
State Commands (H»| State Monitor

A Priori Fault

Y

Likelihoods

Designed Stress
Resistance

\ 4

Usage Monitoring

™~

Determination
Fault Detection FM
and Root Cause T e
Analysis
LEGEND
A
|:| Input Layer
|:’ Config Data
I:l Event Detection
\ 4
Fault Management
Updated Fault | | Health Management
Likelihoods -
|:| Prognostics
h 4

Stress Detection

User Entered
Maintenance
Events

|

Maintenance
Monitoring

Maintenance
Reguirements

> HM

| Health Estimation 1—
Prog

P Health Prediction  je—

Y
Anticipated Usage C{;nrzz?;%';ce Mitigation
Maintenance | >
Advisories Consequence

Advisories
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Preferred Platform Characteristics

Reasoning Execution Engine

— Scheduling, simulation, inferencing, trending, state
estimation, situational awareness, model-based
reasoning, and multi-threaded processing

Integrated graphical modeling tools
— Domain representation, state transition, fault modeling,
neural networks, workflow models, bow-tie diagrams

Methodology guided implementation using re-usable
libraries

OSA application supporting standards-based

interfacing

— Transducers, DACs, PLCs, DCSs, SCADA, data
aggregation platforms, 3rd party management tools,
dynamic modeling and simulation platforms, enterprise
data, Plant Historian, end user notification
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Complex Generic Objects

with Supporting Methods

L_[‘J HM-HYDRAULIC-EQUIPMENT-DOMAIN-LIBRARY HM-VALVE Class Definition

EEE
/5 /O HM-VALVE

E Methods
E Procedures

E Rules

E User Interfaces
E Supporting Resources

Hr-BALL-YALYE, a class-definition |

HrA-CHECK-WALYE, a class-definition |

HrA-MAMNUAL-YALYVE, a class-definition |

HrA-ACTUATED-VALVE, a class-definition |

HrA-MEEDLE-YALVE, a class-definition |

_| HM-VALVE, a class-definition Hi-BUTTERFLY-YALVE, a class-definition |

Hi- AUTOMATED-VALVE, a class-

valve-toggle

%'JMMJM

T T TTTT

%

o I— '_|—|
H— _ |
1 | FEi:‘J
HIV-PNEUMATIC-MANUAL-VALVE, & 1 ] o ] L —
class-definition M {EI
i ]
1
HM-RO-VALVE, a class-definition | —
HrA-SOLEMNOID-YALYE, a class-definition | rf |y g%
HM-CONTROLLED-VALVE, a class- )
definition —L

HiA-W ARIABLE-POSITION-VALVE, a
class-definition

HrA-MOTOR-Y ALVE, a class-definition |

MTT

HiA-3W AY-SOLENOID-Y ALVE, a class-
definition

definition

:[ HrA-RELIEF-YALYVE, a class-definition

HrA-SUBWORKSPACE-YALVE, a class-
definition

HrA- W AY-V ALVE, a class-definition |

HrA-GLOBE-THROTTLE-YALVE, a class-
definition

HW-ELECTRICALLY-ACTUATED-3WW AY-
YALWE, a class-definition

I
I
Il
mﬂ

| A A N A I

I
Il
Il
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! Navigator
=& Domain Object Definitions

Object Model Classes

= ISHM-EQUIPMENT
AAG-BRAKE-HPU
B AAG-HCU
+- [ ISHM-COMPUTING-EQUIPMENT
+- [ ISHM-ELECTRICAL-EQUIPMENT
= E ISHM-FLUID-EQUIPMEMNT
& [SHM-FLUID-GROUND
=& ISHM-FLUID-PATH-ELEMENT
Ed AAG-BRAKE-CARRIER
AAG-BRAKE-MANIFOLD-BLOCK
51 ISHM-ACCUMULATOR
1 ISHM-DEMINERALIZER
[] ISHM-FLUID-BUS
@ ISHM-FLUID-FILTER
== ISHM-FLUID-T
] ISHM-HEAT-EXCHANGER
B ISHM-MANIFOLD
3 ISHM-PIPE
B ISHM-RESERVOIR
+-- <] ISHM-VALVE
= [ ISHM-FLUID-SOURCE
B ISHM-HEATER
=& ISHM-GENERIC-FLOW-EQUIPMENT
= & ISHM-FLOW-CIRCUIT-ELEMENT
= & ISHM-FLOW-SOURCE
= [ ISHM-GENERIC-FLOW-SWITCH
= [SHM-GENERIC-GROUND
= [ ISHM-POTENTIAL-SCQURCE
=& ISHM-MECHANICAL-EQUIPMENT
F] AAG-BLANKING-PLATE
] AAG-BRAKE
@ AAG-DRUM
] AAG-SHOCK-ABSORBER
AAG-WATER-TWISTER
& ISHM-BEARING
= ISHM-ELECTRICAL-MACHINERY
B ISHM-MECHANICAL-CABLE
+- = ISHM-PULLEY

Water cooling system topology

ws vrs
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)
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!
(s (s (e (g (s (vipied (st (ps)ex s ()

e (X (B (@ (e
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Go) i
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= -‘CJ ¥ ot o
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on ey
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Concepts and Models

ppl pp3 N ppP6 O 3 O
T2
%! @ o

V3 | V5
N N pp9 | pplo ‘
ppl pp2 pp4 pp7 pp12
V4 V6
NL2 pp1l ,
PP5 Pp8 ATM

V7 O T4

o
Flow Subsystem as a Concept
Flow Subsystem 1: Members (TK1, pp1, T1, P1, pp2, pp3. V2, ppé, pp?, 13, P3, V5, 12, P2, F1, TK2), Source: TK1, Sink: TK2.
Flow Subsystem 1: Members (TK1, pp1, T1, P1, pp2, pp4, V3, pp7, pp?. 13, P3, V5,12, P2, F1, TK2), Source: TK1, Sink: TK2.

Note: AO-MDS incorporates the concept of Flow Subsystem and dynamically determines Flow Subsystems for any application and its
current configuration.

In Contrast with a data/information driven approach:

Flow subsystem selected from a pre-defined list that considers all possible combinations of valve configurations for all schematics
» generally hundreds or thousands of valves are involved, becoming a complex combinatorial problem.

* Any changes in the system (e.g. adding a valve) will require extensive work to update the combinatorial list.

* Any new system will require its own combinatorial list.
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Failures Modes and Effects Analysis (FMEA)
Modeling based on MIL-STD-1629A(2)

Process Fluid feed  Leak Sealed Pressure leak  Decreasing |dentify sealed

Equipmen  subsystem subsystem pressure subsystem, and

t maintaining measurement check pressure
pressure sensors for

Tw Pressure Subsystem

Leak Pressure Leak

a-gubcomponent-of encompassing

Decreasing Pressure

is2_process-equipment is2_pressure-subsystem

an-isolatio

is2_valve

>[I @

pressure_sensor
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Generic Fault Models

Domain Map

Specific Fault Model

Low inlet pressure
qll

purmp

Plu?ged inlet strainer

pump

Low flow ‘
cdg-connected-upstream:connectio

domain-object

Pump impeller dam

pump
Pump generic fault model

High outlet temperature  Tube fouling

@ — @8
~~ fumace furnace
cdg-connected~up§1re’am::connection
i

a0

Lowfow

domain-object
Furnace generic fault model

Check inlet pressure
pump

Unclog inlet strainer
pump
Test and repair actions
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Model based reasoning: event detection and

diagnosis

Domain model used to predict expected values
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A Debug Specific Fault Models: Sequential Mode

Type Event Name
[r— CurrEvt Low flow
e PrevEvt Clogged inlet strainer
™™ IncEvt Low suction pressure

£

Target Object
pump-2
pump-2
pump-2

>

Event Log

View Graph ‘

@

pump-1 pump-2
Clogged inlet s Low flow
—p D" (o2
purnp-2 purp-1
Impeller damage Low flow

Debug Status: INFER-EVENT Steps Left: © Mode: Sequential I Graph Options ‘
Start At: l Close ‘
Jump l ’ Next ‘ I Back ]
[ ) Debug Specific Fault Models: Event Log .%
% Debug Display Workspace
Number Type Event Name Target Object Value Status Time Stamp o
LG IR EEEER 1 IncEvt High outlet temperature heater-1 true specified 3/4/2007 22:56:02
5 2 InfEvt Low flow pump-2 suspect  upstream inferred 3/4/2007 22:56:02
= 3 InfEvt Impeller damage pump-2 suspect  upstream inferred 3/4/2007 22:56:02
[ 4 InfEvt Clogged inlet strainer ~ pump-2 suspect  upstream inferred 3/4/2007 22:56:02
5 InfEvt Low flow pump-1 suspect  upstream inferred 3/4/2007 22:56:02
Clogged inlet s 6 InfEvt Impeller damage pump-1 suspect  upstream inferred 3/4/2007 22:56:02
7 InfEvt Clogged inlet strainer ~ pump-1 suspect  upstream inferred 3/4/2007 22:56:02
pump-1 8 InfEvt Tube fouling heater-1 true downstream inferred  3/4/2007 22:56:02
9 InfEvt Low suction pressure  pump-2 suspect  downstream inferred 3/4/2007 22:56:02
10 InfEvt Low suction pressure pump-1 suspect downstream inferred  3/4/2007 22:56:02 ol
Impeller damage Low suction pressure { }

Close

High outlet temperature

gl

Tube fouling

-
»

(&1 HI@s

pump-2

heater-1

heater-1
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