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Legal Stuff — Read Carefully

This presentation is designed to provide authoritative information
with regard to the subject matter covered: The information is
provided for your information only and should not be relied upon as
legal advice. This presentation makes no warranties, express or
Implied, based on the information it contains. Nothing in this
presentation constitutes the establishment of an attorney-client
relationship between you and Daniel J. Ryan, Esquire. Please
remember that laws may differ substantially in individual situations
or in different states, so you should never rely on legal or other
materials from this or any other slide presentation without first
seeking advice about your particular situation from an attorney
licensed to practice in the appropriate jurisdiction. Noething
contained Iin this presentation should be construed to constitute a
recommendation or endorsement of any company or firm, product,
or service.
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Professionalizing Cyber Security

We are past the point where amateurs, even talented
amateurs, can do what is needed

m Professions are vocations characterized by “formal
gualifications based upon education, apprenticeship, and
examinations, ...[managed by] regulatory bodies with
powers to admit and discipline members, and some
degree of monopoly rights.”

Easy answers won't get the job done

m You can't “secure” systems and networks
= Resilience is the key

Compliance metrics are not sufficient

= We need performance metrics
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