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Signify is the World Leader in Lighting
We provide high-quality energy efficient lighting products, systems and services 

Light sources Luminaires Systems and Services 

No. 1 
Conventional. 

LED, Connected 

€7bn 32,000 No. 1 
sales in 2017, people in 70 Industry leader 

~ 75% countries Dow Jones 
professional Sustainability Index 
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Signify Proudly Markets the Best Lighting 
Brands in the World 

Our high-end lighting 
brand made in Italy 

Our Internet of Things 
platform and connected 

lighting systems 

Our international brand 
in architectural lighting 

Our global brand in 
professional and 
consumer lighting 
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• Cybersecurity and Privacy standards & regulations are rapidly becoming a priority with 

the ever increasing number of connected systems and the risk of hackers, making it a 
major security concern for individuals, companies and governments. 
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Attack Sophistication vs. 
Intruder Technical Knowledge 

Intruders 
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• Nested on the servers’ motherboards, the testers found a tiny microchip, not much 
bigger than a grain of rice, that wasn’t part of the boards’ original design. 

• Investigators determined that the chips allowed the attackers to create a stealth doorway 
into any network that included the altered machines. 

• Investigators found that the chips had been inserted at factories run by manufacturing 
subcontractors in China. 
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Supply Chain and its 
complexities

3rd party R&D and 

Final Assembly Distribution Sub-Assembly Components 

Installation Configuration Maintenance Decommission 

Manufacturing Downstream Upstream 

Customer Site* 

8 



 

Defense in Depth 
• Defense in Depth manages risk with diverse defensive strategies, so that if one layer of defense 

turns out to be inadequate, another layer of defense will hopefully prevent a full breach. 

Policies, Procedures, 
Awareness 

Physical 

Perimeter 

Internal Network 

Host 

Application 

Device 
Assets 

P/W Policies, Education, etc. 

Guards, Locks, Access Control 

Firewalls, ACL Configurable Routers, VPNs 

Intrusion Detection, Network Segments 

Device Firewall, Authentication, 
Security Updates, Anti‐Virus, Auditing 

Data, Control, Configuration 
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CTPAT 

• Started right after 9/11. 

• When an entity joins CTPAT, an agreement is made to work with CBP to protect the supply 
chain, identify security gaps, and implement specific security measures and best practices. 

• The first step is for the company to review the CTPAT Minimum Security Criteria for their 
business entity to determine eligibility for the program. 

• The second step is for the company to submit a basic application via the CTPAT Portal system 
and to agree to voluntarily participate. 

• The third step is for the company to complete a supply chain security profile. 
• The security profile explains how the company is meeting CTPAT’s minimum security criteria. 
• In order to do this, the company should have already conducted a risk assessment. 
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• The program, which aims to enhance international supply chain security and to 
facilitate legitimate trade, is open to all supply chain actors. It covers economic 
operators authorized for customs simplification (AEOC), security and safety 
(AEOS) or a combination of the two. 
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TAPA Standards 
• Facility Security Requirements (FSR) set minimum standards for security and industry best 

practices for facilities storing and handling HVTT assets. 

• They also specify the proper methods for maintaining those standards. TAPA members who 
purchase supply chain services should choose suppliers who meet or exceed TAPA’s FSR 
certification requirements. 

• FSR certifications apply to individual facilities, not entire companies. 

• Trucking Security Requirements (TSR) set minimum standards of security and best practices for 
over-the-road carriers of HVTT goods. 
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Threat Intelligence 
• Resilience360 Risk Assessment 
• Resilience360 Incident Monitoring 

• Provide a comprehensive solution for mitigating 
the risks associated with theft, spoilage, 
counterfeiting, diversion, pilferage, and other 
cargo security threats. 

• Used for monitoring, alerting and recovery. 
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Standards/Guidelines/
Whitepapers 

• ISO 28000 

• ISO 20243 

• NIST 800-161 

• ISO 270XX series 

• NIST IR 7622 

• IEC 62443 series 

• Whitepapers – DOE, UTC 

• Guideline - NEMA 
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Few Other Things We’ve Been 
Doing 
• Creating Awareness 

• Physical Security and Access Control 

• Sharing Security Expertise 

• SDL – Product and Process Requirements 

• Contractual Agreements with Suppliers 
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Conclusion 
• Do things you can sustain 

• This provides a safety margin for growth. 

• Does not take a huge hit on cost. 

• Willingness of upper management to set an upper bound for growth. 
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Compliance vs Security 
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