AGENDA

Workshop on Cybersecurity Labeling Programs for Consumers: Internet of
Things (1oT) Devices and Software

September 14-15, 2021

Day One-September14, 2021

WELCOME/GOALS FOR CONSUMER LABELING PROJECTS (10:00-10:20AM)

Warren Merkel, NIST
Kevin Stine, NIST

PANEL: INTERNATIONAL APPROACHES TO CYBERSECURITY CERTIFICATION (10:20-11:20AM)

Moderator: Amy Mahn, NIST
Panelists (Confirmed):

Speaker Name Organization
Soon Chia Cyber Security Agency of Singapore (CSA)
Peter Stephens DCMS, UK Government
Isabelle Roccia BSA
Richard O’Brien CPSC

PANEL: CONSUMER PERSPECTIVES(11:20-12:20P M)

Moderator: Julie Haney, NIST
Panelists (Confirmed):

Speaker Name Organization

Shane Johnson Director, Dawes Centre for Future Crime, University
College London

John Banghart Cybersecurity Coalition

Jean Camp Director of Center for Security and Privacyin
Informatics, Computing, and Engineering, Indiana
University

Anu Devi Trustworthy loT Coalition, World Economic Forum




AGENDA
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September 14-15, 2021

BREAK (12:20-1:00PM)

TECHNICAL CRITERIA FOR CONSUMER IOT: A STARTING POINT (1:00-2:15P M)

Moderator: Barbara Cuthill, NIST

Panelists: Kat Megas, NIST, Paul Watrobski, NIST; Mike Fagan, NIST

BREAK (2:15-2:30PM)

PANEL: CONSIDERATIONS FORTECHNICAL CRITERIA FOR CONSUMER IOT PRODUCTS (2:30-3:45)

Moderator: Michael Fagan, NIST
Panelists (Confirmed):

Speaker Name

Organization

Drew Bagley

CrowdStrike

Samir Jain

CDT

Maria Rerecich

Consumer Reports

Dave Kleidermacher

Google

Beau Woods

| am the Cavalry

WHAT WE HEARD TODAY, WHAT’S UP TOMORROW (3:45-4:00P M)

Warren Merkel, NIST

ADJOURN (4:00PM)
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Workshop on Cybersecurity Labeling Programs for Consumers: Internet of
Things (1oT) Devices and Software

September 14-15, 2021

DAY TWO - SEPTEMBER 15, 2021

GOALS FORCONSUMER SOFTWARE PROJECT (10:00-10:20AM)
Michael Ogata, NIST

PANEL: FEDERAL AGENCY PERSPECTIVES (10:20-11:20AM)

Moderator: Robert Morgus, U.S. Cyberspace Solarium Commission
Panelists (Confirmed):

Speaker Name Organization
Ann Bailey EPA
Hampton Newsome FTC
Tim Smith CPSC

PANEL: SCOPING THE SOFTWARE LABEL: THE WHO AND WHAT(11:20-12:20PM)

Moderator: Michael Ogata, NIST
Panelists (Confirmed):

Speaker Name Organization
Alexalee Tl
Mary Ellen Zurko MIT Lincoln Laboratory
Douglas Biggs Underwriters Laboratory
Jeff Williams Contrast Security

BREAK (12:20-1:10PM)
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PANEL: TECHNICAL REQUIREMENTS FOR SOFTWARE CYBERSECURITY LABELS (1:10-2:30P M)

Moderator: Michael Ogata, NIST
Panelists (Confirmed):

Speaker Name Organization

David Wheeler The Linux Foundation

Chris Wysopal Veracode
Steven B. Lipner SAFECode
Brian Glas OWASP

Tony Rice Microsoft

BREAK (2:30-2:45PM)

PANEL: APPROACHES TO CONFORMITY ASSESSMENT AND ATTESTATION (2:45-3:45PM)

Moderator: Amy Phelps, NIST
Panelists (Confirmed):

Speaker Name Organization
Karin Athanas TIC Council
Reinaldo Figueiredo CASCO Chair
Gary Jabara Mobilitie

WHAT WE HEARD TODAY AND NEXT STEPS (3:45-4:00PM)

Warren Merkel, NIST

ADJOURN (4:00PM)
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