Protecting the Nation’s Critical Information
One Team, One Mission




Defending cyberspace
in 2018 and beyond.




Cyber Risk.

Function (threat, vulnerability, impact, likelihood)
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The adversaries are relentless.
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Exflltrate mformatlon
Preposmon malicious code

Brmg down capability.




. 4w Economic security. e
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Protecting critical systems and assets—
The highest priority for the national and economic
security interests of the United States.







" Kinetic space. -

"~ Cyber space.







Anthem Blue Cross Blue Shleld

Ashley Madison.







A
M P e A~y

S e s .

o s ~ 340 i
N

- 5. % -
g » » »
.

- F-35design documents. « "







143,000,000
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800,000
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Government Academia

One team, one mission.

Industry




. Effectiveness.




Reducing susceptibility to cyber threats
requires a multidimensional strategy.

Harden the Limit damage
target to the target

First Dimension Second Dimension

Make the target
resilient

Third Dimension




Transparency.

Traceability.




Some final thoughts.




Simplify. Innovate. Automate.
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Operationalize.




Leadership.
Governance.
Accountability.




Security. Privacy. Freedom.
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SIMPLIFY. INNOVATE. AUTOMATE.
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