CRT Teleconference
Thursday, May 18, 2006

Participants: Allan Eustis, Alan Goldfine, John Wack, Nelson Hastings, David Cypher,


         Sharon Laskowski, Wendy Havens, Steve Berger, JR Harding, Brit Williams
Agenda

  1) Administrative updates (Allan E., John W.)

  2) Final Draft Environmental Electrical/RF Requirements (David Cypher).  The document is at http://vote.nist.gov/TGDC/crt/
  3) Any other items.

The CRT telephone conference after this one will be on Thursday, June 8.

Administrative Updates:

· Resolution 01-06 matrix that marries NIST tasks to TGDC resolutions will be posted in the next week. 
·  Reviewed with members the May 15th monthly meeting between the EAC and NIST.
Also in attendance were Brian Hancock, Tom Wilkey, Donetta Davidson and Ray

Martinez. EAC also interested in vendor feedback on; a) better definition about “COTS”,

b) coding standards, and c) speeding up open ended testing. (NIST meeting monthly with vendors at their ITAA teleconferences.)
· EAC concerned with gaps in testing including test inconsistency from lab to lab and no test cases.  SB noted concern with current labs testing to 2002 VSS. He raised his worries about testing to 2005 VVSG and new labs entering system.
· JW noted that re-prioritization must come from EAC. We are currently under an EAC mandate for a VVSG 2007 standard in July 2007. Will continue discussion  of  issues with EAC on re-allocation of  limited resources and prioritization of tasks.

·  Discussion of a TGDC meeting before December plenary to deal with near term issues of priority, concern and possible resolutions;   e.g. Should we write tests to VVSG 2005. 

· AG noted meeting should probably be “focused” on specifics, i.e. designed to concentrate on said issues. SG indicated need for specific deliverable: list of priority tasks to complete. NIST is not working on most important  issues at this time.
·  Standards and Advisory Board meeting  scheduled for May 24th. John Wack will be speaking on general issues including  the VVPAT Module. EAC considering a Standards Board Advisory Committee to NIST. Wack contacting Miller and Gale to inform them. 
Environmental Electrical / RF Requirements: 

·  David Cypher has completed research to re-write environmental requirements; review of the final draft includes, in general,  4 general groupings a) electric supply b) capability c)lightning d) emissions; See below.

· SB and BW raised considerable concern about not writing requirements in terms of test criteria- putting cart in  front of the horse. There is a need for testable requirements. They are not in the current proposed requirements. JR, BW and SB indicate document (below) is unacceptable and 2005 VVSG should stand as it currently is written with  respect to   Environmental Electrical/RF Requirements. Revision is opposed.
· Specific discussion items included 2 hour battery back up. (Drop 12 hour recommendation). Use NIST Boulder to review EMC requirements and provide guidance.
Other Items
· AG noted need  to reconcile two issues: (1) immediate adjustment in near term tasks and (2) Review of deliverables for entire project. JR noted that w e are not responding to election community on 2005 VVSG work.  SB noted that VVSG document is just a tool. Priority tasks are most important. 
Next Meeting is on June 8th at 10:00 am EST
Final   Draft Revised Environmental Electrical/RF Requirements Proposal
David Cypher

Alan Goldfine (editor)

May 9, 2006
The following requirements replace requirements 4.1.2.4 through 4.1.2.12 in Volume I of the 2005 VVSG.

Note:  The implementation of these changes requires a change to the second bullet item of 4.1.

Current text: “Environmental requirements, where no distinction is made between requirements for paper-based and DRE systems, but requirements for precinct and central count are described.”

Modified text: “Environmental requirements, which are applicable to vote scanning and counting equipment for both paper-based and DRE voting systems.”

4.1.2.4 Electrical Supply

For all voting system that requires an electrical supply that is not direct current (DC) (battery supplied):

a. The voting system shall operate on standard alternating current (AC) circuits according to [1] and [2].

Reason: We should follow generally accepted standards so as not to have any special electrical requirements that would prevent easy installation and use of commonly found electrical outlets and public utility supply.
b. The voting system shall also be capable of operating for a period of at least two (2) hours on backup power, such that no voting data is lost or corrupted or normal operations are interrupted.  When backup power is exhausted the voting machine shall retain the contents of all memories intact.

The backup power should last for the entire duration between the opening and the closing of the polls, or the period necessary to perform the function of the voting machine in a timely manner without disrupting any step or phase of the voting process

For battery supplied DC voting systems, no special battery shall be required.  Any batteries needed shall be commonly available.

The backup power capability is not required to provide lighting of the voting area.

4.1.2.5 Electromagnetic Compatibility (EMC)

All electronic voting systems shall satisfy the immunity requirements contained in [9].

4.1.2.5.1 Electrostatic Disruption

All electronic voting systems shall comply with the applicable and appropriate requirements defined in [3].

4.1.2.5.2 Electromagnetic Susceptibility

All electronic voting systems shall comply with the applicable and appropriate requirements defined in [4].

4.1.2.5.3 Electrical Fast Transient

All electronic voting systems shall comply with the applicable and appropriate requirements defined in [5].

4.1.2.5.4 Conducted RF Immunity

All electronic voting systems shall comply with the applicable and appropriate requirements defined in [6].

4.1.2.5.8 Magnetic Fields Immunity

All electronic voting systems shall comply with the applicable and appropriate requirements defined in [7].

4.1.2.5.1 Electrical Power Disturbance

All electronic voting systems shall comply with the applicable and appropriate requirements defined in [8].

4.1.2.6 Lightning Surge

Lightning surge can occur in at least three areas that can affect the voting systems:

1) The cable supplying the electrical power;

2) Any cable other than the electrical cable, such as cables used in telecommunications, data networks, or cable networks; and

3) The building structure in which the equipment is housed.

The electrical power supply entering a building from a public utility AC mains power supply is already protected to some level from lightning surges.  This is defined in [2].  The public telephone system entering a building is also protected to some extent from lightning.  This is defined in [10] and [1].  However it is the cabling within the building and the building construction itself that remains for the most part unprotected or lacks a standard protection level, it is to this unknown that the voting system must be protected.

Note:  The section on Lightning Surge may need to be informative, as above.  [1] defines what should be provided, but also states that it is dependent upon the devices attached.  So if the building and its wiring are protected to, say, level X, and the voting device needs a higher protection level, then the system's documentation will have to explicitly state so.  Would we be specifying requirements for the building that houses the voting device, or for the voting device?  If it is the former, it is out of scope for this section.  If it is the latter, what base reference should be used?  Should it be for the worst or best case or somewhere in between?  The answer is the answer to a multivariable question on cost, probability and intensity of lightning surge.  [1] would classify the voting device as a sensitive electrical device and consider applying additional protection at the device itself.  But no level of protection is given.
4.1.2.7 Electromagnetic Emissions

All electronic voting systems shall comply with the Rules and Regulations of the Federal Communications Commission, Part 15; Class B requirements for both radiated and conducted emissions.
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