CRT Teleconference

May 4, 2006

Participants: Allan Eustis, Alan Goldfine, David Flater, John Wack, JR Harding,


         Daniel Schutzer, Sharon Laskowski

Agenda
1.) Administrative updates (Allan E.)

2) Unfinished business/New topics (see attachment below)  (David F.)

3) Any other items.

Meeting begins: 10:05

AE- updates CRT members about the invitation to all the TGDC to join in on all our

teleconferences; in turn making everyone aware of the business of all subcommittee meetings.

 -also mentioned was Donetta Davidson's offer to join in on the meetings  whenever her schedule permits; 

sees this communication as  a good way to stay connected with the EAC;

 -there are now monthly meetings  between NIST and EAC.

AG- 2005 VVSG was finally published in the Federal Register (April 12, 2006) – The document is also in text on the EAC webpage.

JR volunteered  to re visit polling places during November elections as an observer. NIST will coordinate elelction observing activity with EAC (Wilkey). 

DF- summarizes "unfinished business" topics relating to some issues brought up at the

TGDC meeting as well as other outstanding topics of interest. (see below) Voter-vote capture device interface requirement will be handed over to HFP.
  -review of issues included: 


- issues as voter's choice; election judge rules
 
-2002 VSS requirements


 -adjustments to requirements;

 
-open issue; Implication on counting abandoned ballots

 
-equipment related to "half finished (abandoned)  ballots"


 -new draft on standard on data to be provided

 
-voting equipment changes...not always clear


 -consider modifications / bar code unique identifier
- Discussion of op scan systems re: elections records maintenance  and  refinements in audit capabilities. Vendors have issues with memory capabilities of these systems. 
Suggestions on trying to encompass key members into the teleconferences so as to address and discuss certain issues of importance in a verbal "real time" environment.

Suggestion by JR and DS that we need to provide clear choices to TGDC members. Provide action items to all sub committee members in a white paper. Then request input from members and move forward.

David Cypher will be discussing his information on the electromagnetic requirements at the next meeting, which will be: May 18th

Meeting ends: 10:40

Unfinished business  (Flater)

Overvotes and undervotes / voter's choice issue

At the March 2006 TGDC meeting, we had intended to have an open discussion on the pros and cons of the voter's choice language in Requirement III.3.4-7.  Unfortunately, our session was rushed and that discussion did not get the time it needed.

The voter's choice issue, specifically, is which role (voter or election judge) is empowered to override a ballot rejection so that, after a warning, a ballot containing an overvote, a totally blank ballot, or what have you would be accepted by an optical scanner.

Since the TGDC meeting, it was agreed among NIST staff that that requirement and similar ones fall within scope of HFP and not CRT.  In the CRT-DWF draft they have been moved to Volume III Section 3.4 as a way of handing over responsibility to HFP.  We hope that all affected parties will participate in our May 4 teleconference.

The history of the voter's choice requirement is summarized below.  For complete citation of the language of the various standards, please see Complete Background on the "Voter's Choice" Requirement (Web) (Word) (PDF) (OpenDocument).

· 1990 VSS:  No semblance of this requirement appeared in the 1990 standards as far as I can tell. 

· 2002 VSS:  Precinct count paper tabulators are required to be capable of rejecting overvotes and undervotes and allowing the voter, at the voter's choice, to override the rejection.  It must be possible for election officials to turn off these capabilities.  DREs are required to warn of undervotes and prevent overvotes. 

· HAVA:  There is a requirement for voting systems to warn of overvotes, notify the voter of the effect of overvoting and allow the voter to correct the ballot before it is cast.  However, there is an exception to the effect that certain systems are not required to reject overvotes at all.  The wording is such that one could argue that the exception applies to precinct count optical scanners, even though these are specifically mentioned in the former requirement.  There is no requirement in HAVA for any system to reject undervotes. 

· May 9, 2005 "initial report" approved by TGDC:  The language quoted for the 2002 VSS is unchanged.  New language was added in the usability section but it does not make any enforceable requirements on the equipment. 

· VVSG'05 Version 1.0:  All systems are required to warn of overvotes and undervotes and to allow the voter, at the voter's choice, to override the rejection of an undervote.  Paper-based precinct tabulators must allow the warnings to be turned off by an election official.  DREs are not required to prevent overvotes.  Paper-based precinct tabulators are not required to allow the rejection of overvotes to be overridden. 

· DWF-WorkingDraft-20060425:  Reverted to 2002 VSS requirements, merged redundant requirements, clarified requirement to allow election officials to turn off rejection of undervotes, removed requirement to allow election officials to turn off rejection of overvotes (per HAVA), expanded to cover Electronically-assisted Ballot Markers (EBMs). 

Equipment failures and half-finished ballots issue

At the TGDC meeting it was asserted that the following requirement, which originated with the IEEE draft, may conflict with election law applying to abandoned ballots:  "In the event of a failure that precludes continuation of a voting session, any stored data associated with a ballot in progress, other than audit log data, shall not be retained."

The problem case seems to be where (1) the equipment has a serious failure in the middle of a voting session, AND (2) the affected voter flees the polling place without casting a ballot on any machine, AND (3) election law states that abandoned ballots should be cast.  In this case, and this case only, you would need to retain the half-finished ballot so that it could be cast if and when the equipment is recovered.

To remain compatible with such jurisdictions, the cited requirement has been removed.  However, see new issue on implications of counting abandoned ballots.

New topics

Standards on Data To Be Provided

A first cut at Volume IV, Standards on Data To Be Provided (Word) (PDF) (OpenDocument), now appears in the draft.  Details on the changes relative to VVSG'05 follow.

Separation of Standards on Data To Be Provided from Product Standard

As part of the overall architectural cleanup of the Guidelines, requirements to document certain things or to provide certain information have been moved into a separate volume from functional and performance requirements applying to the voting equipment itself.

Separation of requirements on Voting Equipment User Documentation from requirements on Technical Data Package

In previous Guidelines, there were many requirements saying such things as "Provide documentation," "The vendor shall document," "The vendor shall provide detailed descriptions of," or "Documentation shall include" with no indication of whether said documentation should be available to all users (in the Voting Equipment User Documentation) or merely to the test lab (in the Technical Data Package).  These Guidelines have clarified which is which.

A copy of the Voting Equipment User Documentation is included in the Technical Data Package.

Changes in TDP content

Technical Data Package requirements have been modified to enable verification of voting application logic implemented in software, firmware, and hardware and to clarify source code requirements in boundary cases.  Operating systems that are customized or that implement application-level voting logic are subject to a source code review.

Numerous changes in wording have been made to clarify the requirements that were carried over from previous Guidelines.

Revisions to test lab reports

The Certification Test Plan and Test Report described in VVSG'05 require revision to deal with the evolution of certification testing to include standard testing protocols and an expanded scope of testing.

The Certification Test Plan and Test Report are deliverables from the test labs to the EAC; hence, any guidance that we receive from the EAC may impact these sections dramatically.

The chapters on the Certification Test Plan and Test Report have been changed from complete, but informative, outlines of the reports to minimal, but normative, sets of requirements on what the test reports must contain.  Test labs are now encouraged to apply relevant external standards, such as IEEE Std 829 and IEEE/EIA 12207.1, to determine the organization and content of test plans, provided that the information described in Volume IV Chapter 4 does appear in the result.

Public Information Package (PIP)

In Resolution #28-05, the TGDC requested that NIST recommend standards on data to be provided, called a "Public Information Package," that must be publicly available and published as evidence that the certification process was responsibly executed.  These requirements now appear in Volume IV Chapter 6.

Publication of the PIP is outside the scope of the contractual relationship between test labs and vendors, so instead the PIP must be delivered to the EAC as a prerequisite for certification.  If the system is certified, the EAC will (we assume) publish the PIP.

The same minimal requirements apply to the PIP as apply to the test report, and the same minimal requirements apply to the test plan contained in the PIP as apply to the test plan contained in the test report.  The difference is that the test report, and the test plan within it, may contain additional, vendor-proprietary information that would not be suitable for publication.

Requirements transferred to HFP

After a meeting of the CRT and HFP personnel at NIST it was concluded that some requirements appearing in the CRT-DWF draft properly belong to HFP.  These requirements have been moved to Volume III Section 3.4 as a way of handing over responsibility to HFP.

New subclasses of optical scanner

In the near term, it is expected that the same optical scanners will be used for reading both manually-marked paper ballots and EBM-marked paper ballots.  But in the future, an optical scanner might be optimized to read the ballots generated by a particular kind of EBM.  It might, for example, tabulate write-in votes from a bar code instead of separating ballots with write-in votes for hand counting.  Also, in a system using EBMs exclusively, the response to marginal marks should be different, since there is a high likelihood that this indicates an equipment malfunction.

New classes ECOS (EMPB-Capable Optical Scanner) and MCOS (MMPB-Capable Optical Scanner) have been added to distinguish tabulator requirements having to do with manually-marked paper ballots from those having to do with EBM-marked paper ballots so that the requirements on tabulators will be upward-compatible with evolutions like those just described.

New issue:  implications of counting abandoned ballots

Our concept of election integrity has consequences for all of the requirements in the product standard.  Is it consistent with that concept of election integrity to count votes from ballots that were not cast by any voter?  Alternately, is it consistent with that concept of election integrity to equate walking away with the deliberate, irrevocable act of casting a ballot?

Human factors issue:  do voters understand that walk away = cast ballot?



