Core requirements & testing

Subcommittee Teleconference
6/29/06

10 AM, EDT

Attendees: Allan Eustis, John Wack, Alan Goldfine, David Flater, Britt Williams, Dan Schutzer, Sharon Laskowski

Agenda

1) Administrative updates (Allan E.)

  2) Thoughts on COTS see: (http://vote.nist.gov/TGDC/crt/DWF-COTS-200606131130.html) (David F.) and Williams e-mail (below). 
  3) SB/DWF Test Reports Comparison see:  (http://vote.nist.gov/TGDC/crt/DWF-TestReports-20060620.html) (David F.)

  4) Any other items.

  5) Next Conference Call Thursday, July 20, 10 AM.

Meeting Began at 10: 04 AM

 1.) Administrative Updates
-December 4,5 2006 are the dates for the next currently scheduled plenary session of the TGDC at NIST. Commissioner Martinez will continue on the EAC during the re-appointment process for his successor through August and perhaps until December if necessary.  
2.) Thoughts on COTS, Rev. 200606131130
-DF led discussion of verbiage for Commercial of the Shelf (COTS) voting software. Obtaining source code will be difficult. The  COTs definitions  in VVSG will be critical to the decisions of what will be excluded from testing.
-BW noted that vendor does not determine what is COTs. 
-ITA should obtain COTs from vendor. (Vendors should not be assumed to be more talented than ITAs).

-Discussion of benchmarks: BW recommended expanding the phrase to read “in widespread use in the U.S.”
-Discussion of : Verification that alleged COTS is really COTS.  BW recommends using witness build concept at factory to verify what is “sealed” is indeed what will be integrated at ITA.
-Discussion of “Rotten COTs issue” .  DF will forward an e-mail to sub committee on this issue/ Issues of practicality versus security.

-JW indicated an intention to ask venoms through ITAA to hand over their list of what they think is COTs.

-BW noted that COTs consept began in the 1980s and is currently outdated. Defining COTs now is nearly impossible ndthe designation is nearly meaningless.  (He offers a future COTs plan in e-mail below centered on a pre-approved list.) 

DF noted that Ambrogi agreed to take the concept of a “COTs” pre-approved list to the Commissioners for review in the previous STS teleconference.

-Discussion of importance of where/how software is used and not where software is produced. (Note one vendor is foreign owned.)

3) SB/DWF Test Reports Comparison

-DF led discussion of new material and new terminology including: border logic,  application logic, core logic, COTs definition, third party logic and configuration data.

-JW noted that large portions of Windows CE source code might be provided to ITAs for testing by Microsoft. 

-Test report Discussion: DF reviewed maping of DF requirements into berger outline. (See: http://vote.nist.gov/TGDC/crt/DWF-TestReports-20060620.html) . there are some mismatches here. Not clear “vendor shall document” as part of the test report.
Other Items

NIST/ITL is moving to a new building on 7/7 and may be out of pocket for a few days. Phone numbers stay the same and e-mal addresses
BW suggested that NIST personnel attend the IACREOT meeting. (Note: due to unexpected work load issues including congressional testimony requirements, NIST personnel will not be able to attend). 
  5) Next Conference Call Thursday, July 20, 10 AM.

From: "Brit Williams" <britw@bellsouth.net>
To: <allan.eustis@nist.gov>, "Multiple recipients of list" <tgdc@nist.gov>
Cc: <twilkey@eac.gov>, "Brian Hancock" <bhancock@eac.gov>
Subject: More COTS
Date: Fri, 30 Jun 2006 08:19:40 -0700


It is good that the TGDC is attempting to narrow the definition of COTS.  COTS has been a problem area in voting system certification from the get go.  This is a grey area that the vendors continuously attempt to exploit in order to exempt a portion, or in some cases all, of a voting system from evaluation.  No matter how narrowly we define COTS, this activity will probably continue. 
 

There were two things discussed in the telephone conference yesterday that I think would go a long way toward relieving the COTS problem.  These could be included in the Guidelines or in the EAC procedures, or both.
 

1.  Develop a list of devices and software that are pre-approved as COTS for use in voting systems.  Initially this list would be empty.  The next point describes how the list would be populated.
 

2.  When a vendor submits a voting system to an ITA, it must clearly identify all devices and software that the vendor considers to be COTS.  These items would be evaluated by the ITA as specified in the Guidelines.  The subsequent ITA report to the EAC would indicate whether or not the ITA recommends the COTS devices and/or software for inclusion in the list of pre-approved COTS.  This recommendation would go through the review and approval process as set up by the EAC.  If the device and/or software is approved it would be added to the list of approved COTS.  
 

Another approach could be to allow a vendor to submit proposed COTS devices and software to the EAC approval process prior to including them in a voting system.  This pre-approval would keep the vendors from expending research and development funds on devices that do not qualify as COTS.
 

We also discussed having the ITA acquire the COTS devices and software from the open market and install them in the voting system.  If for some reason this is not feasible, then the ITA could 'witness' the installation in a manner similar to the present witness build.
