December 5, 2006

I am writing in reaction to published reports of Monday's meeting of the

TGDC.  According to reports, some committee member pointed out that the

banking industry has managed to achieve a high degree of reliability in

electronic transactions without resorting to paper records.  

I would like to point out that the banking analogy not only fails to

make the committee member's argument, but actually highlights the need

for an independent audit trail.  The reason electronic financial

transactions have achieved a high degree of reliability is precisely

because an independent audit trail exists.  On the level of the

individual bank customer, she has known inputs and, based on the type of

transaction conducted, an expected output.  When the transaction is

completed, the customer is able to compare the results of the electronic

transaction with her own expectations by counting the money dispensed

from an ATM or comparing her checkbook balance with her monthly

statement.   These comparisons are an ongoing part of a financial

institution's interactions with its customers.    We bankers know our

customers are looking over our shoulders; we don't dare mishandle their

money.

In the case of electronic voting, how does the voter know that once she

has left the voting machine her vote has been recorded the way she

intended?  She has no statement to check, nothing she carries out, no

third party receiving the expected outcome of her individual action to

whom she can go for confirmation.  Neither she, nor anybody else, has a

way to look over the shoulders of the voting machine's processes.  

I'm sure the writers of the software have tried to account for this.  I

can imagine an anonymizing audit routine that generates a trace of voter

actions in a separate process or thread that can be compared against the

cumulative totals.  Since all these processes are anonymous by design,

if they fail or are compromised there is no way for the correct results

to be recovered.  The only way to generate a valid, independent audit

trail is either to make each voter's actions personally identifiable or

to have the voter carry away a copy of her actions and register them

with a second, independent counting process.  Both of these options are

fraught with problems.  I simply want to point out that without them,

voting is nothing like banking.  

Sincerely,

Jim Moore 

