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Memo to:
Election Assistance Commission (EAC),



EAC Technical Guidelines Development Committee (TDGC)

From:

Fernando Morales, Inventor of a new electoral process paradigm

Re:
Resolution 35-05 turns the burden of uncertainty to NIST

The appropriate position of the Security and Transparency Sub-committee was clearly to preclude wireless technology, but both sentences to this respect were completely turned-around and now place a burden on NIST to become potentially liable for any election results manipulation due to the availability of wireless technology in the voting systems.

Originally, the technical conclusion was “that for now the use of wireless technology introduces excessive and unnecessary risk and should be avoided.  The TGDC directs NIST to research and draft standards documents in requiring that all wireless transmitters and receivers (including infrared transmitters and receiver) be excluded from voting systems.”  After the ensuing debate, questionable interest overrode the precautionary position of the sub-committee and the final resolution reads: “severe risk and should be approached with extreme caution . . . draft standards documents for the use of wireless communications devices in voting systems”.

In each intervention, Mr. Craft, who is not an expert in matters of security managed to kill the original intent of the resolution, which was (and should still be) to close the (wireless) gate for potential security attacks.  Wireless is unnecessary because there are clearly other more secure means for loading software.  And, that wireless poses excessive risk is evident; otherwise, Mr. Rivest (an authority in the fields of security and encryption) wouldn’t have said it.

If NIST drafts standards documents allowing the use of wireless technology, NIST is automatically accepting the liability for any potential tampering and/or manipulation of election results in voting machines equipped with wireless transceivers (whether wireless technology were used or not).  This resolution is ordering NIST to take an unreasonable burden.  How can NIST guarantee that all government officials and/or poll workers, in almost two hundred thousand precincts, will choose fairness over partisanship?  Wireless is a Trojan horse for wrongdoers to load software at the expense of NIST’s reputation and credibility; not a wise move.

