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Memo to:
Election Assistance Commission (EAC),



EAC Technical Guidelines Development Committee (TDGC)

From:

Fernando Morales, Inventor of a new electoral process paradigm

Re:
Include vote by phone in Resolution 2-05

In view of TGDC’s adoption of HAVA’s requirement for accessible voting by incorporating the latest available accessible technology, I revisited Resolution 2-05 and noticed that to fully address accessibility, we need to simultaneously address two other major requirements: usability and privacy.  Solutions for allowing people with visual disability to vote independently at the precinct are already incorporated into the voting machines.  These aids fully satisfy the usability and partially satisfy the accessibility issues, but the privacy requirement is a door that has managed to remain open for all these years.  This door must be closed while still providing the same accessibility and privacy available to every other voter.  By implementing personal codes into our voting system, a person with visual disability will no longer be subject to the security breaches of old-fashioned audio aids.

The use of Personal Voting Codes (PVC) offers the voter a higher level of privacy, across the board, not only to people with visual disability.  The principle behind this methodology is that no one, only the voter knows which codes s/he will be voting with (how to setup and store these codes is another story, see my links below).  For instance, let’s suppose that a voter says he is voting with Number 6, but actually he is voting with Number 7, would you believe him?  The simple fact that there is a 50-50 possibility the voter is lying, disarms the curious and the wrongdoers alike.  Once you believe with all your heart that this will work (as I do), then the future elections for people with visual disability will be simply to patch a phone call over to the voting machine.  Evidently, the keypad and the audio portions of the telephone fully meet the usability and accessibility portion of the requirements.  Now, having resolved the security and confidentiality aspects, the full set of HAVA requirements are met.

Since the PVC’s keep the votes private and confidential, the voter’s choice will be known only by her/himself, so disclosing it is not an issue.  Therefore, the application of PVC’s is not limited to the phone alone, they can also be used in the precincts as well.  For those who think that the reverse is true (that using PVC’s at the precinct is more manageable than phone calls), allow me to add a separate code called Personal Identification Number (PIN).  This code will be used by the voter to validate her/his identity as a registered and active voter before the system allows her/him to cast a vote by phone (the same applies to those voting at the precinct).  Voter information, PIN, as well as PVC codes shall be safely stored in a secure computer to guarantee the confidentiality and secrecy of the voter’s codes.

I invite you to read “Voluntary Voting Guidelines, Fernando Morales” and judge for yourselves if this could serve as a valid top-down approach to the new voting guidelines.  For in-depth analysis of the proposed solution, please read “Part 2” and “Part 3” of Fernando Morales’ Public Testimony, located in the TGDC’s Public Testimony section of September 20th hearings published in the NIST website.

In conclusion, since the TGDC directed NIST to research and draft standards (based on … but not limited to …), the capability of voting by phone should be included in the manner described.

