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Memo to:
Election Assistance Commission (EAC),



EAC Technical Guidelines Development Committee (TDGC)

From:

Fernando Morales, Inventor of a new electoral process paradigm

Re:
Resolution 14-05 turn the burden of uncertainty to NIST 

The language used by Dr. Rivest in his original Resolution # 14-05 clearly directed NIST to research and draft standards documents prohibiting the use of COTS software that doesn’t provide the source code and/or documentation for a security evaluation.  During the discussion Mr. Craft was able to steer the committee into replacing that language with “requiring that the use of COTS software within voting systems is not allowed unless it meets specific exceptional conditions and that these criteria for exceptions be drafted by the NIST”.  

The new wording did NOT address the issue brought to the table by Mr. Rivest (an authority in the fields of security and encryption), namely the security and verifiability of election software.  Instead, an unreasonable burden was placed on NIST because no set of “specific exceptional conditions” can be drafted to be comprehensive enough to preclude the software from triggering “secondary” operations.  It is a proven fact that backdoors to “secondary” operations are impossible to find, no matter how much you test the software.  Therefore, if NIST attempts to draft “specific exceptional conditions” they are exposing themselves to the potential of future liabilities . . . not a smart move.

Unless, the original wording (of prohibiting COTS software unless the code is disclosed) is reincorporated into this resolution, the security and verifiability of our electoral system is in jeopardy; no matter how professional and how honest the manufacturers are deemed to be.  (Are they from a different planet that they have no political preference?  Are they not human that they can’t be bribed?)  If we truly want security, the software manufacturers and their software MUST be transparent: provide the source code.

Definitely, NOT prohibiting the use of COTS software that doesn’t provide the source code and/or documentation for a security evaluation will not only expose NIST to potential future liabilities but also expose the whole electoral process to potential security breaches.

