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Memo to:
Election Assistance Commission (EAC),



EAC Technical Guidelines Development Committee (TDGC)

From:

Fernando Morales, Inventor of a new electoral process paradigm

Re:
Include Post-Election Vote Verification in Resolution 12-05 

The TGDC requested that NIST perform research and develop standards documents that: review methods of verification in general, Post-Election Vote Verification included.   A features comparison table including all other (Direct and Indirect) verification methods would clearly and fairly single out Post-Election Vote Verification as the method with most advantages and benefits.

As defined, Direct Verification specifically addresses “on-the-spot” verification.  Lets be realistic, “on-the-spot” verification does not provide the voter with the assurance that what they see (whether on paper or on screen) is what was captured/counted.  On the other hand, Post-Election Verification does; this is why we are obligated to offer the people the option to confirm, after Election Day, whether their vote was counted and to confirm with their own eyes (or ears), that their choices were unchanged.

By implementing Personal Voting Codes, Post-Election Vote Verification becomes feasible in a secure and controlled manner.  Voters’ ballots, including absentee ballots, would be published in the precinct’s website in an encrypted format.  A random number, generated after each ballot is cast, would be issued to the voter to protect his/her anonymity while allowing the voter to retrieve his/her encrypted ballot from the precinct’s website after Election Day.  A Personal Identification Number (PIN), previously stored by the voter, would then be used by the voter prior to decrypting the published ballot and obtain the ballot questions and their associated Personal Voting Codes (PVC), thus keeping the confidentiality of the vote.  In addition, the fact that it was published becomes a proof that it was counted.

I invite you to read “Voluntary Voting Guidelines, Fernando Morales” at NIST web site and judge for yourselves if this could serve as a valid top-down approach to the new voting guidelines.  For in-depth analysis of the proposed solution, please read “Part 2” and “Part 3” of Fernando Morales’ Public Testimony, located in the TGDC’s Public Testimony section of September 20th hearings published in the NIST website.

In conclusion, NIST must analyze the merits of verification from an intellectual standpoint and draft the standards document to support when, where, how, and why one method of verification is recommended and why other Vote Verification methods were not.

