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* Users make infc quiring /using computer

forensic tools
® Interested parties — understand the tools capabilities

® Toolmakers — improve their tools
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hip-Off Overview
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method
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Chip-Off

v It can’t be
applied on ALL
devices

v" Conducted by
Fort Worth Texas

Police Dept and
VTO labs

v' Physically removing
memory chip from
PCB




JTAG and Chip-Off side by side

*Byte-for-byfe memory extraction
Destructive process
Require specific data cables for each make /model
Recover PIN-codes, pass-phrases, gesture swipes

Bypass phones with locked /disabled USB data ports

Data recovery from damaged mobile devices (liquid, thermal,
structural)



Data Analysis Flow




Analysis Tools

® Import and Parse
JTAG Binaries

® Import and Parse
JTAG Binaries



Data Analysis
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Results - Analysis Tools

Differences between analysis tools types?

Presentation of Data  Presents the data in file Presents and categorizes the data
explorer view format better

* User data doesn’t change *
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- Results - JTAG Technique
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- Conclusions

* Analysis Toc

®* data presentation varies
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