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1.
INTRODUCTION

Accurate and dependable computer forensics tools are required for a reliable means of investigating crimes that involve computers. In order to insure a measure of reliability and assurance that the results are accurate, the tools used in these investigations should be tested. The Computer Forensics Tool Verification project at the National Institute of Standards and Technology (NIST), an agency of the United States Department of Commerce, provides a measure of confidence in the software tools used in computer forensics investigations. It provides law enforcement personnel with a means of deciding whether the tools in consideration for use should be applied to the purposes required.

This document defines requirements for disk imaging tools used in computer forensics investigations. It is intended to evolve over time through a series of iterations. Each major iteration of the document may include another level of specification. Version 1.x presents tool requirements. Version 2.x presents revised tool requirements plus test assertions. Version 3.x adds abstract test cases derived from the assertions.

This specification is being developed by a focus group of individuals who are expert in the use of disk imaging tools and have performed investigations that have depended on the results of these tools. As this document evolves through comments from the focus group and others, new versions will be posted to our web site at http://www.nsrl.nist.gov.

2.
SCOPE

The scope of this specification is limited to tools that image hard disk drives. Not included are tools that image removable media, such as floppy disks or zip disks; analog media; and other digital media, such as cell phones or pagers.

This specification can become the basis for other specifications to test tools that image digital media other than hard disk drives.

3.
REQUIREMENTS

The top-level disk imaging tool requirements are the following:

· The tool shall make a bit-stream duplicate or an image of an original disk or partition on fixed or removable media.

· The tool shall not alter the original disk.

· The tool shall be able to access both IDE and SCSI disks.

· The tool shall be able to verify the integrity of a disk image file.

· The tool shall log I/O errors.

· The tool’s documentation shall be correct.

While these requirements appear to be clear and concise, they are rife with implicit requirements and ambiguities. For example, the first requirement is a compound statement of no less than four different requirements. Correct documentation in the last requirement is not spelled out. These are considerations that implementers of disk imaging tools will ask when tests are executed using their tools according to the requirements specified here. An effort to be more precise is required in order to evaluate how well a particular implementation meets the requirements. Sections 3.1
Mandatory Requirements and 3.2
Optional Requirements contain more precise statements of these requirements.

All disk imaging tools shall be able to accomplish the tasks described as mandatory requirements. Optional requirements are tested as if they were mandatory requirements if the tool under test supports the applicable feature. If a specific tool does not provide the capabilities of a particular optional requirement, then the tool is not tested for that requirement. This means that a specific tool might provide none of the capabilities described under optional requirements.

These requirements are used to derive assertions that will be tested. The assertions are described as general statements of conditions that can be checked after a test is executed. Each assertion will have one or more test cases that specify detailed start parameters, procedures for executing a test, and expected results.

3.1
Mandatory Requirements

The following requirements are mandatory and shall be met by all disk imaging tools.

3.1.1 The tool shall not alter the original.

3.1.2 If there are no errors accessing the source media, then the tool shall create a bit-stream duplicate of the original.

3.1.3 If there are I/O errors accessing the source media, then the tool shall create a qualified bit-stream duplicate. (A qualified bit-stream duplicate is defined to be a duplicate except in identified areas of the bit-stream.) The identified areas are replaced by values specified by the tool’s documentation.

3.1.4 The tool shall log I/O errors, including the type of error and location of the error.

3.1.5 The tool shall be able to access disk drives through one or more of the following interfaces: direct access to the disk controller, Interrupt 13 BIOS interface, Interrupt 13 BIOS extended interface, ASPI SCSI interface, or LINUX interface.

3.1.6 Documentation shall be correct insofar as the mandatory and any implemented optional requirements are concerned, i.e., if a user following the tool’s documented procedures produces the expected result, then the documentation is deemed correct.

3.1.7 The tool shall copy a source to a destination that is larger than or equal to the size of the source, and shall document the contents of the areas on the destination that are not part of the copy.

3.1.8 The tool shall notify the user if the source is larger than the destination.

3.2
Optional Requirements

The following requirements define optional tool features. If a tool provides the capability defined, the tool is tested as if the requirement were mandatory. If the tool does not provide the capability defined, the requirement does not apply.

3.2.1 The tool shall compute a hash value of the complete bit-stream duplicate generated from an image file of the original source, compare the computed hash value to the hash value of the original source computed at the time the image was created, and log the results of the comparison on a disk file.

3.2.2 The tool shall divide the destination bit-stream into blocks, compute a hash value for each block, compare the computed hash value to the hash value of the original block of source data computed at the time the image was created, and log the results of the comparison on a disk file.

3.2.3 The tool shall create a bit-stream duplicate of individual partitions as directed by the user.

3.2.4 The tool shall allow the user to view the source disk partition table and the tool shall log the contents of the source disk partition table.

3.2.5 The tool shall log one or more of the following items on a disk file: tool version, errors encountered, tool actions, start and finish run times, tool settings, and user comments.

3.2.6 The tool shall create an image file on fixed or removable electronic or magnetic media that can be used to create a bit-stream duplicate of the original.

3.2.7 The tool shall create a qualified bit-stream duplicate and adjust the alignment of cylinders to cylinder boundaries of disk partitions on a destination of a different physical geometry. The identified areas of the duplicate that are allowed to be changed are the following: partition table entries to reflect the relocated partitions; boot records; and fill areas required for cylinder alignment. The fill areas shall be given values as specified in the tool documentation.

3.2.8 The tool shall be able to create a bit-stream duplicate on a platform that is connected through a communications link to a different platform containing the source disk.

4.
ASSERTIONS

Each assertion provides a specific class of conditions that can be tested and the result that is expected.

4.1 Mandatory Assertions

In the following, wherever source and destination are used without modification, the term refers to both source partitions and entire disks or destination partitions and entire disks. The requirement paragraph related to each assertion is referenced in parentheses.

4.1.1 If a source is accessed by the tool, then the source will not be altered. (3.1.1)

4.1.2 If there are no errors reading from a source, nor errors writing to a destination, then a bit-stream duplicate of the source will be created on the destination. (3.1.2)

4.1.3 If there are errors reading from a source or writing to a destination, then a qualified bit-stream duplicate of the source will be created on the destination. The identified areas are replaced by values specified by the tool’s documentation. (3.1.3)

4.1.4 If there are errors reading from the source or writing to the destination, then the error types and locations are logged. (3.1.4)

4.1.5 If the source disk or destination disk is an IDE or SCSI drive and an image or bit-stream duplicate is created, then the interface used is presumed to be among those specified in 3.1.5.

4.1.6 If the expected result of any test defined in this specification is achieved and the documentation was followed without change in achieving this result, then the documentation is presumed correct. (3.1.6)

4.1.7 If a bit-stream duplicate of a source disk is created on a larger destination disk, then the contents of areas on the destination disk that are not part of the duplicate are set to values as specified in the tool documentation. (3.1.7)

4.1.8 If a bit-stream duplicate of a source disk is created on a smaller destination disk, then the duplicate is qualified by omitted portions of the bit-stream and the tool will notify the user that the source is larger than the destination. (3.1.8)

4.2 Optional Assertions

If an implementation provides a capability covered by one or more of the following optional assertions, then tests derived from those assertions will be applied to the implementation.

4.2.1 If a hash of one or more blocks (i.e., less than the entire disk) from the source disk is computed before duplication and is compared to a hash of the same blocks from the destination, the hashes will compare equal. (3.2.1, 3.2.2)

4.2.2 If more than one partition exists on the source disk, the tool will produce a duplicate of any user-selected source partition on the destination disk. (3.2.3)

4.2.3 If a partition exists on the source disk, the tool will display or log a message indicating that the partition exists and display or log one or more items of information from the following list: drive indicator, device type, device address or mount point, size, space used, and free space. (3.2.4)

4.2.4 If the tool logs the tool version, it will be the version referred to in the implementation’s documentation. (3.2.5)

4.2.5 If the tool logs the source disk partition table in human readable form and the information from the source disk partition table can be ascertained independently from the tool, then the source disk partition table information will accurately match the content of the independent partition table information. (3.2.5)

4.2.6 If the tool logs errors and an I/O error occurs, then the type and location of the error will be logged. (3.2.5)

4.2.7 If the tool logs tool actions and the documentation states what actions are logged, then the actions logged will accurately match those documented. (3.2.5)

4.2.8 If the tool logs start and finish run times, then the logged start and finish run times will accurately match those recorded by the tester according to screen input images, test input scripts, or tester notes. (3.2.5)

4.2.9 If the tool logs tool settings and the documentation states what settings are logged, then the logged settings will accurately match those set by the tester or as documented. (3.2.5)

4.2.10 If the tool logs user comments, then the logged user comments will accurately match those entered by the tester as captured in screen input images, test input scripts, or tester notes. (3.2.5)

4.2.11 If the tool creates image files, then it will create an image file of a source disk on a magnetic medium that can be removed from the platform on which it was created. (3.2.6)

4.2.12 If the tool creates an image file from a source disk on a removable magnetic medium, then a duplicate of the source disk created from the removable magnetic medium will result in a duplicate on the destination disk and the destination disk will compare equal to the source disk. (3.2.6)

4.2.13 If a source disk on one platform is duplicated on a second separate destination platform that is connected to the source through a communications link, then the source and destination bit-stream duplicate will compare equal. (3.2.8)

4.2.14 If a source disk on one platform is duplicated on a second separate destination platform that is connected to the source through a communications link, and the duplicate was created from an image file of the source, then the source and destination bit-stream duplicate will compare equal. (3.2.8)

4.2.15 If an image file is created, and there are no errors reading from a source, nor errors writing to a destination, then a bit-stream duplicate created from the image file will compare equal to the source. (3.2.6)

5.
ABSTRACT TEST CASES

Abstract test cases describe the combinations of tests required to fully test each assertion. They are abstract in that they do not prescribe the exact environment in which the tests are to be performed. They are written at the next level above the environment. This allows different environments to be substituted under the test cases for testing different products and options.

A set of test parameters are chosen to cover the assertions from various aspects, such as relative disk sizes, firmware configurations, existence of I/O errors, etc. Not all tests will be specified since this number could run into the hundreds or thousands based on the combinations of parameters that could be used. Instead, a subset of parameters will be used to define the set of test cases needed to evaluate a specific tool against the requirements.

5.1
Test Parameters

The following defines the test parameters that can be used in this set of abstract test cases.

1. Tool action – create a copy or image, or verify an image

2. Firmware interface – IDE/Interrupt 13h BIOS, IDE/Interrupt 13h BIOS Extended, SCSI/Interrupt 13h BIOS Extended, IDE/Direct access, SCSI/ASPI Driver, IDE/Linux, SCSI/Linux, Linux with IDE source and SCSI destination, Linux with SCSI source and IDE destination, Interrupt 13h Extended with IDE source and SCSI destination, and Interrupt 13h Extended with SCSI source and IDE destination

3. Subject entity – entire disk or partition

4. Relative disk sizes – source larger than destination, source equal to destination, source less than destination with unused area filled and cylinder adjustment, source less than destination with unused area not filled and no cylinder adjustment, source less than destination with unused area filled and no cylinder adjustment, and source less than destination with unused area not filled and cylinder adjustment

5. Destination media – fixed disk, removable media

6. I/O errors – source read error, destination write error, image read error, image write error, no error

7. Host – local or remote

These parameters can be combined into numerous permutations to present a formidable set of test cases for any tool. Judicious trimming of these parameters is used to reduce the number of test cases that are actually needed to provide a significant amount of coverage based on cost, time, and other constraints. Ultimately, enough testing will be performed to show that the mandatory requirements are met and that the optional requirements have been exercised at least once. The constraints for this trimming are listed in the following.

1. Action – Documentation and logging will be tested in every case. The majority of cases will involve images with secondary emphasis on disk copies. Verification of images will be included in specific test cases. Some partition copies and images will be added to cover this capability.

2. Firmware interface – IDE access through BIOS and Extended BIOS will form the major part of these tests. SCSI and Linux will augment these cases using BIOS and ASPI access. Some cases will test direct access.

3. Subject entity – Entire disks will be tested in the large majority of cases. Partitions will be used in those cases where non-direct-access interfaces are called for.

4. Relative disk size – Source less than destination will be included for most test cases. These will be augmented with limited tests for source equal to and source greater than destination where an entire disk is involved.

5. Destination media – Most tests will be performed with fixed media. Limited tests will be performed with removable media where partition copies and partition images are involved.

6. I/O errors – Limited tests for I/O errors on source reads and destination writes will be included where entire disks are involved and non-direct interfaces are required. Additional tests will be added for image read and write errors.

7. Host – 90% or more tests will be performed in host mode. Limited tests of remote capabilities will augment these tests.

5.2
Test Cases

Each test case is described in the following. The general format of these descriptions is defined in table 1.

Table 1. Test Case Format

	ITEM
	REMARKS

	1. Identifier
	DI-nnn where nnn is a serial number unique to each test case.

	2. Description
	Text that describes the intent of the test by listing the major test parameters and values used.

	3. Process
	Text that describes the setup and execution of the test.

	4. Expected Results
	Text that describes the results that are used to compare to actual results for determining if an implementation has met the requirements of the specification.

	5. Actual Results
	Text that shows the results obtained from executing the process defined in item 3.
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