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DISK IMAGING SPECIFICATION COMMENTS AND RESPONSES

1.
Purpose

This is the third installment of this document. The first was posted July 13, 2001. The second, August 26, 2001. Since that time, additional comments have been received. Responses to those comments were added to this version.

The specification for disk imaging requirements (http:/www.cftt.nist.gov/DI-spec-3-1-3.doc) was posted on the Computer Forensics Tool Testing (CFTT) website and users were notified that it was available for review. This report documents the comments and responses from 2001/08/13 through 2001/09/17. The changes are reflected in http:/www.cftt.nist.gov/DI-spec-3-1-5.doc.

Comments are grouped according to common threads and the related paragraphs in the document. The response follows each thread. In some cases, duplicate types of comments were omitted where it was clear that the response would address all of them.

2.1 Thread: Specific Technologies

“As long as the image is able to be used to produce an exact copy of the original upon demand and this can be repeatably demonstrated, it should meet the requirement - full stop.  Any other aspect of the specification is only commentary as far as I am concerned.

There is no reason an image must be as large as the original.

There is no reason that specific technologies should be required or involved in the specification.”

“What difference does it make what sort of media the copy was made on. 

If I find a way to do it not using fixed or removable media is that not

just as good?”
Response: Specific Technologies

The battle rages around how much detail to include in the specification. Section 5, bullet 3 has been removed:

· The tool shall be able to access both IDE and SCSI disks.

Section 5, bullet 1 has been modified as follows:

· The tool shall make a bit-stream duplicate or an image of an original disk or partition.

Section 5, paragraph 2, second, third, and fourth sentences have been removed. It now reads:

While these requirements appear to be clear and concise, they are rife with implicit requirements and ambiguities. An effort to be more precise is required in order to evaluate how well a particular implementation meets the requirements. Sections 5.1 and 5.2 contain more precise statements of these requirements.

Section 5.1.5 has been modified to read as follows:

5.1.5 The tool shall be able to access disk drives through one or more well-defined interfaces.
2.2 Thread: Scope

“Why a bit-stream duplicate or image? Why not something that can generate these on demand? Do compressed images not count? Do I need to accurately reproduce the bit stream associated with error parts of the disk? How about electromagnetic content indicative of residual data but not available is the 'bit level' of the controller?  Would this not be a valid duplicate?”

Response: Scope

The term “bit-stream” is not commutative across both duplicate and image. It applies only to duplicate. As long as the tool can make a bit-stream duplicate or can restore a bit-stream duplicate from an image, whether the image is compressed or not, the requirement is met.

Electromagnetic content restoration by other means is beyond the scope of this specification.

Refer to the glossary, Section 4.1 for bit-stream duplicate, 4.7 for image, and 5.1.3 for qualified bit-stream duplicate.

2.3 Thread: More High-level Requirements

“The tool shall not alter the original disk.

Software tools can never guarantee this - nor can any tools if not

properly used.”

“
6.1.1 If a source is accessed by the tool, then the source will not be altered.  (5.1.1)

This can not be tested since it is a universal assertion about a set of

unlimited size.”

Response: More High-level Requirements

This is one of the strongest requirements in the specification. If left out, then lots of tools not meant for forensic work could be used and could change the evidence. If we start with a known set of data and there is no change to the data after a duplicate or image is made, then the requirement is met.

The tests are not exhaustive since we do not have the resources to test every disk/interface/controller combination that exists. On the other hand, leaving out this assertion allows any action to occur on the source disk.

The following statement is added to the scope, Section 3:

The proper use or misuse of a tool is not considered in this specification, other than in the context of the tool’s documentation.

2.4 Thread: Documentation

“
The tool's documentation shall be correct.

What precisely is correct as opposed to incorrect - other than just flat wrong?”

“
6.1.6 If the expected result of any test defined in this 

specification is achieved and the documentation was followed without change in achieving this result, then the documentation is presumed correct.  (5.1.6)

This is really poor from a testing standpoint.  How about something like ‘If a qualified expert, through reasonable effort, applies the tool in its intended mode of use by following the provided instructions for some particular purpose, then the documentation will be confirmed as adequate for that purpose.’"

Response: Documentation

Since the disk imaging specification is defined as functional requirements rather than through well-defined application programming interfaces (APIs) or a programming/operating system interface, the vendor's documentation is the standard by which the tool is measured in this instance. That is, if valid results are achieved by following the vendor's documentation, then by definition, the documentation is correct.

One of the measures of high quality software is the effectiveness of the documentation. Often, software is updated, but the documentation is not. This may lead to false starts and frustration on the part of the user if changes in procedure are not properly documented.

Many qualified experts have tested disk imaging tools, but there is no specification to define what a qualified expert is in this respect. Nor, prior to this effort, was there a specification to describe what was expected from these tools. Most of the testing performed in the past several years has been anecdotal and not based on any national program for testing. The objective of this specification is to provide a starting point for computer forensics tools testing. While improvements in this document and the testing program in general are givens, the definition of a specification is the first step.

2.5 Thread: Qualified Bit-stream Duplicate

“
5.1.3 If there are I/O errors accessing the source media, then the tool shall create a qualified bit-stream duplicate.  (A qualified bit-stream duplicate is defined to be a duplicate except in identified areas of the bit-stream.) The identified areas are replaced by values specified by the tool's documentation. 

I have a tool:

echo ‘All values have been replaced by 0 and identified as possibly erroneous’

Does this meet the spec? We need something a bit better than this.”

Response: Qualified Bit-stream Duplicate

The requirement to leave the source unchanged would not be met in this case. If the original evidence is obliterated by virtue of the tool's action, then it is no longer evidence in the same sense as when it was collected. How to specify that a significant portion of the evidence is not changed is difficult. Discussions pursuant to this requirement did not result in a consensus on what “significant portion” would be. Suggestions would be welcome. (Perhaps this would be a significant point to be decided in court.)

2.6 Thread: I/O Errors

“
5.1.4 The tool shall log I/O errors in an accessible and readable form, including the type of error and location of the error. 

This is a paper requirement? Machine readable form?  Location as in New York?”

Response: I/O Errors

Paper requirement or machine readable form is immaterial in this instance. The information must be made available in some form. Both of these appear to meet the requirement. However, results of actions by the tool must be tempered with reasonableness. If a tool has the capability to access a disk in New York from some remote location and an error occurs in reading the disk, then the tool is required to report that an error occurred. Whether or not the tool reports that the error occurred in New York is a matter for the investigator to weigh. Whether or not a logical block address is given for the location of the error is a separate matter for the investigator to weigh.

2.7 Thread: Relative Disk Sizes

“
5.1.7 The tool shall copy a source to a destination that is larger than or equal to the size of the source, and shall document the contents of the areas on the destination that are not part of the copy. 

The first part is not necessary and should be removed.  I am unclear on

this last part.  Does 'document' mean - for example - indicate what area was used by the image - and by implication what area was not?”

Response: Relative Disk Sizes

As a matter of combining the conditions under which a tool may be used, additional requirements were added to cover boundary conditions, such as not being able to copy an entire disk onto a smaller disk, or determining if information is added to larger disks in unused space.

Section 5.1.7 and 5.1.8 have been modified to read as follows:

5.1.7
If the tool copies a source to a destination that is larger than the source, it shall document the contents of the areas on the destination that are not part of the copy.

5.1.8
If the tool copies a source to a destination that is smaller than the source, the tool shall notify the user, truncate the copy, and log this action.

2.8 Thread: Not Testable

“
6.1.3 If there are errors reading from a source or writing to a 

destination, then a qualified bit-stream duplicate of the source will be created on the destination.  The identified areas are replaced by values specified by the tool's documentation.  (5.1.3)

Not testable - as above.

...and so forth.

These can be confirmed by experiment but not really well tested in the

scientific sense of the word.  They can be tested with some very small - almost miniscule - coverage.”

Response: Not Testable

This can be tested through introduction of errors during the copy or image process. Comparison of the duplicate with the original can show where differences occur. This information along with a SHA-1 hash of the source after the test can verify what actions were taken.

As far as how to define well-tested, combinations of factors are included and documented in the tests to provide a relative measure of coverage. None of the tests are exhaustive since we do not have the resources or funds to implement this.
2.9 Thread: Hashing

“Hashing the drive by block?  The documentation does cover some of the 

safeguards against the possibility of exploitation, but they should 

consider also hashing a complete image (disk/partition/volume) - a 

much stronger standard.

In any case, validation of a copy (bitstream or otherwise) as an 

entirety should be ‘standardized’.”

Response: Hashing

There are two optional requirements for hashing: 5.2.1 and 5.2.2. There is no consensus on this point, although arguments for block hashes seem to make more sense. If the whole image or duplicate is hashed, then if the hash does not compute, the whole image or duplicate is thrown out. If block hashes are used, then only those blocks that do not compute are removed. The rest are still valid.

2.10 Thread: Other Comments

“I found the specifications informative and illuminating but wanted to

clarify my interpretation of the document and its ramifications.

I interpret this work to state that if a disk does not exhibit bad

sectors or other defects / anomalies then a pure bit-image copy of 

the original disk is the desired output.  Comments?

The disk imaging specification suggests to me that there are no 

‘forensic’ applications or utilities currently on the market or

in use that satisfy the specifications.  Comments?

Would the use of a program, utility or software tool that did not

meet the specifications be subject to challenges or could that

program, utility or tool be deemed sub-optimal by virtue of its

failure to comply with the specifications?

The specification does not seem to address headers, footers,

embedded chain of custody data or other data that is not original

evidence, even on what the specification describes as a "qualified" 

bit-image.  Comments?”

Response: Other Comments

To the extent possible, a bit-stream duplicate of the original is what is desired. In reality, the specification calls for a duplicate or image from which a duplicate can be recreated. How this is measured is partially subject to interpretation. The specification tries to remove some of this interpretation.

Whether or not a specific tool can meet all of the requirements is independent of whether a user will use the tool based on test results stemming from the requirements. The ultimate goal of the specification is to provide a means of measuring whether tools meet the requirements of users.

The legal interpretation of the use of this specification or tools based on testing described in this specification is beyond the scope of this work.

The only functional requirements specified by the users concern duplicating hard disk drives. Other requirements may be added as the need arises and consensus develops.

2.11 Thread: Alternate Specifications

Suggested text for this specification was submitted as follows:

“-A tool that, without modifying the source, can create either an "exact copy" or an image that "represents an exact copy" of the original source shall be said to be in complaince. 

-An "exact copy" is such that there are no distinguishing bit-level characteristics to be able to discern between the original source and the copy. 

-An image will say to "represent an exact copy" where upon demand, the image can be used, repeatedly, to produce an image that has no differentiating bit-level characteristics from the original source the image was generated from.”

Response: Alternate Specifications

As with many of the requirements, the debate on how high-level to make them still rages. This is another of those instances in which the degree of specificity is subject to discussion. The requirement could be just as well what is suggested above, but the users required more specificity in how this should be handled. As each statement of a specification is defined, it is met with discussion of the meaning of each word and how its addition to the specification affects the overall context and detail. As evidence of this effect, we are still debating how to respond to each comment that we receive. In some cases, the specification is not changed. In other cases, it is. Hopefully, the work involved in this process will make the specification a better document.

PAGE  
1

