2001/08/26

DISK IMAGING SPECIFICATION COMMENTS AND RESPONSES

1.
Purpose

This is the second installment of this document. The first was posted July 13, 2001. Since that time, additional comments have been received. Responses to those comments were added to this version.

The specification for disk imaging requirements (http:/www.cftt.nist.gov/DI-spec-3-1.doc) was posted on the Computer Forensics Tool Testing (CFTT) website and users were notified that it was available for review. This report documents the comments and responses from 2001/07/13 through 2001/08/13. The changes are reflected in http:/www.cftt.nist.gov/DI-spec-3-1-3.doc.

Comments are grouped according to common threads and the related paragraphs in the document. The response follows each thread.

2.1 Thread: Source Disk Identification

“I have one suggestion RE: logging, that the disk ID feature be used to extract the disk parameters and serial number and that these values be logged as well.”

“A mandatory requirements should also include logging of the source disk info such as mfgr/make/model serial number, geometry and total sector count. This is ‘identification’ of source HDD being imaged, and where applicable, the output medium should also be identified.”

“(1) Mandatory assertion should include documentation of number of sectors copied from source to output disk.”

Response: Source Disk Identification

Optional requirement 5.2.5 includes a general term ‘disk identification’ that includes the majority of the above requirements. As far as making any of these mandatory, the reviews and comments received have not suggested how to do this, i.e., there is no consensus as to what constitutes identification of a disk drive. Some manufacturers do not provide access to the disk’s serial number. Geometry is generally defined at an abstract level (So far, there are at least four different measures of the number of sectors on a disk drive, depending on how the computation is performed and how the geometry is defined.) Tests performed include the above information if it is available. We have added clarifying words to section 5.2.5 as follows:

5.2.5 The tool shall log one or more of the following items on a disk file: tool version, subject disk identification (if the identification is available, such as manufacturer, make, model, serial number, sector count, etc.), any errors encountered, tool actions, start and finish run times, tool settings, and user comments.

2.2 Thread: Partition Copy

“(2) Why is there a mention of imaging partitions (aka volume imaging)? Its conceivable that interpartition space is not imaged and information may be missed on an image.”

Response: Partition Copy

Users have requested that this be part of the specification. Some investigators use this capability to produce copies/images of partitions that contain evidence. In addition, they use entire disk imaging, not just partition imaging.

2.3 Thread: Fill Data

“(3) no spec on ‘filler’ data on bad sectors…imaging process should remain in sync with output.”

“What benefit is documenting the excess (unused) space on the output disk. There should be an optional function to ‘backfill’ this space with a user defined data.”

Response: Fill Data

Section 5.2.7 has been modified to add a phrase as follows:

5.2.7
The tool shall create a qualified bit-stream duplicate and adjust the alignment of cylinders to cylinder boundaries of disk partitions on a destination of a different physical geometry. The identified areas of the duplicate that are allowed to be changed are the following: partition table entries to reflect the relocated partitions; boot records; fill areas required for cylinder alignment, and excess disk space. The fill areas shall be given values as specified in the tool documentation.

2.4 Thread: Removable Media

“(4) Can you explain why removable media was rejected? (I’m thinking about Zip/Jaz via scsi Int_13.)”

“This is being to specific and limiting? Would this rule out hand held devices or non ‘PC’ platforms?”
Response: Removable Media

The initial specification would have included removable media and other devices, such as PDAs, cell phones, etc., but the economic reality of trying to develop tests based on an all-encompassing specification would have been astronomic. The specification and testing capabilities would have taken much longer to develop and would have been much more expensive. Instead, the consensus was to opt for a much narrower scope as defined in section 3 of the specification, as follows:

3.
SCOPE

The scope of this specification is limited to software tools that copy or image hard disk drives. Not included are tools that image removable media, such as floppy disks or zip disks; analog media; and other digital media, such as cell phones or pagers.

2.5 Thread: Optional Capabilities

“User specified image file size (eg: 650 mb for CD burning)”

Response: Optional Capabilities

This option was considered, but there was no consensus that this type of requirement should be included in the specification. Additionally, this type of action can be accomplished with many other utilities.

2.6 Thread: Definitions

“We need a formal definition of terms.”

Response: Definitions

We added some definitions to version 3.1.1 of the specification in the glossary. Further additions will probably not appear until consensus on individual definitions is achieved. Hence, a sector may be defined in one form or another, but there is no “official” definition that can be used and on which everyone could agree. References may be added to the final specification to indicate where other definitions may be found.

2.7 Thread: Remote Hosting

No comments were received on the topic of creating an image or copy of a disk on a remote platform, but when surveyed, users responded that they never performed this type of action because of the inordinate amount of time it would take.
Response: Remote Hosting

We are proposing to remove the requirements, assertions, and tests for remote versus local hosting of the creation of disk copies and images. The sections to be deleted are 5.2.8, 6.2.15, 6.2.16, and 7.1.7.

