2001/07/13

DISK IMAGING SPECIFICATION COMMENTS AND RESPONSES

1.
Purpose

The specification for disk imaging requirements (http:/www.cftt.nist.gov/DI-spec-3-0.doc) was posted on the Computer Forensics Tool Testing (CFTT) website and users were notified that it was available for review. This report documents the comments and responses through 2001/07/09. More comments have been received, but responses have not been formulated as of this posting. An updated version will be posted as soon as the responses have been edited.

Comments are grouped according to common threads and the related paragraphs in the document. The response follows each thread.

2.1
Comments: Definitions

"Therefore, duplicate is probably a better term to use than copy. The term image could then be defined as a file that contains the information necessary to produce a bit-stream duplicate of every sector of the original media."

“Since the forensic examiner can make an image of a suspect drive directly to another hard drive, I suggest that the term image is being too narrowly defined by limiting it to a file that contains the information necessary to reconstruct the original.”

“The steering committee has requested that the glossary section be deleted. There are standards groups working on terms and definitions. The focus group should reference those words.” (NOTE: The Steering Committee refers to a group of federal representatives from various agencies that have oversight responsibility on this specification.)

"Qualified bit-stream duplicate"  appears to be defined in two different ways.  In the definitions table and 4.2.13, it appears to be similar "A duplicate except in documented and identified areas."  But in 4.1.2 it is more limiting: "Where a qualified bit-stream duplicate is defined to be a duplicate except in the areas of the bit-stream affected by the errors, with the affected areas replaced by documented values": Perhaps 4.1.2 could be modified to say:

"If there are I/O errors accessing the source media, then the tool shall create a qualified bit-stream duplicate and report the affected areas of the source media. The qualified bit-stream duplicate will be a duplicate of the original except in the areas of the bit-stream affected by the errors, with the affected areas replaced by documented values."

“I would like to see the term ‘Hash’ be split into separate ‘checksum’ and ‘message digest’ terms. In section 4.1 I would like to see added the contents of 4.2.1 with the word ‘hash’ replaced with ‘checksum’. In 4.2.1 and 4.2.2 I would like to see the word ‘hash’ replaced with ‘message digest’.”

“2. Purpose … Definitions for hard disk drive related terms can be found in NCITS 347:2001 ‘American National Standard for Information Technology – BIOS Enhanced Disk Drive Services.’ (Give web site for this standard. I couldn't find it)”

(NOTE: Most, if not all, American National Standards are distributed for a fee by the American National Standards Institute. The web site for ordering standards is http://www.ansi.org/. Some of the draft specifications are listed on the T13 web site at http://www.t13.org/.)

“3. REQUIREMENTS … The tool shall make a bit-stream duplicate or an image of an original disk or partition on fixed or removable media. (Define bit-stream duplicate and image).”

“5.2.16 … an image file is created, and there are no errors reading from a source, nor errors writing to a destination, then a bit-stream duplicate created from the image file will compare equal to the source. (4.2.6) (Please define ‘compare equal’)”

Response: Definitions

After review of the appropriate reference documents, a glossary of terms has been added as a new Section. There are very few existing definitions, and those include references to only a few standard terms. Most of the work on these glossaries and terminologies is incomplete and essentially not usable in the disk imaging specification. The interim glossary section will eventually be replaced by a glossary of standard terms. Until that time, the following is proposed only as informative text.

GLOSSARY

· Bit-stream duplicate: a bit-for-bit digital copy of a digital original document, file, partition, graphic image, entire disk, or similar object.

· Checksum: a hash computed from a specific computational algorithm, such as the Cyclic Redundancy Checksum 32-bit (CRC-32).

· Disk compares equal: a bit-stream duplicate is compared to the original digital object and no differences are found.

· Disk compares qualified equal: a bit-stream duplicate is compared to the original digital object and the only differences found are those documented as different by the tool that created the bit-stream duplicate or image from which a bit-stream duplicate was reconstructed.

· Duplicate: a copy of an original object.

· Hash: A function that maps keys to integers, usually to get an even distribution on a smaller set of values. A coded number or string of characters used to represent the value derived from a hash function on the contents of a bit-string, in this case a disk, partition, image, or file contents.

· Image: a digital file from which a bit-stream duplicate of an original digital object can be reconstructed.

· Qualified bit-stream duplicate: a duplicate except in identified areas of the bit-stream, such that the identified areas are replaced by values specified by a disk imaging tool’s documentation.

2.2
Thread: Drive Geometries

2.2.1 “4.2.13 of the specification limits changes to allow for different drive geometries to the partition table(s). I suggest that some tools may make changes to the boot record(s), also, in order to reflect different head geometry between the original and the destination, and that this should be included in the specification.”

Response: Drive Geometries

The specification has been revised as follows (changed words are highlighted):

4.2.13 The tool shall be able to create a qualified bit-stream duplicate to adjust the alignment to cylinder boundaries of disk partitions on a destination of a different physical geometry. The identified areas of the duplicate that may be changed are the following: partition table entries to reflect the relocated partitions, boot records, and fill areas required for cylinder alignment. The fill areas shall be given values as specified in the tool documentation.
2.3 Thread: Scope

“The specification covers only PC-based systems, not other types and not mainframes. Please clarify.”

Response: Scope

The scope will be modified to state that this version of the specification includes only PC-based capabilities. Capabilities inherent in other architectures are not included.

2.4 Thread: Disk Types

“The tool shall be able to access both IDE and SCSI disks. (Access all addressible drives)”

Response: Disk Types

The specification will be modified to remove this requirement or to make it clear that one or more addressable drives are included.

2.5 Thread: Disk Interfaces

“4.1.5 … The tool shall be able to access disk drives through one or more of the following interfaces: direct access to the disk controller, Interrupt 13 BIOS interface, Interrupt 13 BIOS extended interface, ASPI SCSI interface, or LINUX interface.  (The Linux interface should be in different item. The others are hardware specific, where Linux would be a software specific module.)”

Response: Disk Interfaces

Whether or not a specific type of interface is specified in a test is not material to the test. If the product does not specify that it can access a particular type of disk interface, then tests involving that interface will not be conducted on the product. Alternately, if a product specifies that it can access such disks, then tests will be conducted to ascertain if this is true.

2.6 Thread: Linux Drives

“4.2.7 … The tool shall create a qualified bit-stream duplicate and adjust the alignment of cylinders to cylinder boundaries of disk partitions on a destination of a different physical geometry. The identified areas of the duplicate that are allowed to be changed are the following: partition table entries to reflect the relocated partitions; boot records; and fill areas required for cylinder alignment. The fill areas shall be given values as specified in the tool documentation. (This could cause a lot of problems when imaging linux drives. If an option, it should be the last effort).”

Response: Linux Drives

If a product does not purport to support alignment of cylinders on different geometries, the product will not be tested for this. Alternately, if a product specifies that it can perform this function, then tests will be conducted to ascertain if this is true.

2.7 Thread: Support Software

“[Reference is made to support software.] How does one obtain copies of the [support] software in order to use it and confirm its operation?”

Response: Support Software

The software used in analyzing and supporting the testing of disk imaging tools will be made available on our web site, http://www.cftt.nist.gov.

