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C?* VOLUNTARY PROGRAM OVERVIEW

Directives in Executive Order 13636:

* The National Institute of Standards and Technology (NIST) should develop a
Cybersecurity Framework

(the Framework) for reducing cyber risks to critical infrastructure

* A voluntary program for critical infrastructure cybersecurity should
promote use of the Framework: Critical Infrastructure Cyber Community
(C3) Voluntary Program

‘Repeated cyber intrusions into critical infrastructure
demonstrate the need for improved cybersecurity.”

- White House Executive Order 13636
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e Community of interest around managing cyber risk

e Builds on years of our experience partnering with industry
- Previous industry collaborations: risk assessments for IT, Emergency
Services, National Public Safety Broadband Network, and many others

* Place for industry, State and local governments, and many other
organizations to identify cyber risk management needs and solutions

Transform Increased Interest === |ncreased Action
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PROGRAM ACCOMPLISHMENTS

webinars
120K+ 310 17 reaching 600

e industry attendees at 4
website visits briefings 2 ’ 500+ regional
people workshop
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CENTRAL WEBSITE FOR RESOURCES
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PUDLICATIONS ALCRTS AND TIPS RELATED RESOURCES c've

Critical Infrastructure Cyber Community Voluntary Program

As parl of Execulive Ordey (ED) 13636, the Depantiment of Honeand Swec oty [DHS) low
Cyose Commurty o OV (proncunced “C Cuosd™) Vauntary Program 1o gasist the sohan:
cybersecunty and 10 Ancauracs e adophinn of the Nahinnal Irshitute of Stanciincs and 14
Cyosersecunty Framawork (the Framewerk ) relessed in February 2014 The C* Valu )

Framework.

To contact us, please email uz 3t ccubedvp@hg.dhs gov . To stay rformad of upcamin
pudizat ons, and other annourcements, subscrive to C' Voluartary Progam aerts

The C* Voluntary Program QOutreazn and Messagng Kit ing udes informational matenals p
prirtng and'or wlectonc distibAon o belp edocate stakeholders sbout e C Vounlary

Aczcess the C Vountary Program Qutreach and Mezzaging Kt

Cn Ths Page

Abat the C* Volutary Program

C*Volurtary Program Aclinlivs

Abaout the C* Voluntary Pragram

The United States deperds on critical infrastruclure every day to provide erengy, waker, Ir
seaters, and e copaabiitios thal suppor! vur needs ard vay of lile. Over Lhe years, im
dloaad thaas capabiitias 10 avalve with most cnlics infrastnctons fow depandsct o0 oy

athe antly and attactiely

WHh B incrasdnd el s on cyba-dapscdnnt systams. howsvs coma rsrsasad thies

e Over 40 resources currently featured,
Including the Cyber Resilience Review (CRR)

* Resources are organized by Framework
Function

e Pages are organized by stakeholder group:
 Academia
e Business
* Federal
State, Local, Tribal, and Territorial (SLTT)
government
Small and Midsize Business (SMB)
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Cyber Resilience Review (CRR)
* A no-cost, voluntary, non-technical assessment to

evaluate an organization’s operational resilience
and cybersecurity practices.
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Cyber Resilience Review (CRR)

Question Set with Guidance

Cyber Security Advisors (CSAs) -
* Regionally located DHS personnel who direct KD sccurity
coordination, outreach, and regional support to
protect cyber components of critical infrastructure
and State, local, territorial, and tribal (SLTT)

governments.




c PROGRAM RESOURCES, contd.

Cyber Information Sharing and Collaboration Program (CISCP)

* Leverages government and industry subject matter expertise to collaboratively
respond to cybersecurity incidents for unclassified information

Enhanced Cybersecurity Services (ECS) program

 Supports sensitive and classified information sharing to improve the protection

of critical infrastructure systems from unauthorized access, exploitation, or
data exfiltration

The Industrial Control Systems Cyber Emergency Response Team
(ICS-CERT)

* Incident response services to critical infrastructure asset owners that are
experiencing impacts from cyber attacks.
e Services include:

* Analyzing digital media and malware

* |dentifying source of an incident,

* Analyzing the extent of the compromise

* Developing strategies for recovery and improving defenses.



2016 GOALS

1.
Harmonizing
Cybersecurity
Risk
Management
Strategies

#ccubedvp

2.
Building
Relationships
among
Cybersecurity
Stakeholders

&,

3.
Creating a
National
Cybersecurity
Culture
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GET INVOLVED
e Check out the website: www.us-cert.gov/ccubedvp

e Sign up for the monthly bulletin (located at bottom of website)
e Spread the word in your networks
e Share with us a NIST Framework success story or a valuable resource

* RSVP to our May 5 webinar and to our June 1 Regional Workshop in
Indianapolis at CCubedVP@hqg.dhs.gov

www.US-CERT.gov/CCubedVP
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