NIST/ITL CSD Biometric Conformance Test Software Web

September 2014

Dylan Yaga
NIST/ITL CSD Lead Software Designer

Fernando Podio
NIST/ITL CSD Project Manager

National Institute of Standards and Technology (NIST)
Information Technology Laboratory (ITL)

Computer Security Division (CSD)



Contents

{610 ] 01 1= 01 £ PP PPPPPPPPPPPPPIRE 2
O T [~V =1 o 1= PP PPPP P 3
2. NIST/ITL CSD Support for Biometrics Standards and Conformance Testing........cccceceeevveeeevivveeeeennnnen. 4
3. BIOCTS OVBIVIBW. ..t eeeeeiet e e ettt e e e e e et tee e e e e et teeba e e e eeeeeeasaa e e eeeeeeennna e eeeeeennsnnnanans 4
B, OVEIVIBW oeeeiiiiiiiii ittt ettt ettt e e e st e e e e s s e et e e e e s s s s bbb et e e e e e s s bbb aaeeeeeeeseas 4

N (= To [ 011 =T 0 aT=T 0} £ PP PPPPPPPPRRR 5
LT C o PSP 5

5.1.  Download and INSTallation.........ooceeeeeiiiiiieiiee e 5

5.2.  Running the Conformance Test ArchiteCUIe ...........uuuuruiiiiiiiiiiiiiiiieeeeeaeananeeaneaaanes 15



1. Disclaimer
NIST/ITL BioCTS Web

October 2010

The software was developed by the National Institute of Standards and Technology (NIST), an agency of the Federal
Government. Pursuant to Title 15 United States Code Section 105, works of NIST are not subject to copyright protection in the
United States and are considered to be in the public domain. Thus, the software may be freely reproduced and used. Please
explicitly acknowledge the National Institute of Standards and Technology as the source of the software.

This software is released by NIST as a service and is expressly provided "AS IS." NIST MAKES NO WARRANTY OF ANY KIND,
EXPRESS, IMPLIED OR STATUTORY, INCLUDING, WITHOUT LIMITATION, THE IMPLIED WARRANTY OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE, NON-INFRINGEMENT AND DATA ACCURACY. NIST DOES NOT REPRESENT OR WARRANT
THAT THE OPERATION OF THE SOFTWARE WILL BE UNINTERRUPTED OR ERROR-FREE, OR THAT ANY DEFECTS WILL BE
CORRECTED.

NIST does not warrant or make any representations regarding the use of the software or the results thereof, including but not
limited to the correctness, accuracy, reliability or usefulness of the software. By using this software or by incorporating this
software into another product, you agree to hold harmless the United Sates Government for any and all damages or liabilities
that arise out of such use.

Certain trade names and company products are mentioned in the text or identified. In no case does such identification imply
recommendation or endorsement by the National Institute of Standards and Technology, nor does it imply that the products
are necessarily the best available for the purpose. With the exception of material marked as copyrighted, information
presented in this document is considered public information and may be distributed or copied. Use of appropriate
byline/photo/image credits is requested.



2. NIST/ITL CSD Support for Biometrics Standards and Conformance
Testing

NIST/ITL Computer Security Division supports the development of biometric conformance testing
methodology standards and other conformity assessment efforts through active technical participation
in the development of these standards and the development of associated conformance test
architectures and test suites. These test tools are developed to promote adoption of these standards
and to support users that require conformance to selected biometric standards, product developers and
testing labs.

3. BioCTS Overview

BioCTS is a traditional desktop based application developed in Microsoft® C# used as either the installer
Graphical User Interface, or Command Line to test conformance to Biometric Data Interchange Records.
There are two Conformance Test Architectures (CTAs):

e Tests Implementations of ANSI/NIST-ITL 1-2011 and ANSI/NIST-ITL 1-2011 Update: 2013
e Tests Implementations of select ISO/IEC 19794-X Generation 1 & 2 Data Formats, ANSI/INCITS,
and several PIV Profiles of Standards

The software tests 1000s+ of files in a single Batch Test, allows editing of files, and provides charts, and
detailed test results in text and XML formats.

4. Overview

BioCTS Web is a Web-Based application that runs BioCTS Conformance Test Suites (CTSs) within an
Active Server Page (ASP) running Microsoft® .NET software (ASP.NET). Once installed on a server, BioCTS
Web allows for remote testing through a web browser. This document details the steps needed to install
BioCTS Web on an end-user computer, running Microsoft® Windows® 7, for evaluation.



4.1. Requirements
Required Windows® Features that must be turned on:

e Internet Information Services
o Web Management Tools
= [IS Management Console
o World Wide Web Services
=  Application Development Features
e .NET Extensibility
e ASP.NET
e ISAPI Extensions
e [SAPI Filters
=  Common HTTP Features
e Default Document
e Directory Browsing
e HTTP Errors
Health and Diagnostics

e HTTP Logging
e Request Monitor

Performance Features

e Static Content Compression
= Security
e Request Filtering

Additional Required Software:

e Web Deploy (http://www.iis.net/downloads/microsoft/web-deploy)
o x86 English Download: http://go.microsoft.com/fwlink/?LinkID=309495
o x64 English Download: http://go.microsoft.com/fwlink/?LinkiD=309497

5. Guide

5.1. Download and Installation
Steps to Install Internet Information Services for Windows®, using Microsoft® Windows® 7


http://www.iis.net/downloads/microsoft/web-deploy
http://go.microsoft.com/fwlink/?LinkID=309495
http://go.microsoft.com/fwlink/?LinkID=309497
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Figure 1 - Selecting Programs and Features




Click on Turn Windows features on or off in the left panel

- C=nes

@‘ )v » Control Panel » All Control Panel ltems » Programs and Features v | +3 | ' Search Programs and Features p el ’

Control Panel Home .
Uninstall or change a program
View installed updates To uninstall 2 program, select it from the list and then click Uninstall, Change, or Repair.
@ Turn Windows features on or
oft Organize v 3= » [ @
Install a program from the =
network Name Publisher Installed On  Size Version 2
.

«< 1

Currently installed programs Total size: 13.8 GB
92 programs installed

Figure 2 - Selecting Turn Windows Features on or off




3. W.ith an internet connection, Check Internet Information Services, as well as any feature not
checked that is mentioned in the Requirements Section above, wait for them to install
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Figure 3 - Enabling Internet Information Services

4. Navigate to the IIS website and download Web Deploy 3.5, installing after the download
completes (http://www.iis.net/downloads/microsoft/web-deploy)



http://www.iis.net/downloads/microsoft/web-deploy

5. After everything is installed, start the IIS Manager by pressing the Start button and typing
“inetmgr” into it

Programs (1)
| % inetmgr

p See more results

|ir1etmgr E | |Shutdcmn | k |

Figure 4 - Start Command to Launch 1I1S Manager



6. After starting the IIS Manager, it should look similar to the following
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Figure 5 - I1IS Manager

7. Expand the Left Panel under Connections until the section Sites is visible, click Add Web Site...
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Figure 6 - Adding a new Site to 1IS Manager




8. The following features were used to test BioCTS Web
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Figure 7 - Adding a Website
After the Web Site has been added, the BioCTS Deployment Package can be imported. Click on
BioCTS Web, then Import Application on the right
= M
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Figure 8 - Importing an Application




10. Specify the path to the location where the BioCTSWebPackage was unzipped, and specify the

file contained within it titled BioCTSWeb.zip, click Next
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Figure 9 - Selecting the Import Package
11. Ensure all components of the package are selected, click Next
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Figure 10 - Ensuring all Components are Checked




12. Give the Application a name and path — here BioCTSWeb was used, click next
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Figure 11 - Giving the Application a Name and Path
13. After the package is imported, it will report a summary similar to this
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Figure 12 - Reviewing the Summary

14. When back at the 1IS Manager, expand the section on the left, under Sites to show the new
BioCTSWeb application under the BioCTSWeb site. It can be navigated to by selecting Browse



from the right hand column
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Figure 13 - Browsing to the new Application
15. BioCTS Web should be up-and-running
[*) BioCTS Web - Conformar x | =
w99
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Figure 14 - BioCTS Web Up-And-Running




5.2. Running the Conformance Test Architecture
If following all of the above instructions in Installation section, BioCTS Web can be accessed by the
following URL http://localhost:8080/BioCTSWeb

BioCTS Web currently supports a single Conformance Test Suite that tests implementations of the
ISO/IEC 19794-6: 2011 standard’, but is being expanded to support of CTSs.

To use the software, click the “Choose File” button, and browse for a file to test; hitting “Add More
Files” when necessary. Finally, pressing “Upload and Test” will perform the conformance testing on
the specified files, and display the Overall Result, as well as a detailed test log.
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Figure 15 - BioCTS Web after a test of 4 Files

11SO/IEC 19794-6: 2011 Biometric data interchange formats — Part 6: Iris image data


http://localhost:8080/BioCTSWeb

