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NIST Cybersecurity Framework 2.0

Guidance that helps organizations—regardless of size, sector, or 
maturity— better understand, assess, prioritize, and communicate their 
cybersecurity efforts.

CSF Core

Cybersecurity outcomes that can help 
any organization manage its 
cybersecurity risks. 

Functions, Categories, Subcategories

CSF Organizational Profiles

Mechanism for describing an 
organization’s current and/or target 
cybersecurity posture in terms of the 
CSF Core’s outcomes.

CSF Tiers

Characterize the rigor of an 
organization’s cybersecurity risk 
governance and management 
practices. Tiers can also provide 
context for how an organization views 
cybersecurity risks and the processes 
in place to manage those risks.

Nist.gov/cyberframework



How Did We Get Here?

The CSF 2.0 has been developed through an iterative, 

community driven process since its inception in 2022.



CSF 2.0 | What Makes it Different?

• Incorporates an entirely new function to address “Governing” 
risk management processes

• Integrates Supply Chain throughout the existing functions, 
categories, subcategories, and new resources! 

• Modifies categories & subcategories to address specific threats 
and technology shifts.

• Shifts focus to how organizations can more rapidly implement 
and improve their cybersecurity posture

• Less about a single document and more about a suite of 
resources that aims to provide flexible, leading-edge inputs to 
consumers



Suite of Resources Snapshot

Nist.gov/cyberframework



CSF Profiles– Moving from a gap analysis of 
current/target state to implementation and 
assessment



Understanding Your Current and 
Target Cybersecurity Posture

Create Organizational Profile

• CSF 2.0 Organizational Profiles Quick Start Guide: 
https://doi.org/10.6028/NIST.SP.1301 

Organizational Profiles can be categorized as:
• A Current Profile that specifies the CSF outcomes an 

organization is currently achieving and characterizes 
how or to what extent each outcome is being 
achieved.

• A Target Profile that specifies the desired CSF 
outcomes an organization has selected and 
prioritized for achieving its cybersecurity risk 
management objectives. 

Analyze the gaps, then create an action plan

https://doi.org/10.6028/NIST.SP.1301


Cybersecurity Framework steps in 
Support of CSRM Integration

https://nvlpubs.nist.gov/nistpubs/ir/2024/NIST.IR.8286C-upd1.pdf (Figure 7) 

https://nvlpubs.nist.gov/nistpubs/ir/2024/NIST.IR.8286C-upd1.pdf




Implementation and Assessment
A recommended approach for developing action plans is to use the NIST CSF 2.0 Reference Tool to follow the references 
from your Target Profile’s pertinent Subcategories to the associated informative references, such as SP 800-53.

CSF 2.0 Informative References Implementation Examples

Subcategory Implementation Example

GV.SC-04: Suppliers are known and 
prioritized by criticality

Ex1:  Develop criteria for supplier 
criticality based on, for example, the 
sensitivity of data processed or 
possessed by suppliers, the degree of 
access to the organization’s systems, 
and the importance of the products 
or services to the organization’s 
mission

Ex2:  Keep a record of all suppliers, 
and prioritize suppliers based on the 
criticality criteria

Relationships between the Core and various 
best practices, including standards, guidelines, 
regulations, and other resources. 

https://www.nist.gov/informative-references 

• NIST IR 8286B, Prioritizing Cybersecurity Risk for 
Enterprise Risk Management 

• NIST SP 800-37 Revision 2, Risk Management 
Framework for Information Systems & Organizations

• NIST SP 800-53 Revision 5, Security and Privacy 
Controls for Information Systems & Organizations

• NIST SP 800-30 Revision 1, Guide for Conducting Risk 
Assessments

Additional NIST Resources

https://www.nist.gov/document/csf-20-implementation-examples-xlsx 

https://csrc.nist.gov/projects/cybersecurity-framework/filters#/csf/filters
https://www.nist.gov/informative-references
https://csrc.nist.gov/pubs/ir/8286/b/final
https://csrc.nist.gov/pubs/sp/800/37/r2/final
https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final
https://csrc.nist.gov/pubs/sp/800/30/r1/final
https://www.nist.gov/document/csf-20-implementation-examples-xlsx


Global Impact of CSF 2.0



Global Impact of CSF 2.0

14

• The CSF is used widely internationally.

• CSF 2.0 has been translated into 6 languages so far 

(French, German, Korean, Polish, Portuguese, and 

Spanish)

• The resources allow organizations to build 

cybersecurity frameworks and organize 

controls using the CSF Functions. 

nist.gov/ cyberframework/translations 



Frequently Asked Questions



CSF Frequently Asked Questions

Submit your questions to: cyberframework@nist.gov 

  

Is there a summary of major changes to the Core from version 1.1 to 2.0?

Why are there gaps in the CSF Subcategory enumeration? 

Does NIST provide certification for CSF implementation or products? 

Is the CSF aligned with international cybersecurity initiatives and 
standards? (nist.gov/informative-references) 
https://www.nist.gov/cyberframework/faqs

nist.gov/cyberframework/faqs 

mailto:cyberframework@nist.gov


Questions? 



nist.gov/cyberframework

cyberframework@nist.gov 

mailto:cyberframework@nist.gov
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